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IMPORTANT!
READ CAREFULLY BEFORE USE.

KEEP THIS GUIDE FOR FUTURE REFERENCE.

This is a User’s Guide for a series of products. Not all products support all frmware features. Screenshots
and graphics in this book may differ slightly from your product due to differences in product features or
Web Configurator brand style. Every effort has been made to ensure that the information in this manual
is accurate.

Related Documentation
¢ Quick Start Guide
The Quick Start Guide shows how to connect the Zyxel Device.

* MPro Mesh app. Download the Mpro Mesh app from Google Play or Apple Store fo manage the
Zyxel Device using a smartphone or tablet. To view Mpro Mesh app tutorials, please go to
https://service-provider.zyxel.com/app-help/MProMesh/

e Zyxel One app. Download the Zyxel One app from Google Play or Apple Store to manage the Zyxel
Device using a smartphone or tablet. To view Zyxel One app tutorials, please go to
https://service-provider.zyxel.com/app-help/ZyxelOne/FLA/LAN

¢ More Information

Go to https://service-provider.zyxel.com/global/en/tech-support to find other information on Zyxel
Device.
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Document Conventions

Document Conventions

Warnings and Notes

These are how warnings and notes are shown in this guide.

Warnings tell you about things that could harm you or your Zyxel
Device.

Note: Notes tell you other important information (for example, other things you may need to
configure or helpful fips) or recommendations.

Syntax Conventions
¢ Product labels, screen names, field labels and field choices are all in bold font.

e Aright angle bracket ( > ) within a screen name denotes a mouse click. For example, Network Setting
> Routing > DNS Route means you first click Network Setting in the navigation panel, then the Routing
submenu, and then finally the DNS Route tab to get to that screen.

Icons Used in Figures

Figures in this user guide may use the following generic icons. The Zyxel Device icon is not an exact
representation of your Zyxel Device.
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Accessibility and Compatibility

Accessibility and Compatibility

Introduction

This User’s Guide complies with the accessibility requirements set out in EAA (European Accessibility Act)
(EU) 2019/882.

Accessibility makes this User’'s Guide usable for people with disabilities, including those with visual,

auditory, motor, and cognifive impairments. Compatibility ensures this User's Guide works well with a
wide range of devices, software, and assistive technologies.

Accessibility Feature — Screen Reader Support
The visually impaired may use screen readers, such as NVDA to read contents.

To use the screen reader, do the following:

Open your screen reader software.
Navigate to this User's Guide; the screen reader should automatically start reading the contents.

Use the keyboard shortcuts to navigate through this User's Guide (refer to the screen reader
documentation).

Accessibility Feature — Keyboard Navigation

Keyboard navigation allows you to read the contents in this User's Guide without a mouse. Use the
following keys.

¢ Tab key: navigate between interactive elements (for example, buttons, links, fields).
* Enter key: select or activate the highlighted item.

e Arrow keys: move between options in menus or lists.

¢ Esc (Escape) key: close pop-up windows or cancel actions.

How to Access Support Services

We offer the following ways to contact our Zyxel support team.

Email Support: support.zyxel.com

Send a detailed description of your issue, including any error messages, screenshots, or steps you have
already taken to resolve the problem. The response time is typically within 24 hours.

User Forums and Community Support: https://community.zyxel.com/en
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CHAPTER 1
Introducing the Zyxel Device

1.1 Overview

The Zyxel Device refers to the models listed in the tables.

1.1.1 AX Series

The AX Series are AON (Active Optical Network) routers that connect o the Internet though a fiber

cable.

The following table describes the feature differences of the AX Series by model. For more details about
the ports panel, please refer to AX7501-BO / AX7501-B1.

Table 1 Zyxel Device Comparison Table for AX Series
AX7501-B0O AX7501-B1
WiFi 6 Wireless
Standard VES VES
Supported 2.4 GHz 2.4 GHz
Frequency Bands 5 GHz 5 GHz
Port Control YES YES
Protocol
Advanced
Broadband NG NO
Parental Control
Schedule VES VES
Parental Control
URL Filter VES VES
Home Security URL NO NO
filter
Operation Mode NO NO
MPro Mesh
Extender Support YES VES
Backup WAN NO NO
Uplink Port 1G Ethernet (SFP) 1G Ethernet (SFP)
10G AON (SFP) 10G AON (SFP)
10G Ethernet (SFP) 10G Ethernet (SFP)
10G XGPON (SFP+) | 10G XGPON (SFP+)
USB Port for Cellular
Backup, File
Sharing and Media use 3.0 Use 3.0
Server
Phone Port (VolIP) YES YES
Wall Mount YES YES
App Management Zyxel One Zyxel One
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1.1.2 DX Series

The DX Series are DSL routers, which provide Internet access over telephone lines.

The following table describes the feature differences of the DX Series by model. For more details about

the ports panel, please refer to DX3300-T0 / DX3301-T0 and DX5401-B0 / DX5401-B1.

Table 2 Zyxel Device Comparison Table for DX Series

DX3300-T0 | DX3300-T1 | DX3301-T0 DX5401-B0O DX5401-B1
WiFi 6 Wireless
Standard YES YES YES YES YES
Supported 2.4 GHz 2.4 GHz 2.4 GHz 2.4 GHz 2.4 GHz
Frequency Bands 5 GHz 5 GHz 5 GHz 5 GHz 5 GHz
Port Confrol YES YES YES YES YES
Protocol
Advanced
Broadband YES YES YES YES YES
Parental Control YES YES YES YES YES
Schedule
Parental Control
URL Filter NO NO NO NO NO
Home Securify URL YES YES YES YES YES
filter
Operation Mode NO NO NO NO NO
MPro Mesh YES YES YES YES YES
Extender Support
Backup WAN NO YES NO NO NO
Uplink Port DSL DSL

DSt DSt DSt 1G Ethernet (SFP) | 1G Ethernet (SFP)

USB Port for Cellular
Backup, File
Sharing and Media USB 2.0 USB 2.0 USB 2.0 USB 3.0 USB 3.0
Server
Phone Port (VolIP) NO NO YES YES YES
Wall Mount YES NO YES YES YES
App Management Zyxel One Zyxel One Zyxel One MPro Mesh MPro Mesh

Note: For DX3300/3301-T0, IGMP/MLD are enabled by default and are not configurable. The
default IGMP version is 3. The default MLD version is 2.

1.1.3 EX Series

The EX Series are Ethernet gateways/routers that provide Internet access through the Ethernet WAN port
or an SFP port.

The following table describes the feature differences of the EX Series by model. For more details about
the ports panel, please refer from EX3300-T0 / EX3301-T0 to EX7501-B0.
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Table 3 Zyxel Device Comparison Table for EX Series (Part 1)
EX3300-T0 | EX3300-T1 | EX3301-T0 | EX3500-TO | EX3501-TO | EX3600-TO | EX5401-BO
WIFi 6 Wireless YES YES YES YES YES YES YES
Standard
ifep'cijoer;ecd 2.4 GHz 2.4 GHz 2.4 GHz 2.4 GHz 2.4 GHz 2.4 GHz 2.4 GHz
quency 5GHz 5GHz 5 GHz 5GHz 5GHz 5GHz 5GHz

Bands
Port Control YES YES YES YES YES YES YES
Protocol
Advanced
Broadband NO NO NO NO NO NO NO
Parental
Control YES YES YES YES YES YES YES
Schedule
Parental
Control NO NO NO NO NO NO NO
URL Filter
Home YES
Security URL YES YES YES YES YES YES
filter
Operation NO NO NO YES YES YES NO
Mode
MPro Mesh
Extender YES YES YES YES YES YES YES
Support
Backup WAN NO YES NO NO NO NO NO
Uplink Port Ethernet

Ethernet Ethernet Ethernet Ethernet Ethernet Ethernet 1G PON

(SFP)
USB Port for
Cellular
Backup, File USB 2.0 USB 2.0 USB 2.0 USB 2.0 USB 2.0 USB 3.0 USB 3.0
Sharing and
Media Server
Phone Port NO NO YES NO YES NO YES
(VolP)
Wall Mount YES YES YES NO NO YES YES
App Zyxel One MPro Mesh Zyxel One Zyxel One Zyxel One Zyxel One | MPro Mesh
Management
Table 4 Zyxel Device Comparison Table for EX Series (Part 2)
EX5401-B1 EX5600-T1 EX5601-TO EX5601-T1 | EX7501-B0O

WiFi 6 Wireless
Standard YES YES YES YES YES
Supported 2.4 GHz 2.4 GHz 2.4 GHz 2.4 GHz 2.4 GHz
Frequency Bands 5 GHz 5 GHz 5 GHz 5 GHz 5 GHz
Port Confrol YES YES YES YES YES
Protocol
Advanced
Broadband NO NO NO NO NO
Parental Control YES YES YES YES YES
Schedule

AX/DX/EX/PX Series User's Guide

22



Chapter 1 Intfroducing the Zyxel Device

Table 4 Zyxel Device Comparison Table for EX Series (Part 2) (continued)

EX5401-B1 EX5600-T1 EX5601-T0 EX5601-T1 | EX7501-B0O
Parental Control
URL Filter NO NO NO NO NO
Home Security URL YES YES YES YES YES
filter
Operation Mode NO NO NO NO NO
MPro Mesh YES YES YES YES YES
Extender Support
Backup WAN NO NO NO NO NO
Uplink Port Ethernet
1G Ethernet
]GEgg)e'i‘n(esTFP) Ethernet (SFP) Ethernet Ethernet
2.5G GPON
(SFP)
USB Port for Cellular
Backup, File
Sharing and Media USB 3.0 USB 3.0 USB 3.0 USB 3.0 USB 3.0
Server
Phone Port (VolIP) YES NO YES YES YES
Wall Mount YES YES YES YES YES
App Management MPro Mesh MPro Mesh Zyxel One Zyxel One Zyxel One

EX7710-BO
WiFi 6 Wireless
Standard VES
Supported 2.4 GHz
Frequency Bands 5 GHz

6 GHz

Port Confrol NO
Protocol
Advanced
Broadband NO
Parental Control
Schedule VES
Parental Control
URL Filter NO
Home Security URL NO
filter
Telnet YES
Operation Mode NO
MPro Mesh
Extender Support VES
Backup WAN NO
Uplink Port NO
USB Port for Cellular
Backup, File
Sharing and Media use 3.0
Server
DSL Port NO

Table 5 Zyxel Device Comparison Table for EX Series (Part 3)
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Table 5 Zyxel Device Comparison Table for EX Series (Part 3) (continued)

EX7710-BO
Phone Port (VolIP) NO
Wall Mount NO
App Management MPro Mesh
Supervisor Login NO

Note: For EX3300/3301-T0, IGMP/MLD are enabled by default and are not configurable. The
default IGMP version is 3. The default MLD version is 2.

1.1.4 PX Series

The PX Series are PON (Passive Opftical Network) routers that connect to the Internet though a fiber
cable.

The following table describes the feature differences of the PX Series by model. For more details about
the ports panel, please refer from Section on page 87 through Section on page 89.

Table 6 Zyxel Device Comparison Table for PX Series

PX3321-T1 PX5301-T0 PX5311-T0
WiFi 6 Wireless
Standard YES YES YES
Supported 2.4 GHz 2.4 GHz 2.4 GHz
Frequency Bands 5 GHz 5 GHz 5 GHz
Port Confrol YES YES YES
Protocol
Advanced
Broadband NO NO NO
Parental Control
Schedule YES YES YES
Parental Control
URL Filter NO NO NO
Home Security URL YES YES YES
filter
Operation Mode NO NO NO
MPro Mesh
Extender Support YES vES vES
Backup WAN NO NO NO
Uplink Port 2.5G PON (SC-APC) | 2.5G PON (SC-APC) | 2.5G PON (SC-APC)
USB Port for Cellular
Backup, File
Sharing and Media USB 2.0 USB 2.0 USB 2.0
Server
Phone Port (VolIP) YES YES YES
LAN Ports LANT — LAN3
4 10/100/1000 Mbps 4
10/100/1000 Mbps LAN4 10/100/1000 Mbps
2.5 Gbps
Wall Mount YES YES YES
App Management MPro Mesh MPro Mesh MPro Mesh
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1.2 Example Applications

This section shows the few examples of using the Zyxel Device in various network environments.

Connect the WAN port to the Internet. Connect computers to the Zyxel Device's LAN ports, or wirelessly,
and access the Internet simultaneously.

Figure 1 Zyxel Device’s Internet Access Application

WiFi | WAN
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In the figure above, you can also configure Firewall on the Zyxel Device for secure Infernet access.
When the Firewall is on, allincoming traffic from the Internet to your network is blocked by default unless

it is initiated from your network. This means that probes from the outside to your network are not allowed,
but you can safely browse the Internet and download files.

1.2.1 WAN Priority

The WAN connection priority is as follows:

1 PONWAN

2 SFP

3 Ethernet WAN
4 DSL

5 Cellular WAN (3G/4G)
See Section 1.2.5 on page 28 for more information about Cellular backup.

1.2.2 Dual-Band WiFi

Note: Check Section 1.1 on page 20 to see if your Zyxel Device supports dual-band WiFi.

When WiFi is enabled on the Zyxel Device, IEEE 802.11a/b/g/n/ac/ax compliant clients, such as
notebooks, tablets, and smartphones can wirelessly connect to the Zyxel Device to access network
resources.

With dual-band, the Zyxel Device is a gateway that can use both 2.4G and 5G WiFi networks at the
same time. IOT devices and other low-bandwidth clients could use the 2.4 GHz band for basic
connectivity, while the 5 GHz band handles time-sensitive fraffic such as high-definition video, music,
and gaming.

The Zyxel Device supports WiFi 6 that is most suitable in areas with a high concentration of users.
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Zyxel Devices support backward compatibility with older WiFi standards, ensuring seamless connectivity
with previous-generation devices.

Figure 2 Dual-Band Application

T —

You can leverage concurrent fri-band connectivity across 2.4 GHz, 5 GHz, and 6 GHz bands. This allows
loT devices and various clients to simultaneously maintain connections for basic tasks with 2.4 GHz. At
the same fime, 5GHz and 6GHz handle time-sensitive fraffic, and high-bandwidth applications like high-
definition video, music, and gaming.

Figure 3 Without Multi-Link Operation
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Figure 4 Multi-Link Operation Example
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1.2.3 Multi-Gigabit Ethernet

Multi-Gigabit Ethernet supports network speeds of 1 Gbps, 2.5 Gbps, 5 Gbps, and 10 Gbps. Not all Multi-
Gigabit ports support all speeds. See Section 2.3 on page 61 for the speeds your Zyxel Device supports.

Some network devices, such as gaming computers, servers, NAS devices, or access points, support 2.5
Gbps or 5 Gbps connectivity. The Multi-Gigabit Ethernet technology enables the Zyxel Device to
automatically detect and adjust to the required speed of the connected network device. A non-Multi-
Gigabit 10G port would connect to a 2.5 Gbps or 5 Gbps device at just 1 Gbps.

Actual speeds also depend on the type of Ethernet cable used. See Table 7 on page 27 for the correct
Ethernet cable type.

Figure 5 Multi-Gigabit Application

See the following table for the cables required and distance limitation to attain the corresponding

speed.

Table 7 Ethernet Cable Types
CABLE TRANSMISSION SPEED MAXIMUM DISTANCE BANDWIDTH CAPACITY
Category 5 100M 100 m 100 MHz
Category 5e 1G/25G/5G 100 m 100 MHz
Category 6 5G /110G 100m /55 m 250 MHz
Category é6a 10G 100 m 500 MHz
Category 7 10G 100 m 600 MHz

1.2.4 VolIP Applications

The Zyxel Device's VolIP function allows you fo register up to eight SIP (Session Initiation Protocol)
accounts and use the Zyxel Device to make and receive VolP telephone calls. The Zyxel Device sends
your call to a VolP service provider's SIP server which forwards the calls to either VoIP or PSTN phones.
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Figure 6 VolIP Application

SIP Server

1.2.5 Zyxel Device’s USB Support

The USB port of the Zyxel Device is used for cellular WAN backup, file-sharing, and media server.

Cellular WAN Backup

Connect a supported cellular USB dongle with an active SIM card to the USB port. This adds a second
WAN interface and allows the Zyxel Device to wirelessly access the Internet via a cellular network. The
cellular WAN connection is a backup in case the DSL/Ethernet/Fiber connection fails.

To set up a cellular connection, click Network > Broadband > Cellular Backup.

To update the supported cellular USB dongle list, download the latest WWAN package from the Zyxel
website and upload it to the Zyxel Device using the Maintenance > Firmware Upgrade screen.

Figure 7 Internet Access Application: Cellular WAN
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File Sharing

Use the built-in USB 3.0 port to share files on a USB memory stick or a USB hard drive (A).
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Figure 8 USB File Sharing Application
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Media Server

You can also use the Zyxel Device as a media server. This lets anyone on your network play video, music,
and photos from a USB device (A) connected to the Zyxel Device's USB port (without having to copy
them to another computer).

Figure 9 USB Media Server Application

1.3 Ways to Manage the Zyxel Device

Use any of the following methods to manage the Zyxel Device.

* Web Configurator. This is recommended for management of the Zyxel Device using a (supported)
web browser.

¢ Simple Network Management Protocol (SNMP). Use to monitor and/or manage the Zyxel Device by
an SNMP manager.

» Secure Shell (SSH), Telnet. Use for tfroubleshooting the Zyxel Device by qualified personnel.
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* MPro Mesh app. Download the Mpro Mesh app from Google Play or Apple Store fo manage the
Zyxel Device using a smartphone or tablet. To view Mpro Mesh app tutorials, please go to
https://service-provider.zyxel.com/app-help/MProMesh/

e Zyxel One app. Download the Zyxel One app from Google Play or Apple Store to manage the Zyxel
Device using a smartphone or tablet. To view Zyxel One app tutorials, please go to
https://service-provider.zyxel.com/app-help/ZyxelOne/FLA/LAN

1.4 Good Habits for Managing the Zyxel Device

Do the following things regularly to make the Zyxel Device more secure and to manage the Zyxel
Device more effectively.

* Change the WiFi and Web Configurator passwords. Use a password that is not easy to guess and that
consists of different types of characters, such as numbers, letters, and special characters.

¢ Write down the passwords and put it in a safe place.

* Back up the configuration. Restoring an earlier working configuration may be useful if the device
becomes unstable or even crashes. If you forget your password, you will have to reset the Zyxel
Device to its factory default settings. If you backed up an earlier configuration file, you would not
have to totally re-configure the Zyxel Device. You could simply restore your last configuration.
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CHAPTER 2
Hardware

2.1 Overview

This section describes the front and rear panels for each model. If your model is not shown here, refer to
the Zyxel Device's Quick Start Guides to see the product drawings and how to make the hardware
connections.

2.2 LED Indicators Panel

The following shows the LED indicator panel and the LED behaviors of the Zyxel Device. None of the LEDs
are on if the Zyxel Device is not receiving power. See Section 2.3 on page 61 to check whether your
Zyxel Device has ports for multi-gigabit Ethernet, SFP, PON, or phone connections.

AON (Active Optical Network) Routers
* AX7501-BO / AX7501-B1
DSL (Digital Subscriber Line) Routers

» DX3300-T0 / DX3301-T0
» DX3300-T1
* DX5401-BO / DX5401-B1

Ethernet Gateways and Routers

» EX3300-T0 / EX3301-T0

* EX3300-T1

» EX3500-T0 / EX3501-T0

» EX3600-T0

» EX5401-BO / EX5401-B1

» EX5600-T1 / EX5601-T0 / EX5601-T1
» EX7501-BO

* EX7710-BO

PON (Passive Optical Network) Routers

» PX3321-T1
» PX5301-T0
* PX5311-T0
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AX7501-B0 / AX7501-B1
Figure 10 LED Indicators (AX7501-B0O / AX7501-B1)
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The following are the LED descriptions for your Zyxel Device.

Table 8 LED Descriptions (AX7501-B0 / AX7501-B1)

LED COLOR | STATUS DESCRIPTION
POWER Green On The Zyxel Device is receiving power and ready for use.
o Blinking The Zyxel Device is self-testing.
Red On The Zyxel Device detected an error while self-testing, or there is a
device malfunction.
Blinking The Zyxel Device is upgrading firmware.
Off The Zyxel Device is not receiving power.
FIBER Green On The FIBER port is connected to the ISP's ONT and the Zyxel Device is
receiving optical signals normailly.
@ Blinking The Zyxel Device's FIBER port is trying to build a PON connection.
Red On The optical power received (the strength of optical signals
transmitted on the remote optical module) is too low.
Off The connection to the ISP’s ONT is down.
INTERNET Green On The Zyxel Device has an IP connection but no fraffic.
@ Your device has a WAN IP address (either static or assigned by a
DHCP server), PPP negotiation was successfully completed (if used).
Blinking The Zyxel Device is sending or receiving IP traffic.
Note: For AON and PON routers only; see Section 1.1 on page
20 for more information.
Off There is no Internet connection or the gateway is in Bridge mode.
Red On The Zyxel Device attempted to make an IP connection but failed.
Possible causes are no response from a DHCP server, no PPPoE
response, PPPoE authentication failed.
Blinking The Zyxel Device has an unsupported 100 Mbps Ethernet connection
on the WAN.
Note: For Ethernet routers only, see Section 1.1 on page 20 for
more information.
10G LAN Green On The Zyxel Device has a successful 100/1000/10000 Mbps Ethernet
- connection with a device on the Local Area Network (LAN) through
(105 the 10G LAN port.
Blinking The Zyxel Device is sending or receiving data to/from the LAN at 100/
1000/10000 Mbps through the 10G LAN port.
Off The Zyxel Device does not have an Ethernet connection with the LAN
through the 10G LAN port.
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Table 8 LED Descriptions (AX7501-B0 / AX7501-B1) (continued)

LED COLOR | STATUS DESCRIPTION

LANT - 4 Green Oon The Zyxel Device has a successful 100/1000 Mbps Ethernet
connection with a device on the Local Area Network (LAN) through

C} G C’; C‘} the LAN1 - 4 ports.

Blinking The Zyxel Device is sending or receiving data to/from the LAN at 100/
1000 Mbps through the LAN1 - 4 ports.

Note: For AON and PON routers only; see Section 1.1 on page
20 for more information.
Off The Zyxel Device does not have an Ethernet connection with the LAN
through the LAN1 - 4 ports.
WiFi 2.4G Green On The 2.4G WiFi network is activated.
= Blinking The Zyxel Device is communicating with 2.4G WiFi clients.
24G
Note: For AON and PON routers only; see Section 1.1 on page
20 for more information.
Off The 2.4G WiFi network is not activated.
Amber Blinking The Zyxel Device is setting up a WPS connection with a 2.4G WiFi
client.
WiFi 5G Green Oon The 5G WiFi network is activated.
— Blinking The Zyxel Device is communicating with 5G WiFi clients.
5G
Note: For AON and PON routers only; see Section 1.1 on page
20 for more information.
Off The 5G WiFi network is not activated.
Amber Blinking The Zyxel Device is setting up a WPS connection with a 5G WiFi client.
PHONE Green On A SIP account is registered for the phone port.
% Blinking The telephone connected to this phone port has an incoming call or
is off the hook.

Off The phone port does not have a SIP account registered.

Amber On A SIP account is registered for the phone port, and there is a voice
message in the corresponding SIP account.

Blinking The telephone connected to this phone port has an incoming call or
is off the hook. There is a voice message in the corresponding SIP
account.

usB Green On The Zyxel Device recognizes a USB connection through the USB port.
< Blinking The Zyxel Device is sending or receiving data to/from the USB device
connected to it.
Note: For AON and PON routers only; see Section 1.1 on page
20 for more information.

Off The Zyxel Device does not detect a USB connection through the USB

port.
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DX3300-T0 / DX3301-TO
Figure 11 LED Indicators (DX3300-T0 / DX3301-T0)

ZYXEL

The following are the LED descriptions for your Zyxel Device.

Table 9 LED Descriptions (DX3300-T0)

LED COLOR STATUS DESCRIPTION
Power Green On The Zyxel Device is receiving power and ready for use.
O Blinking The Zyxel Device is self-testing.
Red On The Zyxel Device detected an error while self-testing, or there is a
device malfunction.

Blinking The Zyxel Device is upgrading firmware.

Off The Zyxel Device is not receiving power.
DSL / Ethernet Green Oon The VDSL/ ADSL link is up.
WAN Slow Blinking | The Zyxel Device s looking for a VDSL or ADSL fink.
C} Fast Blinking The Zyxel Device is initializing the VDSL or ADSL link.
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Table 9 LED Descriptions (DX3300-T0) (continued)

LED COLOR STATUS DESCRIPTION

Internet Green Oon The Zyxel Device has an IP connection but no traffic.

@ Your device has a WAN IP address (either static or assigned by a
DHCEP server), PPP negotiation was successfully completed (if
used) and the DSL connection is up.

Blinking The Zyxel Device is sending or receiving IP traffic.
Off There is no Internet connection or the gateway is in bridged
mode.
Red On The Zyxel Device attempted to make an IP connection but failed.
Possible causes are no response from a DHCP server, no PPPoE
response, PPPoOE authentication failed.

LANT - 4 Green Oon The Zyxel Device has a successful 10/100/1000 Mbps Ethernet
connection with a device on the Local Area Network (LAN).

Blinking The Zyxel Device is sending or receiving data to/from the LAN at
10/100/1000 Mbps.

Off The Zyxel Device does not have an Ethernet connection with the
LAN.
2.4G WLAN/WPS | Green On The 2.4 GHz WiFi network is activated.
— Blinking The Zyxel Device is communicating with 2.4 GHz WiFi clients.
e Off The link is down or disabled.
Amber Blinking The Zyxel Device is sefting up a WPS connection with a 2.4 GHz
WiFi client.
5G WLAN/WPS Green On The 5 GHz WiFi network is activated.
— Blinking The Zyxel Device is communicating with 5 GHz WiFi clients.
* Off The link is down or disabled.
Amber Blinking The Zyxel Device is setting up a WPS connection with a 5 GHz WiFi

client.

The following are the LED descriptions for your Zyxel Device.

Table 10 LED Descriptions (DX3301-T0)

LED COLOR STATUS DESCRIPTION
Power Green On The Zyxel Device is receiving power and ready for use.
O Blinking The Zyxel Device is self-testing.
Red On The Zyxel Device detected an error while self-testing, or there is a
device malfunction.

Blinking The Zyxel Device is upgrading firmware.

Off The Zyxel Device is not receiving power.
DSL / Ethernet Green Oon The VDSL / ADSL link is up.
WAN Slow Blinking The Zyxel Device is looking for a VDSL / ADSL link.
(:} Fast Blinking The Zyxel Device is initializing the VDSL / ADSL link.
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Table 10 LED Descriptions (DX3301-T0) (continued)

LED COLOR STATUS DESCRIPTION

Internet Green Oon The Zyxel Device has an IP connection but no tfraffic.

@ Your device has a WAN [P address (either static or assigned by a
DHCP server), PPP negotiation was successfully completed (if
used) and the DSL connection is up.

Blinking The Zyxel Device is sending or receiving IP traffic.

Off There is no Internet connection or the gateway is in bridged
mode.

Red On The Zyxel Device attempted to make an IP connection but failed.
Possible causes are no response from a DHCP server, no PPPoE
response, PPPoE authentication failed.

LANT - 4 Green On The Zyxel Device has a successful 10/100/1000 Mbps Ethernet
connection with a device on the Local Area Network (LAN).

Blinking The Zyxel Device is sending or receiving data to/from the LAN at
10/100/1000 Mbps.

Off The Zyxel Device does not have an Ethernet connection with the
LAN.

2.4G WLAN/WPS | Green On The 2.4 GHz WiFi network is activated.

— Blinking The Zyxel Device is communicating with 2.4 GHz WiFi clients.

e Off The link is down or disabled.

Amber Blinking The Zyxel Device is setting up a WPS connection with a 2.4 GHz
WiFi client.

5G WLAN/WPS Green On The 5 GHz WiFi network is activated.

[ Blinking The Zyxel Device is communicating with 5 GHz WiFi clients.

5G

Off The link is down or disabled.

Amber Blinking The Zyxel Device is setting up a WPS connection with a 5 GHz WiFi
client.

Phonel, Phone2 | Green On A SIP account is registered for at least one phone port, and there
is no voice message in the corresponding SIP account.

&’ Blinking A telephone connected to one of the phone port has its receiver
off the hook or there is an incoming call. There is no voice
message in the corresponding SIP account.

Amber On A SIP account is registered for the phone port and there is a voice
message in the corresponding SIP account.

Blinking A telephone connected to the phone port has its receiver off the
hook or there is an incoming call. There is voice message in the
corresponding SIP account.

Off e The Zyxel Device is turned off.

* The VolP function is not activated.
¢ The SIP account is not enabled.
* The phone port does not have a SIP account registered.
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DX3300-T1
Figure 12 LED Indicators (DX3300-T1)

ZYXEL

The following are the LED descriptions for your Zyxel Device.

Table 11 LED Descriptions (DX3300-T1)
LED COLOR | STATUS DESCRIPTION
POWER Green Oon The Zyxel Device is receiving power and ready for use.
O Blinking The Zyxel Device is booting up.
Red On The Zyxel Device detects an error while self-testing, or there is a device
malfunction.
Blinking The Zyxel Device is upgrading firmware.
Off The Zyxel Device is not receiving power.
DSL WAN Green On The ADSL/VDSL link on the WAN is up.
@ Slpw. The ADSL/VDSL link is down, and the Zyxel Device is looking for an ADSL/
Blinking VDSL link.
Fast The Zyxel Device is initializing the ADSL/VDSL link.
Blinking
Off The ADSL/VDSL link is down.
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Table 11 LED Descriptions (DX3300-T1) (continued)

LED COLOR | STATUS DESCRIPTION
INTERNET Green On The Zyxel Device has a WAN IP address (either static or assigned by a
DHCP server) and the Internet connection is up.
@ Blinking The Zyxel Device is sending or receiving fraffic.
Red On The Zyxel Device aftempted to obtain an WAN IP but failed. Possible

causes are no response from a DHCP server, no PPPoE response, PPPoOE
authentication failed.

Off There is no Internet connection or the gateway is in bridge mode.

LAN1-3 Green On The Zyxel Device has a successful Ethernet connection with a device on
the Local Area Network (LAN) port.

mlalE ~ <o ssendngoriecey

Blinking The Zyxel Device is sending or receiving data to/from the LAN port.

Off The Zyxel Device does not have an Ethernet connection on the LAN port.
LAN4/WAN Green Oon LAN mode: The Zyxel Device has a successful Ethernet connection with a
@ device on the LAN4/WAN port.

WAN mode: The Ethernet WAN connection is up on the LAN4/WAN port.

Blinking The Zyxel Device is sending or receiving data to/from the LAN4/WAN
port.

Off LAN mode: The Zyxel Device does not have an Ethernet connection with
a device on the LAN4/WAN port.

WAN mode: The Ethernet WAN connection on the LAN4/WAN port is

down.
2.4G Green On The 2.4 GHz WiFi is activated.
= Blinking The Zyxel Device is sending or receiving data to/from 2.4 GHz WiFi clients.
e Amber Blinking The Zyxel Device is connecting to a 2.4 GHz WiFi client through WPS.
Off The 2.4 GHz WiFi network is not activated.
5G Green On The 5 GHz WiFi network is activated.
— Blinking The Zyxel Device is sending or receiving data to/from 5 GHz WiFi clients.
5G

Amber Blinking The Zyxel Device is connecting fo a 5 GHz WiFi client through WPS.

Off The 5 GHz WiFi network is not activated.
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DX5401-B0 / DX5401-B1
Figure 13 LED Indicators (DX5401-B0 / DX5401-B1)
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The following are the LED descriptions for your Zyxel Device.

Table 12 LED Descriptfions (DX5401-B0 / DX5401-B1)

LED COLOR STATUS DESCRIPTION
Power Green On The Zyxel Device is receiving power and ready for use.
O Blinking The Zyxel Device is self-testing.
Red On The Zyxel Device detects an error while self-testing, or there is a
device malfunction.
Blinking The Zyxel Device is upgrading firmware.
Off The Zyxel Device is not receiving power.
DSL/ Ethernet WAN | Green On The VDSL line or a successful 100/1000 Mbps Ethernet
connection on the WAN is up.
D Slow Blinking | The Zyxel Device is looking for a VDSL line.
Fast Blinking The Zyxel Device is initializing the VDSL line.
Off There is no Ethernet connection on the WAN.
Amber On The ADSL line on the WAN is up.
Slow Blinking | The Zyxel Device is looking for an ADSL line
Fast Blinking The Zyxel Device is initializing the ADSL line.
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Table 12 LED Descriptions (DX5401-B0 / DX5401-B1) (continued)

LED COLOR STATUS DESCRIPTION

Internet Green On The Zyxel Device has an IP connection but no traffic.

@ Your device has a WAN IP address (either static or assigned by
a DHCP server), PPP negotiation was successfully completed (if
used) and the DSL connection is up.

Blinking The Zyxel Device is sending or receiving IP traffic.

Off There is no Internet connection or the gateway is in bridged
mode.

Red On The Zyxel Device attempted to make an IP connection but
failed. Possible causes are no response from a DHCP server, no
PPPOE response, PPPoE authentication failed.

LANT - 4 Green Oon The Zyxel Device has a successful 10/100/1000 Mbps Ethernet
connection with a device on the Local Area Network (LAN).

Blinking The Zyxel Device is sending or receiving data to/from the LAN
at 10/100/1000 Mbps.

Off The Zyxel Device does not have an Ethernet connection with
the LAN.

2.4G WLAN/WPS Green On The 2.4 GHz WiFi network is activated.

—_— Blinking The Zyxel Device is communicating with 2.4 GHz WiFi clients.

246 Amber On The WPS process fails.

Blinking The Zyxel Device is setting up a WPS connection with a 2.4 GHz
WiFi client.

Off The 2.4 GHz WiFi network is not activated.

5G WLAN/WPS Green Oon The 5 GHz WiFi network is activated.

— Blinking The Zyxel Device is communicating with 5 GHz WiFi clients.

5G

Amber On The WPS process fails.

Blinking The Zyxel Device is sefting up a WPS connection with a 5 GHz
WiFi client.

Off The 5 GHz WiFi network is not activated.

Phonel, Phone2 Green On A SIP account is registered for at least one phone port, and
there is no voice message in the corresponding SIP account.

&’ Blinking A telephone connected to one of the phone port has its
receiver off the hook or there is an incoming call. There is no
voice message in the corresponding SIP account.

Amber On A SIP account is registered for the phone port and there is a
voice message in the corresponding SIP account.

Blinking A telephone connected to the phone port has its receiver off
the hook or there is an incoming call. There is voice message in
the corresponding SIP account.

SFP Green On The SFP port is connected to the ISP's ONT and the Zyxel Device
is receiving opfical signals normally, or the SFP port's Ethernet

WAN connection is up.

Off The connection to the ISP's ONT or the Ethernet WAN
connection is down.
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EX3300-T0 / EX3301-T0
Figure 14 LED Indicators (EX3300-T0 / EX3301-T0)

ZYXEL

The following are the LED descriptions for your Zyxel Device.

Table 13 LED Descriptions (EX3300-T0)

LED COLOR STATUS DESCRIPTION
Power Green On The Zyxel Device is receiving power and ready for use.
O Blinking The Zyxel Device is self-testing.
Red Oon The Zyxel Device detected an error while self-testing, or there
is a device malfunction.

Blinking The Zyxel Device is upgrading firmware.

Off The Zyxel Device is not receiving power.
Ethernet WAN Green On The WAN connection is active and ready to use.
D Slow Blinking The Zyxel Device is looking for a WAN connection.

Fast Blinking The Zyxel Device is initializing the WAN connection.
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Table 13 LED Descriptions (EX3300-T0) (continued)

LED COLOR STATUS DESCRIPTION
Internet Green On The Zyxel Device has an IP connection but no traffic.
@ Your device has a WAN IP address (either static or assigned by
a DHCP server), PPP negotiation was successfully completed
(if used) and the DSL connection is up.
Blinking The Zyxel Device is sending or receiving IP traffic.
Off There is no Internet connection or the gateway is in bridged
mode.
Red On The Zyxel Device attempted to make an IP connection but
failed. Possible causes are no response from a DHCP server, no
PPPOE response, PPPoE authentication failed.
LANT - 4 Green On The Zyxel Device has a successful 10/100/1000 Mbps Ethernet
connection with a device on the Local Area Network (LAN).
Blinking The Zyxel Device is sending or receiving data to/from the LAN
at 10/100/1000 Mbps.
Off The Zyxel Device does not have an Ethernet connection with
the LAN.
2.4G WLAN/WPS Green On The 2.4 GHz WiFi network is activated.
— Blinking The Zyxel Device is communicating with 2.4 GHz WiFi clients.
e Off The link is down or disabled.
Amber Blinking The Zyxel Device is setting up a WPS connection with a 2.4 GHz
WiFi client.
5G WLAN/WPS Green On The 5 GHz WiFi network is activated.
— Blinking The Zyxel Device is communicating with 5 GHz WiFi clients.
* off The link is down or disabled.
Amber Blinking The Zyxel Device is setting up a WPS connection with a 5 GHz
WiFi client.

The following are the LED descriptions for your Zyxel Device.

Figure 15 LED Descriptions (EX3301-T0)

LED COLOR STATUS DESCRIPTION
Power Green On The Zyxel Device is receiving power and ready for use.
o Blinking The Zyxel Device is self-testing.
Red On The Zyxel Device detected an error while self-testing, or there
is a device malfunction.
Blinking The Zyxel Device is upgrading firmware.
Off The Zyxel Device is not receiving power.
Ethernet WAN Green On The WAN connection is active and ready to use.
(_—\ Slow Blinking The Zyxel Device is looking for a WAN connection.
7 Fast Blinking The Zyxel Device is initializing the WAN connection.
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Figure 15 LED Descriptions (EX3301-T0) (continued)

LED COLOR STATUS DESCRIPTION

Internet Green Oon The Zyxel Device has an IP connection but no traffic.

@ Your device has a WAN IP address (either static or assigned
by a DHCP server), PPP negotiation was successfully
completed (if used) and the DSL connection is up.

Blinking The Zyxel Device is sending or receiving IP traffic.

Off There is no Internet connection or the gateway is in bridged
mode.

Red On The Zyxel Device attempted to make an IP connection but
failed. Possible causes are no response from a DHCP server,
no PPPoE response, PPPoE authentication failed.

LANT - 4 Green On The Zyxel Device has a successful 10/100/1000 Mbps Ethernet
connection with a device on the Local Area Network (LAN).

Blinking The Zyxel Device is sending or receiving data to/from the LAN
at 10/100/1000 Mbps.

Off The Zyxel Device does not have an Ethernet connection with
the LAN.

2.4G WLAN/WPS Green On The 2.4 GHz WiFi network is activated.

— Blinking The Zyxel Device is communicating with 2.4 GHz WiFi clients.

e Off The link is down or disabled.

Amber Blinking The Zyxel Device is sefting up a WPS connection with a 2.4
GHz WiFi client.

5G WLAN/WPS Green On The 5 GHz WiFi network is activated.
— Blinking The Zyxel Device is communicating with 5 GHz WiFi clients.
* Off The link is down or disabled.

Amber Blinking The Zyxel Device is setting up a WPS connection with a 5 GHz
WiFi client.

Phonel, Phone2 Green On A SIP account is registered for at least one phone port, and
there is no voice message in the corresponding SIP account.

&’ Blinking A telephone connected to one of the phone port has its
receiver off the hook or there is an incoming call. There is no
voice message in the corresponding SIP account.

Amber On A SIP account is registered for the phone port and there is a
voice message in the corresponding SIP account.

Blinking A telephone connected to the phone port has its receiver off
the hook or there is an incoming call. There is voice message
in the corresponding SIP account.

Off ¢ The Zyxel Device is turned off.
¢ The VolP function is not activated.

e The SIP account is not enabled.
¢ The phone port does not have a SIP account registered.
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EX3300-T1

Figure 16 LED Indicators (EX3300-T1)
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The following are the LED descriptions for your Zyxel Device.

Table 14 LED Descriptions (EX3300-T1)

LED COLOR | STATUS DESCRIPTION
POWER Green On The Zyxel Device is receiving power and ready for use.
O Blinking The Zyxel Device is booting up.
Red On The Zyxel Device detects an error while self-testing, or there is a device
malfunction.
Blinking The Zyxel Device is upgrading firmware.
Off The Zyxel Device is not receiving power.
INTERNET Green On The Zyxel Device has a WAN IP address (either static or assigned by a
DHCEP server) and the Internet connection is up.
@ Blinking The Zyxel Device is sending or receiving traffic.

Red On The Zyxel Device attempted to obtain an WAN IP but failed. Possible
causes are no response from a DHCP server, no PPPoE response, PPPoE
authentication failed.

Off There is no Internet connection or the gateway is in bridge mode.
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Table 14 LED Descriptions (EX3300-T1) (confinued)

LED COLOR | STATUS DESCRIPTION
LAN1-3 Green On The Zyxel Device has a successful Ethernet connection with a device on
the Local Area Network (LAN) port.
@ Blinking The Zyxel Device is sending or receiving data to/from the LAN port.
Off The Zyxel Device does not have an Ethernet connection on the LAN port.
LAN4/WAN Green On LAN mode: The Zyxel Device has a successful Ethernet connection with a
@ device on the LAN4/WAN port.
WAN mode: The Ethernet WAN connection is up on the LAN4/WAN port.
Blinking The Zyxel Device is sending or receiving data to/from the LAN4/WAN
port.
Off LAN mode: The Zyxel Device does not have an Ethernet connection with
a device on the LAN4/WAN port.
WAN mode: The Ethernet WAN connection on the LAN4/WAN port is
down.
2.4G Green On The 2.4 GHz WiFi is activated.
= Blinking The Zyxel Device is sending or receiving data to/from 2.4 GHz WiFi clients.
e Amber Blinking The Zyxel Device is connecting to a 2.4 GHz WiFi client through WPS.
Off The 2.4 GHz WiFi network is not activated.
5G Green On The 5 GHz WiFi network is activated.
— Blinking The Zyxel Device is sending or receiving data to/from 5 GHz WiFi clients.
* Amber Blinking The Zyxel Device is connecting fo a 5 GHz WiFi client through WPS.
Off The 5 GHz WiFi network is not activated.

EX3500-T0 / EX3501-T0

Figure 17 LED Indicators (EX3500-T0)
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Figure 18 LED Indicators (EX3501-T0)

The following are the LED descriptions for your Zyxel Device.

Table 15 LED Descriptions (EX3500-T0 / EX3501-T0)

LED COLOR | STATUS DESCRIPTION
POWER Green Oon The Zyxel Device is receiving power and ready for use.
d) Blinking The Zyxel Device is booting up.
Red Oon The Zyxel Device detects an error while self-testing, or there is a device
malfunction.
Blinking The Zyxel Device is upgrading firmware.
Off The Zyxel Device is not receiving power.
WAN Green Oon The Ethernet link on the WAN is up.
Off The Ethernet link on the WAN is down.
CJ
INTERNET Green Oon The Zyxel Device has a WAN IP address (either static or assigned by a
DHCP server) and the Internet connection is up.
@ Blinking The Zyxel Device is sending or receiving Internet data.

Red On The Zyxel Device attempted to obtain an WAN IP but failed. Possible
causes are no response from a DHCP server, no PPPoE response, PPPoOE
authentication failed.

Off There is no Internet connection or the gateway is in bridge mode.
LANT-3 Green Oon The Zyxel Device has a successful Ethernet connection with a device on
the Local Area Network (LAN) port.
SO
Blinking The Zyxel Device is sending or receiving data to/from the LAN port.
Off The Zyxel Device does not have an Ethernet connection on the LAN port.
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Table 15 LED Descriptions (EX3500-T0 / EX3501-T0) (continued)

LED COLOR | STATUS DESCRIPTION

2.4G Green Oon The 2.4 GHz WiFi is activated.

— Blinking The Zyxel Device is sending or receiving data to/from 2.4 GHz WiFi clients.

e Amber Blinking The Zyxel Device is connecting to a 2.4 GHz WiFi client through WPS.

Off The 2.4 GHz WiFi network is not activated.

5G Green On The 5 GHz WiFi network is activated.

— Blinking The Zyxel Device is sending or receiving data to/from 5 GHz WiFi clients.

* Amber Blinking The Zyxel Device is connecting to a 5 GHz WiFi client through WPS.

Off The 5 GHz WiFi network is not activated.

Phonel, Green On A SIP account is registered for at least one phone port, and there is no

Phone2 voice message in the corresponding SIP account.

% Blinking A telephone connected to one of the phone port has its receiver off the
hook or there is an incoming call. There is no voice message in the
corresponding SIP account.

Amber On A SIP account is registered for the phone port and there is a voice
message in the corresponding SIP account.

Blinking A telephone connected to the phone port has its receiver off the hook or
there is an incoming call. There's voice message in the corresponding SIP
account.

Off The phone port has a telephone connection, but it is not in use. VoIP is
disabled, or there is no registered SIP account defined for the phone
port.

EX3600-TO

Figure 19 LED Indicators (EX3600-T0)

& @
o o o o o (-]

-

AX/DX/EX/PX Series User's Guide
47



Chapter 2 Hardware

The following are the LED descriptions for your Zyxel Device.

Table 16 LED Descriptions (EX3600-T0)

LED COLOR STATUS DESCRIPTION
Power Green On The Zyxel Device is receiving power and ready for use.
d) The Zyxel Device is in Extender mode and the MPro Mesh pairing
process is done.
Blinking The Zyxel Device is booting up.
The Zyxel Device is in Extender mode and under the MPro Mesh
pairing process.
Red On The Zyxel Device detected an error while self-testing, or there is a
device malfunction.
Blinking The Zyxel Device is upgrading firmware.
Off The Zyxel Device is not receiving power.
Ethernet WAN | Green On The Ethernet WAN port is connected successfully.
(_—\ Off The Ethernet WAN port is not connected successfully.
z
Internet Green On The Internet connection is up.
@ Blinking The Zyxel Device is sending or receiving IP traffic.
Red On The Zyxel Device attempted to make an IP connection but failed.
Possible causes are no response from a DHCP server, no PPPoE
response, PPPoOE authentication failed.
The Zyxel Device is in Extender mode and the Internet connection to
the gateway modem/confroller is weak.
Off There is no Internet connection or the gateway is in Bridge mode.
LANT -4 Green On The Zyxel Device has a successful Ethernet connection with a device
on the Local Area Network (LAN).
Blinking The Zyxel Device is sending or receiving data to/from the LAN,
Off The Zyxel Device does not have an Ethernet connection with the
LAN.
2.4G WLAN/ Green On The 2.4 GHz WiFi network is activated.
WPS Blinking The Zyxel Device is communicating with 2.4 GHz WiFi clients.
= Off The link is down or disabled.
Amber Blinking The Zyxel Device is setting up a WPS connection with a 2.4 GHz WiFi
client.
5G WLAN/ Green On The 5 GHz WiFi network is activated.
WPS Blinking The Zyxel Device is communicating with 5 GHz WiFi clients.
’S-'é‘ Amber On The Zyxel Device is in Extender mode and under the MPro Mesh
pairing process.
Blinking The Zyxel Device is setting up a WPS connection with a 5 GHz WiFi
client.
The Zyxel Device is in Extender mode and the MPro Mesh pairing
process has failed.
Off The link is down or disabled.
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EX5401-B0 / EX5401-B1
Figure 20 LED Indicators (EX5401-B0O / EX5401-B1)
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The following are the LED descriptions for your Zyxel Device.

Table 17 LED Descriptions (EX5401-B0 / EX5401-B1)

LED COLOR STATUS DESCRIPTION
Power Green On The Zyxel Device is receiving power and ready for use.
Q) Blinking The Zyxel Device is self-testing.
Red On The Zyxel Device detects an error while self-testing, or there is
a device malfunction.
Blinking The Zyxel Device is upgrading firmware.
Off The Zyxel Device is not receiving power.
Ethernet WAN Green On The WAN connection is up.
C\ Slow Blinking | The Zyxel Device is looking for the WAN connection.
7 Fast Blinking The Zyxel Device is initializing the WAN connection.
Off There is no Ethernet connection on the WAN.
Amber On The ADSL line on the WAN is up.
Slow Blinking | The Zyxel Device is looking for an ADSL line
Fast Blinking The Zyxel Device is initializing the ADSL line.
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Table 17 LED Descriptions (EX5401-BO / EX5401-B1) (continued)

LED COLOR STATUS DESCRIPTION

Internet Green On The Zyxel Device has an IP connection but no tfraffic.

@ Your device has a WAN IP address (either static or assigned
by a DHCP server), PPP negotiation was successfully
completed (if used) and the DSL connection is up.

Blinking The Zyxel Device is sending or receiving IP traffic.

Off There is no Internet connection or the gateway is in bridged
mode.

Red On The Zyxel Device attempted to make an IP connection but
failed. Possible causes are no response from a DHCP server,
no PPPoOE response, PPPoE authentication failed.

LANT - 4 Green On The Zyxel Device has a successful 10/100/1000 Mbps Ethernet
connection with a device on the Local Area Network (LAN).

Blinking The Zyxel Device is sending or receiving data to/from the LAN
at 10/100/1000 Mbps.

Off The Zyxel Device does not have an Ethernet connection with
the LAN.

2.4G WLAN/WPS Green On The 2.4 GHz WiFi network is activated.

— Blinking The Zyxel Device is communicating with 2.4 GHz WiFi clients.

e Amber On The WPS process fails.

Blinking The Zyxel Device is setting up a WPS connection with a 2.4
GHz WiFi client.

Off The 2.4 GHz WiFi network is not activated.

5G WLAN/WPS Green On The 5 GHz WiFi network is activated.

— Blinking The Zyxel Device is communicating with 5 GHz WiFi clients.

% Amber On The WPS process fails.

Blinking The Zyxel Device is setting up a WPS connection with a 5 GHz
WiFi client.

Off The 5 GHz WiFi network is not activated.

Phonel, Phone2 Green On A SIP account is registered for at least one phone port, and
there is no voice message in the corresponding SIP account.

&’ Blinking A telephone connected to one of the phone port has ifs
receiver off the hook or there is an incoming call. There is no
voice message in the corresponding SIP account.

Amber On A SIP account is registered for the phone port and there is a
voice message in the corresponding SIP account.

Blinking A telephone connected to the phone port has its receiver off
the hook or there is an incoming call. There is voice message
in the corresponding SIP account.

SFP Green On The SFP port is connected to the ISP's ONT and the Zyxel
Device is receiving optical signals normally, or the SFP port’s

Ethernet WAN connection is up.

Off The connection to the ISP's ONT or the Ethernet WAN
connection is down.
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EX5600-T1 / EX5601-T0 / EX5601-T1
Figure 21 LED Indicators (EX5600-T1)
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Figure 22 LED Indicators (EX5601-T0)
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Note: The SFP LED is for the Zyxel Device with an SFP port only; see Section 1.1 on page 20 for
more information.

The following are the LED descriptions for your Zyxel Device.

Table 18 LED Descriptions (EX5600-T1 / EX5601-T0 / EX5601-T1)

LED COLOR | STATUS DESCRIPTION
POWER Green Oon The Zyxel Device is receiving power and ready for use.
d) Blinking The Zyxel Device is booting up.
Red On The Zyxel Device detects an error while self-testing, or there is a device
malfunction.
Blinking The Zyxel Device is upgrading firmware.
Off The Zyxel Device is not receiving power.
2.5G WAN Green On The Zyxel Device has a successful Ethernet connection on the 2.5G WAN
. port.
@-’ Off The Zyxel Device does not have an Ethernet connection on the 2.5G
WAN port.
INTERNET Green On The Zyxel Device has a WAN IP address (either static or assigned by a
DHCEP server) and the Internet connection is up.
@ Blinking The Zyxel Device is sending or receiving traffic.
Off There is no Internet connection or the gateway is in bridged mode.
Red Oon The Zyxel Device attempted to obtain an WAN IP but failed. Possible

causes are no response from a DHCP server, no PPPoE response, PPPoE
authentication failed.

LAN Green On The Zyxel Device has a successful Ethernet connection with a device on
the Local Area Network (LAN).

Blinking The Zyxel Device is sending or receiving data to/from the LAN.
Off The Zyxel Device does not have an Ethernet connection on the LAN.

2.4G Green On The 2.4 GHz WiFi is activated.

= Blinking The Zyxel Device is communicating with 2.4 GHz WiFi clients.

e Amber Blinking The Zyxel Device is setting up a WPS connection with a 2.4 GHz WiFi client.
Off The 2.4 GHz WiFi network is not activated.

5G Green On The 5 GHz WiFi network is activated.

— Blinking The Zyxel Device is communicating with 5 GHz WiFi clients.

% Amber Blinking The Zyxel Device is connecting to 5 GHz WiFi clients through WPS.

Off The 5 GHz WiFi network is not activated.

Phone Green Oon All phone ports are on-hook. An SIP account is registered for at least one

phone port, and there is no voice message in the corresponding SIP

&) account.

Blinking A telephone connected fo one of the phone port has its receiver off the
hook or there is an incoming call. There is no voice message in the
corresponding SIP account.

Amber On A SIP account is registered for the phone port and there is a voice
message in the corresponding SIP account.

Blinking A telephone connected to the phone port has its receiver off the hook or
there is an incoming call. There is voice message in the corresponding SIP
account.

Off All phone ports are on-hook. The VolP function is disabled, or there is no

registered SIP account defined for any of the phone ports.
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Table 18 LED Descriptions (EX5600-T1 / EX5601-T0 / EX5601-T1) (continued)

LED COLOR | STATUS DESCRIPTION

SFP Green Oon The SFP port is connected to the ISP's ONT and the Zyxel Device is
receiving optical signals normally, or the SFP port’s Ethernet WAN

connection is up.

Off The connection to the ISP's ONT or the Ethernet WAN connection is
down.

EX7501-B0O
Figure 24 LED Indicators (EX7501-BO)
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The following are the LED descriptions for your Zyxel Device.

Table 19 LED Descriptions (EX7501-B0)

LED COLOR | STATUS DESCRIPTION
POWER Green On The Zyxel Device is receiving power and ready for use.
O Blinking The Zyxel Device is booting up.
Red On The Zyxel Device detects an error while self-testing, or there is a
device malfunction.
Blinking The Zyxel Device is upgrading firmware.
Off The Zyxel Device is not receiving power.
10G WAN Green On The Zyxel Device has a successful Ethernet connection on the 10G
. WAN port.
Q_OJ Off The Zyxel Device does not have an Ethernet connection on the 10G
WAN port.
INTERNET Green On The Zyxel Device has a WAN IP address (either static or assigned by a
DHCP server) and the Internet connection is up.
@ Blinking The Zyxel Device is sending or receiving traffic.
Off There is no Internet connection or the gateway is in bridged mode.
Red On The Zyxel Device attempted to obtain an WAN IP but failed. Possible

causes are no response from a DHCP server, no PPPOE response,
PPPoE authentication failed.

10G LAN Green On The Zyxel Device has a successful Ethernet connection with a device
on the 10G LAN (Local Area Network) port.

10
Blinking The Zyxel Device is sending or receiving data to/from the 10G LAN
port.
Off The Zyxel Device does not have an Ethernet connection on the 10G
LAN port.
LANT-4 Green On The Zyxel Device has a successful Ethernet connection with a device
) on the LAN (Local Area Network) port.
1 3 /a
C/ C/ C/ C/ Blinking The Zyxel Device is sending or receiving data to/from the LAN port.
Off The Zyxel Device does not have an Ethernet connection on the LAN
port.
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Table 19 LED Descriptions (EX7501-B0) (continued)

LED COLOR | STATUS DESCRIPTION

2.4G Green On The 2.4 GHz WiFi is activated.

—_— Blinking The Zyxel Device is communicating with 2.4 GHz WiFi clients.

246 Amber Blinking The Zyxel Device is setting up a WPS connection with a 2.4 GHz WiFi
client.

Off The 2.4 GHz WiFi network is not activated.

5G Green On The 5 GHz WiFi network is activated.
— Blinking The Zyxel Device is communicating with 5 GHz WiFi clients.
5G

Amber Blinking The Zyxel Device is connecting to 5 GHz WiFi clients through WPS.

Off The 5 GHz WiFi network is not activated.

Phone Green On All phone ports are on-hook. An SIP account is registered for af least
one phone port, and there is no voice message in the
&3 corresponding SIP account.

Blinking At least one telephone connected to one of the phone ports has ifs
receiver off the hook or there is an incoming call. There is no voice
message in the corresponding SIP account.

Amber On All phone ports are on-hook. A SIP account is registered for the
phone port and there is a voice message in the corresponding SIP
account.

Blinking At least one telephone connected to the phone port has its receiver
off the hook or there is an incoming call. There is voice message in
the corresponding SIP account.

Off All phone ports are on-hook. The VolP function is disabled, or there is
no registered SIP account defined for any of the phone ports.

usB Green On A device is connected to the USB port.
ere is currently no device connected to the port.
< Off Th i fl devi ted to the USB t
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EX7710-B0O

Figure 25 LED Indicators (EX7710-BO)
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The following are the LED descriptions for your Zyxel Device.

Table 20 LED Descriptions (EX7710-B0)

LED COLOR | STATUS DESCRIPTION
POWER Blue On The Zyxel Device is receiving power and ready for use.
O Blinking The Zyxel Device is booting up.
Red On The Zyxel Device detects an error while self-testing, or there is a device
malfunction.
Blinking The Zyxel Device is upgrading firmware.
Off The Zyxel Device is not receiving power.
INTERNET Blue On The Zyxel Device has a WAN IP address (either static or assigned by a
DHCEP server) and the Internet connection is up.
@ Blinking The Zyxel Device is sending or receiving Internet data.
Red On The Zyxel Device attempted to obtain an WAN IP address but failed.
Possible causes are no response from a DHCP server, no PPPOE response,
PPPoE authentication failed.
Wi-Fi Blue On The 2.4G, 5G or 6G Wi-Fi connection is activated.
~— Blinking The Zyxel Device is sending or receiving data.
’ Off The 2.4G, 5G or 6G Wi-Fi network is not ready or failed.

AX/DX/EX/PX Series User's Guide

56




Chapter 2 Hardware

Table 20 LED Descriptions (EX7710-B0) (continued)

LED COLOR | STATUS DESCRIPTION
WPS Green Blinking The WPS process is in progress.
@ Off The WPS is not activated.
Amber Blinking The IPTV Wi-Fi network WPS is in progress. See Section 2.3.2 on page 92 for
more information about the IPTV Wi-Fi network.

PX3321-T1
Figure 26 LED Indicators (PX3321-T1)
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The following are the LED descriptions for your Zyxel Device.

Table 21 LED Descriptions (PX3321-T1)
LED COLOR | STATUS DESCRIPTION
POWER Green On The Zyxel Device is receiving power and ready for use.
o Blinking The Zyxel Device is booting up or upgrading firmware.
Off The Zyxel Device is not receiving power.
PON Green On The Zyxel Device is ready for PON connection.
(O) Blinking The Zyxel Device is setting up a PON connection.
Off The Zyxel Device is not receiving an optical signal.
LOS Red On The PON fransceiver is notf receiving an opfical signal.
] Blinking The optical signal the PON transceiver receiving is too weak or
foo sfrong.
Off The PON connection is ready.
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Table 21 LED Descriptions (PX3321-T1) (continued)

LED COLOR | STATUS DESCRIPTION
INTERNET Green On The Zyxel Device has a WAN IP address (either static or assigned
by a DHCP server) and the Internet connection is up.
@ Blinking The Zyxel Device is trying to build an Internet connection.
Off The Zyxel Device's WAN connection is down or in Bridge mode.

You can select modes on the Network Setting > Broadband >
Modify screen.

LAN 1-4 Green On The Zyxel Device has a successful Ethernet connection with a
device on the LAN (Local Area Network) port.
CCCoCC
Blinking The Zyxel Device is sending or receiving data fo/from the LAN
port.
Off The Zyxel Device does not have an Ethernet connection on the
LAN port.
2.4G Green On The 2.4 GHz WiFi is activated.
—_— Blinking The Zyxel Device is communicating with 2.4 GHz WiFi clients.
246 Off The 2.4 GHz WiFi network is not activated.
Amber Blinking The Zyxel Device is setting up a WPS connection with a 2.4 GHz
WiFi client.
5G Green On The 5 GHz WiFi network is activated.
— Blinking The Zyxel Device is communicating with 5 GHz WiFi clients.
5G
Off The 5 GHz WiFi network is not activated.
Amber Blinking The Zyxel Device is connecting to 5 GHz WiFi clients through WPS.
Phone Green On The phone port has a telephone connection, but it is not in use. A
SIP account is registered for the phone port.
&3 Blinking The phone port has a telephone connection, and it is in use.
Off The phone port has a telephone connection, but it is not in use.

VolP is disabled, or there is no registered SIP account defined for
the phone port.
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PX5301-TO

Figure 27 LED Indicators (PX5301-T0)
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The following are the LED descriptions for your Zyxel Device.

Table 22 LED Descriptions (PX5301-T0)

LED COLOR | STATUS DESCRIPTION
POWER Green On The Zyxel Device is receiving power and ready for use.
Q) Blinking The Zyxel Device is booting up or upgrading firmware.
Off The Zyxel Device is not receiving power.
GPON WAN Green On The Zyxel Device is ready for GPON connection.
@ Blinking The Zyxel Device is setting up a GPON connection.
Off The Zyxel Device is not receiving an optical signal.
LOS Red Oon The GPON transceiver is not receiving an optical signal.
D Blinking The optical signal the GPON transceiver receiving is too weak.
Off The Zyxel Device is receiving stable optical power.
INTERNET Green On The Zyxel Device has a WAN IP address (either stafic or assigned
by a DHCP server) and the Internet connection is up.
@ Blinking The Zyxel Device is sending or receiving Infernet data.
Off There is no Internet connection or the Zyxel Device is in Bridge
mode.
LAN 1-4 Green On The Zyxel Device has a successful Ethernet connection with a
device on the LAN (Local Area Network) port.
O G @ O Blinking The Zyxel Device is sending or receiving data to/from the LAN port.
Off The Zyxel Device does not have an Ethernet connection on the
LAN port.
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Table 22 LED Descriptions (PX5301-T0) (continued)

LED COLOR | STATUS DESCRIPTION
2.4G/WPS Green Oon The 2.4 GHz WiFi network is activated.
@ Blinking The Zyxel Device is communicating with 2.4 GHz WiFi clients.
Off The 2.4 GHz WiFi network is not activated.
Amber Blinking The Zyxel Device is sefting up a WPS connection with a 2.4 GHz
WiFi client.
5G/WPS Green On The 5 GHz WiFi network is activated.
~ Blinking The Zyxel Device is communicating with 5 GHz WiFi clients.
B
4 Off The 5 GHz WiFi network is not activated.
Amber Blinking The Zyxel Device is setting up a WPS connection with a 5 GHz WiFi
client.
Phone Green On The phone port has a telephone connection, but it is notf in use. A
SIP account is registered for the phone port.
% Blinking The phone port has a telephone connection, and it is in use.
Off The phone port has a telephone connection, but it is not in use.
VolP is disabled, or there is no registered SIP account defined for
the phone port.

PX5311-T0

Figure 28 LED Indicators (PX5311-T0)
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The following are the LED descriptions for your Zyxel Device.

Table 23 LED Descriptions (PX5311-T0)

LED COLOR | STATUS DESCRIPTION

POWER Green On The Zyxel Device is receiving power and ready for use.

O Blinking The Zyxel Device is booting up or upgrading firmware.
Off The Zyxel Device is not receiving power.
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Table 23 LED Descriptions (PX5311-T0) (continued)

LED COLOR | STATUS DESCRIPTION
PON Green On The Zyxel Device is ready for PON connection.
O Blinking The Zyxel Device is setting up a PON connection.
Off The Zyxel Device is not receiving an optical signal.
LOS Red On The PON transceiver is not receiving an optical signal.
3 Blinking The optical signal the PON fransceiver receiving is too weak or too
Q strong.
Off The PON connection is ready.
INTERNET Green On The Zyxel Device has a WAN IP address (either static or assigned
by a DHCP server) and the Internet connection is up.
@ Blinking The Zyxel Device is sending or receiving Internet data.
Off There is no Internet connection or the Zyxel Device is in Bridge
mode.
LAN 1-4 Green On The Zyxel Device has a successful Ethernet connection with a
, device on the LAN (Local Area Network) port.
1 3 /a
C/ C/ C/ C/ Blinking The Zyxel Device is sending or receiving data to/from the LAN port.
Off The Zyxel Device does not have an Ethernet connection on the
LAN port.
2.4G/WPS Green On The 2.4 GHz WiFi network is activated.
—_— Blinking The Zyxel Device is communicating with 2.4 GHz WiFi clients.
246 off The 2.4 GHz WiFi nefwork is not activated.
Amber Blinking The Zyxel Device is setting up a WPS connection with a 2.4 GHz
WiFi client.
5G/WPS Green On The 5 GHz WiFi network is activated.
—_— Blinking The Zyxel Device is communicating with 5 GHz WiFi clients.
5G
Off The 5 GHz WiFi network is not activated.
Amber Blinking The Zyxel Device is setting up a WPS connection with a 5 GHz WiFi
client.
Phone Green On The phone port has a telephone connection, but it is not in use. A
SIP account is registered for the phone port.
&’ Blinking The phone port has a telephone connection, and it is in use.
Off The phone port has a telephone connection, but it is not in use.

VolP is disabled, or there is no registered SIP account defined for
the phone port.

2.3 Ports Panel

The following shows the Zyxel Device ports panel and connection ports.

AON (Active Optical Network) Routers

* AX7501-BO / AX7501-B1

DSL (Digital Subscriber Line) Routers

» DX3300-T0 / DX3301-T0
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» DX3300-T1
* DX5401-BO / DX5401-B1

Ethernet Gateways and Routers

» EX3300-T0 / EX3301-T0

» EX3300-T1

» EX3500-T0 / EX3501-T0

» EX3600-T0

» EX5401-BO / EX5401-B1

» EX5600-T1 / EX5601-T0 / EX5601-T1
» EX7501-BO

» EX7710-BO

PON (Passive Optical Network) Routers

* PX3321-T1
* PX5301-T0
» PX5311-T0

AX7501-B0 / AX7501-B1

Place the Zyxel Device with the ports and buttons facing you and the two wall-mounting holes at the
bottom.

Figure 29 Bottom Panel (AX7501-B0)

The WLAN and WPS button are on the right-hand side of the Zyxel Device. The WLAN button is closer to
you, and the WPS button is farther from you.

Figure 31 WLAN / WPS Buttons on the Right-Hand Side (AX7501-B0 / AX7501-B1)
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The following table describes the items on the ports panels of your Zyxel Device.

Table 24 Panel Ports and Buttons (AX7501-B0 / AX7501-B1)

LABEL DESCRIPTION

FIBER Insert a compatible SFP+ transceiver to the FIBER port and connect the fiber cable for Internet
access.

UsB The USB port is used for cellular WAN backup, file-sharing, and media server.

10G LAN The 10G LAN port supports speeds of 100/1000/10000 Mbps. Connect computers or other Ethernet

devices to the 10G LAN port for Internet access with speed up to 10 Gbps.

LANT — LAN4 | LAN1 - LAN4 are 1G ports supporting speeds of 100/1000 Mbps. Connect computers or other
Ethernet devices to Ethernet ports for Internet access.

PHONE1/2 Connect analog phones to the PHONE ports fo make phone calls.

RESET Press the button to return the Zyxel Device to the factory defaults.

POWER Connect the power adapter and press the ON/OFF button to start the device.

WLAN Press the WLAN button for more than 2 seconds to enable the WiFi function.

WPS Press the WPS button for more than 5 seconds to quickly set up a secure WiFi connection between

the device and a WPS-compatible client.

DX3300-T0 / DX3301-TO

Place the Zyxel Device with the ports and buttons facing you and the two wall-mounting holes closer to
the top.

Figure 32 Rear Panel (DX3300-T0)
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Figure 33 Rear Panel (DX3301-T0)
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The WPS and WiFi ON/OFF buttons are on the right side of the rear panel of the Zyxel Device. The WPS
button is the upper one, and the WiFi ON/OFF button is the lower one.

Figure 34 WPS and WiFi ON/OFF Buttons on the real panel (DX3300-T0 / DX3301-T0)
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The following table describes the items on the ports panels of your Zyxel Device.

Table 25 Panel Ports and Buttons (DX3300-T0 / DX3301-T0)

LABEL DESCRIPTION

POWER Connect the power adapter and press the ON/OFF button to start the device.

RESET Press the button to return the Zyxel Device to the factory defaults.

PHONE1/2 For DX3301-T0, connect analog phones to the PHONE ports to make phone callls.

USB The USB port is used for cellular WAN backup, file-sharing, and media server.

LAN4 - LAN1 | LAN4 - LAN1 are 1G ports supporting speeds of 100/1000 Mbps. Connect computers or other
Ethernet devices to Ethernet ports for Internet access.

WAN The 1G WAN port supports speeds of 100/1000 Mbps. For EX3300-T0, EX2210-T0, EX3301-T0 and
EX5401-B0/B1, use an Ethernet cable to connect the WAN port to a gateway/modem for Internet
connection.

DSL For DX3300-T0, DX3301-T0 and DX5401-B0O/B1, connect a DSL cable to the DSL port for Internet
connection.

WPS Press the WPS button once within 3 seconds to quickly setup a secure WiFi connection between the
device and a WPS-compatible client.

WiFi ON/OFF | Press the WiFi ON/OFF button for more than 2 seconds to enable the WiFi function.

DX3300-T1

Place the Zyxel Device with the ports and buftons facing you and the feet at the bottom.

Figure 35 Rear Panel (DX3300-T1)
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The WLAN and WPS button are on the right-hand side of the Zyxel Device. The WLAN button is the upper
one, and the WPS button is the lower one.
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Figure 36  WLAN and WPS Buttons on the Right-Hand Side (DX3300-T1)

The USB port is on the left-hand side of the Zyxel Device.
Figure 37 USB Port on the Left-Hand Side (DX3300-T1)
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The following table describes the items on the ports panels of your Zyxel Device.

Table 26 Panel Ports and Buttons (DX3300-T1)

LABEL DESCRIPTION

POWER Connect the power adapter and press the ON/OFF button to start the device.

LANT = LAN3 | LANT - LAN3 are 1G ports supporting speeds of 100/1000 Mbps. Connect computers or other
Ethernet devices to Ethernet ports for Infernet access.

LAN4/WAN The 1G LAN/WAN port supports speeds of 100/1000 Mbps.

LAN mode: Connect computers or other Ethernet devices to the LAN4/WAN port for Internet
access.

WAN mode: Connect the LAN4/WAN port to a gateway/modem with an Ethernet cable for Internet
connection.
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Table 26 Panel Ports and Buttons (DX3300-T1) (continued)

LABEL DESCRIPTION

RESET Press the button to return the Zyxel Device to the factory defaults.

DSL For DX3300-T1, connect a DSL cable to the DSL port for Infernet connection.

WLAN Press the WLAN button for more than 1 second to enable the WiFi function.

WPS Press the WPS button once within 3 seconds to quickly setup a secure WiFi connection between the
device and a WPS-compatible client.

usB The USB port is used for cellular WAN backup, file-sharing, and media server.

DX5401-B0 / DX5401-B1

Place the Zyxel Device with the ports and buttons facing you and the two wall-mounting holes closer to

the top.

Figure 38 Rear Panel (DX5401-BO / DX5401-B1)
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The Wi-Fi and WPS button are on the right-hand side of the Zyxel Device. The Wi-Fi button is the upper
one, and the WPS button is the lower one.
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Figure 39 Wi-Fi and WPS Buttons on the Right-Hand Side (DX5401-B0 / DX5401-B1)
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The USB port is on the left-hand side of the Zyxel Device.
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Figure 40 USB Port on the Left-Hand Side (DX5401-B0 / DX5401-B1)
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The following table describes the items on the ports panels of your Zyxel Device.

Table 27 Panel Ports and Buttons (DX5401-BO / DX5401-B1)

LABEL DESCRIPTION

FIBER For DX5401-B0, Insert a compatible SFP transceiver to the FIBER port and connect the fiber cable for
Internet access.

DSL Connect a DSL cable to the DSL port for Infernet connection.

PHONE1/2 Connect analog phones to the PHONE ports to make phone calls.

LANT — LAN4 | LAN1 - LAN4 are 1G ports supporting speeds of 100/1000 Mbps. Connect computers or other
Ethernet devices to Ethernet ports for Internet access.

WAN The 1G WAN port supports speeds of 100/1000 Mbps.

RESET Press the button to return the Zyxel Device to the factory defaults.

POWER Connect the power adapter and press the ON/OFF button to start the device.

Wi-Fi Press the Wi-Fi button for more than 2 seconds to enable the WiFi function. T

WPS Press the WPS button once within 3 seconds to quickly setup a secure WiFi connection between the
device and a WPS-compatible client.

usB The USB port is used for cellular WAN backup, file-sharing, and media server.

EX3300-T0 / EX3301-T0

Place the Zyxel Device with the ports and buttons facing you and the two wall-mounting holes closer to

the top.
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Figure 41 EX3300-T0)
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Figure 42 Rear Panel (EX3301-T0)
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3 WPS and WiFi ON/OFF Buttons (EX3300-T0)

Figure 4
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WPS and WiFi ON/OFF Buttons (EX3301-T0)

Figure 44

* N

W/

. //7

%/

aae
W
R

////////

////////
////

AN LANZ
" e "-n "

(f -

/0.

N\

AX/DX/EX/PX Series User's Guide

4l



Chapter 2 Hardware

The following table describes the items on the ports panels of your Zyxel Device

Table 28 Panel Ports and Buttons (EX3300-TO / EX3301-T0)

LABEL DESCRIPTION
POWER Connect the power adapter and press the ON/OFF button to start the device.
RESET Press the button to return the Zyxel Device to the factory defaults.

PHONE1/2 For EX3301-T0, connect analog phones to the PHONE ports to make phone calls.

USB The USB port is used for cellular WAN backup, file-sharing, and media server.

LAN4 - LAN1 | LAN4 - LAN1 are 1G ports supportfing speeds of 100/1000 Mbps. Connect computers or other
Ethernet devices to Ethernet ports for Internet access.

WAN The 1G WAN port supports speeds of 100/1000 Mbps. For EX3300-T0, EX2210-T0, EX3301-T0 and
EX5401-B0/B1, use an Ethernet cable to connect the WAN port to a gateway/modem for Internet
connection.

WPS Press the WPS button once within 3 seconds to quickly setup a secure WiFi connection between the

device and a WPS-compatible client.

WiFi ON/OFF | Press the WiFi ON/OFF button for more than 2 seconds to enable the WiFi function.

EX3300-T1
Place the Zyxel Device with the ports and buttons facing you and the feet at the bottom.

Figure 45 Rear Panel (EX3300-T1)

)

©\_/

ANNNNNNNNSS
A

bl
|
7

) |

]

The WLAN and WPS button are on the right-hand side of the Zyxel Device. The WLAN button is the upper
one, and the WPS button is the lower one.
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Figure 46 WLAN and WPS Buttons on the Right-Hand Side (EX3300-T1)

The USB port is on the left-hand side of the Zyxel Device.
Figure 47 USB Port on the Left-Hand Side (EX3300-T1)
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The following table describes the items on the ports panels of your Zyxel Device.

Table 29 Panel Ports and Buttons (EX3300-T1)

LABEL DESCRIPTION

POWER Connect the power adapter and press the ON/OFF button to start the device.

LANT = LAN3 | LANT - LAN3 are 1G ports supporting speeds of 100/1000 Mbps. Connect computers or other
Ethernet devices to Ethernet ports for Infernet access.

LAN4/WAN The 1G LAN/WAN port supports speeds of 100/1000 Mbps.

LAN mode: Connect computers or other Ethernet devices to the LAN4/WAN port for Internet
access.

WAN mode: Connect the LAN4/WAN port to a gateway/modem with an Ethernet cable for Internet
connection.
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Table 29 Panel Ports and Buttons (EX3300-T1) (continued)

LABEL DESCRIPTION

RESET Press the button to return the Zyxel Device to the factory defaults.

WLAN Press the WLAN button for more than 1 second to enable the WiFi function.

WPS Press the WPS button once within 3 seconds to quickly setup a secure WiFi connection between the
device and a WPS-compatible client.

USB The USB port is used for cellular WAN backup, file-sharing, and media server.

EX3500-T0 / EX3501-T0

Place the Zyxel Device with the ports and buftons facing you and the feet at the bottom.

Figure 48 Rear Panel (EX3500-T0)
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Figure 49 Rear Panel (EX3501-T0)
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The WLAN and WPS button are on the right-hand side of the Zyxel Device. The WLAN button is the upper
one, and the WPS button is the lower one.

Figure 50 WLAN and WPS Buttons on the Right-Hand Side (EX3500-T0 / EX3501-T0)
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The USB port is on the left-hand side of the Zyxel Device.
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Figure 51 USB Port on the Left-Hand Side (EX3500-T0 / EX3501-T0)
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The following table describes the items on the ports panels of your Zyxel Device.

Table 30 Panel Ports and Buttons (EX3500-T0 / EX3501-T0)

LABEL DESCRIPTION
POWER Connect the power adapter and press the ON/OFF button to start the device.
WAN The 1G WAN port supports speeds of 100/1000 Mbps. Use an Ethernet cable to connect the WAN

port to a gateway/modem for Internet connection.

LANT —= LAN3 | LANT - LAN3 are 1G LAN ports that support speeds of 100/1000 Mbps. Connect computers or other
Ethernet devices to Ethernet ports for Infernet access.

Phonel/2 Connect analog phones to the PHONE ports to make phone calls.
RESET Press the button to return the Zyxel Device to the factory defaults.
WLAN Press the WLAN button for more than 1 second to enable the WiFi function.
WPS Press the WPS button once within 3 seconds to quickly setup a secure WiFi connection between the
device and a WPS-compatible client.
usB The USB port is used for cellular WAN backup, file-sharing, and media server.
EX3600-TO

Place the Zyxel Device with the ports and buttons facing you and the two wall-mounting holes closer to
the top.
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button is the upper one, and the WiFi
Figure 53 WPS and WiFi ON/OFF Buttons
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Chapter 2 Hardware

The following table describes the items on the ports panels of your Zyxel Device.

Table 31 Panel Ports and Buttons (EX3600-T0)

LABEL DESCRIPTION

POWER Connect the power adapter and press the ON/OFF button to start the device.

RESET Press the button for more than 5 seconds to return the Zyxel Device to the factory defaults.

usB The USB port is used for cellular WAN backup, file-sharing, and media server.

LAN4 - LAN1 | LAN4 - LAN1 are 1G ports supporting speeds of 100/1000 Mbps. Connect computers or other
Ethernet devices to Ethernet ports for Internet access.

WAN The 1G WAN port supports speeds of 100/1000 Mbps. Use an Ethernet cable to connect the WAN
port to a gateway/modem for Internet connection.

WPS Press the WPS button once within 3 seconds to quickly setup a secure WiFi connection between the
device and a WPS-compatible client.

WiFi ON/OFF | Press the WiFi ON/OFF button for more than 2 seconds to enable the WiFi function.

EX5401-B0 / EX5401-B1

Place the Zyxel Device with the ports and buttons facing you and the two wall-mounting holes closer to

the top.

Figure 54 Rear Panel (EX5401-B0 / EX5401-B1)
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The Wi-Fi and WPS button are on the right-hand side of the Zyxel Device. The Wi-Fi button is the upper
one, and the WPS button is the lower one.
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Figure 55 Wi-Fi and WPS Buttons on the Right-Hand Side (EX5401-B0O / EX5401-B1)
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The USB port is on the left-hand side of the Zyxel Device.
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Figure 56 USB Port on the Left-Hand Side (EX5401-B0O / EX5401-B1)

The following table describes the items on the ports panels of your Zyxel Device.

Table 32 Panel Ports and Buttons (EX5401-BO / EX5401-B1)

LABEL DESCRIPTION

FIBER Insert a compatible SFP transceiver to the FIBER port and connect the fiber cable for Internet
access.

PHONE1/2 Connect analog phones to the PHONE ports to make phone calls.

LANT —LAN4 | LANT - LAN4 are 1G ports supporting speeds of 100/1000 Mbps. Connect computers or other
Ethernet devices to Ethernet ports for Internet access.

WAN The 1G WAN port supports speeds of 100/1000 Mbps. For EX3300-T0, EX2210-T0, EX3301-TO and
EX5401-B0/B1, use an Ethernet cable to connect the WAN port to a gateway/modem for Internet
connection.

RESET Press the button to return the Zyxel Device to the factory defaults.

POWER Connect the power adapter and press the ON/OFF button to start the device.

Wi-Fi Press the Wi-Fi button for more than 2 seconds to enable the WiFi function.

WPS Press the WPS button once within 3 seconds to quickly setup a secure WiFi connection between the
device and a WPS-compatible client.

UsB The USB port is used for cellular WAN backup, file-sharing, and media server.

EX5600-T1 / EX5601-T0 / EX5601-T1

Place the Zyxel Device with the ports and buttons facing you and the two wall-mounting holes closer to

the top.
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Figure 57 Rear Panel (EX5600-T1)
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The Wi-Fi and WPS button are on the right-hand side of the Zyxel Device. The Wi-Fi button is the upper
one, and the WPS button is the lower one.
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Figure 59 Wi-Fi and WPS Buttons on the Right-Hand side (EX5600-T1 / EX5601-T0 / EX5601-T1)
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The USB port is on the left-hand side of the Zyxel Device.
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Figure 60 USB port on the Left-Hand Side (EX5600-T1 / EX5601-T0 / EX5601-T1)

The following table describes the items on the ports panels of your Zyxel Device..

Table 33 Panel Ports and Buttons (EX5600-T1 / EX5601-TO / EX5601-T1)

LABEL DESCRIPTION

SFP For EX5601-T0, insert a compatible SFP transceiver to the SFP port and connect a fiber optic or
Ethernet cable for an (up to) 2.5 Gbps Internet connection.

PHONE1/2 For EX5601-T0,and EX5601-T1, connect analog phones to the PHONE ports with RJ 11 cables for VolP
services.

2.5G WAN The 2.5G WAN port is a multi-gigabit Ethernet port that supports connection speeds of 1 Gbps and
2.5 Gbps.
For EX5600-T1 and EX5601-T1, use an Ethernet cable to connect the 2.5G WAN port to a gateway/
modem for an (up to) 2.5 Gbps Internet connection.
For EX5601-T0, use an Ethernet cable to connect the 2.5G WAN port fo a gateway/modem, or
connect a fiber optic/Ethernet cable to the SFP port through an SFP transceiver for an (up to) 2.5
Gbps Ethernet connection.

2.5G LANI1 The 2.5G LAN port is a multi-gigabit Ethernet port that supports connection speeds of 1 Gbps and
2.5 Gbps. Connect computers or other Ethernet devices to the 2.5G LAN port for Infernet access
with speed up to 2.5 Gbps.

LAN2 - LAN4 | LAN2 - LAN4 are 1G ports supportfing speeds of 100/1000 Mbps. Connect computers or other
Ethernet devices to Ethernet ports for Internet access.

POWER Connect the power adapter and press the ON/OFF button to start the device.

RESET Press the button for more than 5 seconds to return the Zyxel Device to the factory defaults.

Wi-Fi Press the Wi-Fi button for more than 2 seconds to enable the WiFi function.
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Table 33 Panel Ports and Buttons (EX5600-T1 / EX5601-T0O / EX5601-T1) (continued)

LABEL DESCRIPTION

WPS Press the WPS button once within 3 seconds to quickly setup a secure WiFi connection between the
device and a WPS-compatible client.

usB The USB port is used for cellular WAN backup, file-sharing, and media server.

EX7501-B0O

Place the Zyxel Device with the ports and buttons facing you and the two wall-mounting holes at the
bottom.

Figure 61 Boftom Panel (EX7501-B0)
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The WLAN and WPS butfton are on the right-hand side of the Zyxel Device. The WLAN button is closer to
you, and the WPS button is farther from you.

Figure 62 WLAN/WPS Buttons on the Right-Hand Side of the Zyxel Device
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The following table describes the items on the ports panels of EX7501-B0.

Table 34 Panel Ports and Buttons (EX7501-B0)

LABEL DESCRIPTION

10G WAN The 10G WAN port is a multi-gigabit Ethernet port that supports connection speeds of 1 Gbps, 2.5
Gbps, 5 Gbps, and 10 Gbps. Connect an Ethernet cable to the 10G WAN port for an (up fo) 10
Gbps Ethernet connection.

UsB The USB port is used for cellular WAN backup, file-sharing, and media server.

10G LAN The 10G LAN port is a multi-gigabit Ethernet port that supports connection speeds of 1 Gbps, 2.5
Gbps, 5 Gbps, and 10 Gbps. Connect computers or other Ethernet devices to the 10G LAN port for
Internet access with speed up to 10 Gbps.

LAN1-4 LANT-LAN4 are 1G ports supporting speeds of 100/1000 Mbps. Connect computers or other
Ethernet devices to Ethernet ports for Internet access.

PHONE1/2 Connect analog phones to the PHONE ports with RJ-11 cables for VolIP services.

RESET Press the button for more than 5 seconds to return the Zyxel Device to the factory defaults.

POWER Connect the power adapter and press the ON/OFF button to start the device.

WLAN Press the WLAN button for more than 2 seconds to enable the WiFi function.

WPS Press the WPS button once within 3 seconds to quickly setup a secure WiFi connection between the

device and a WPS-compatible client.

EX7710-BO

Place the Zyxel Device with the ports and buttons facing you and the feet at the bottom.
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Figure 63 Rear Panel (EX7710-B0)
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Figure 64 Panel Ports (EX7710-B0)
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The following table describes the items on the ports panel of your Zyxel Device.

Table 35 Panel Ports and Buttons (EX7710-B0)

LABEL DESCRIPTION

WPS Press the WPS button for more than 1 second to quickly set up a secure Wi-Fi connection between
the Zyxel Device and a WPS-compatible client.

RESET Press the button for more than 5 seconds to return the Zyxel Device to the factory defaults.

ETHERNET 4-1 | ETHERNET 4 — ETHERNET 1 are 1G ports support speeds of 100/1000 Mbps. Connect computers or
other Ethernet devices to Ethernet ports for Internet access.

usB The USB port is used for cellular WAN backup, file-sharing, and media server.

10G LAN The 10G LAN port is a multi-gigabit Ethernet port that supports connection speeds of 1 Gbps, 2.5
Gbps, and 10 Gbps. Connect computers or other Ethernet devices to the 10G LAN port for Internet
access with speed up to 10Gbps.

10G WAN The 10G WAN port is a multi-gigabit Ethernet port that supports connection speeds of 1 Gbps, 2.5
Gbps, and 10 Gbps. Connect an Ethernet cable to the 10G WAN port for an (up to) 10Gbps
Ethernet connection.

POWER Connect the power adapter and press the ON/OFF button to start the device.
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PX3321-T1

Place the Zyxel Device with the ports and buttons facing you and the two wall-mounting holes at the
bottom.

Figure 65 Rear Panel (PX3321-T1)
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The PON port is at the bottom of the Zyxel Device.
Figure 66 PX3321-T1 Bottom Panel (PON Port)
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The following table describes the items on the ports panel of your Zyxel Device.

Table 36 Panel Ports and Buttons (PX3321-T1)

LABEL DESCRIPTION

POWER Connect the power adapter and press the ON/OFF button to start the device.

USB The USB port is used for cellular WAN backup, file-sharing, and media server.

LAN 4-1 LAN4 - LAN1 are 1G ports supporting speeds of 100/1000 Mbps. Connect computers or other
Ethernet devices to Ethernet ports for Internet access.

Phone Connect analog phone to the PHONE port with RJ11 cable for VolP services.

WPS Press the WPS button once within 3 seconds to quickly setup a secure WiFi connection between the
device and a WPS-compatible client.
Press the WPS button once more than 3 seconds to enable or disable the WiFi. The WiFiis enabled by
default.

RESET Press the button for more than 5 seconds to return the Zyxel Device to the factory defaults.

PON Connect the fiber optic cable to the PON (Passive Optical Network) port for Internet access.

PX5301-T0

Place the Zyxel Device with the ports and buttons facing you and the two wall-mounting holes at the

bottom.

Figure 67 Rear Panel (PX5301-T0)
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The PON port is at the bottom of the Zyxel Device.
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Figure 68 PX5301-T0 Bottom Panel (PON Port)
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The following table describes the items on the ports panel of your Zyxel Device.

Table 37 Panel Ports and Buttons (PX5301-T0)

LABEL DESCRIPTION

POWER Connect the power adapter and press the ON/OFF button to start the device.

RESET Press the button for more than 5 seconds to return the Zyxel Device to the factory defaults.

WPS/WiFi Press the WPS/WiFi On-Off button once within 3 seconds to quickly setup a secure WiFi connection

On-Off between the device and a WPS-compatible client.
Press the WPS/WiFi On-Off button once more than 3 seconds to enable or disable the WiFi. The WiFi
is enabled by default.

LAN 4 LAN 4 is a 2.5G multi-gigabit Ethernet port that supports connection speeds of 1 Gbps and 2.5 Gbps.

2.5G

LAN 3-1 LANT - LAN3 are 1G ports supporting speeds of 100/1000 Mbps. Connect computers or other
Ethernet devices to Ethernet ports for Internet access.

Phone Connect analog phone to the PHONE port with RJ11 cable for VolIP services.

usB The USB port is used for cellular WAN backup, file-sharing, and media server.

PON Connect the fiber optic cable to the PON (Passive Optical Network) port for Infernet access.

PX5311-T0

Place the Zyxel Device with the ports and buttons facing you and the two wall-mounting holes at the

bottom.

AX/DX/EX/PX Series User's Guide

89




Chapter 2 Hardware

Figure 69 Rear Panel (PX5311-T0)
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The PON port is at the bottom of the Zyxel Device.
Figure 70 PX5311-T0 Bottom Panel (PON Port)

The following table describes the items on the ports panel of your Zyxel Device.

Table 38 Panel Ports and Buttons (PX5311-T0)

LABEL DESCRIPTION

POWER Connect the power adapter and press the ON/OFF button to start the device.

usB The USB port is used for cellular WAN backup, file-sharing, and media server.

LAN 4-1 LAN4 - LAN1 are 1G ports supporting speeds of 100/1000 Mbps. Connect computers or other
Ethernet devices to Ethernet ports for Internet access.

Phone Connect analog phone to the PHONE port with RJ11 cable for VolIP services.

WPS/WiFi Press the WPS/WIiFi On-Off button once within 3 seconds to quickly setup a secure WiFi connection

On-Off between the device and a WPS-compatible client.
Press the WPS/WiFi On-Off button once more than 3 seconds to enable or disable the WiFi. The WiFi
is enabled by default.

RESET Press the button for more than 5 seconds to return the Zyxel Device to the factory defaults.

PON Connect the fiber optic cable to the PON (Passive Optical Network) port for Infernet access.
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2.3.1 Transceiver Installation/Removal

Transceiver Installation

Use the following steps to install an SFP transceiver.

1 Attach an ESD preventive wrist strap to your wrist and to a bare metal surface.
2 Align the transceiver in front of the slot opening.

3  Make sure the latch is in the lock position (latch styles vary), then insert the transceiver info the slof with
the exposed section of PCB board facing down.

4 Press the fransceiver firmly unfil it clicks into place.

5 The Zyxel Device automatically detects the installed fransceiver. Check the LEDs to verify that it is
functioning properly.

6 Remove the dust plugs from the transceiver and cables (dust plug styles vary).

7 |dentify the signal transmission direction of the fiber optic cables and the transceiver. Insert the fiber
optic cable into the fransceiver.

Figure 71 Latch in the Lock Position

Transceiver Removal

Use the following steps to remove an SFP fransceiver.

1 Aftach an ESD preventive wrist strap to your wrist and to a bare metal surface on the chassis.

2 Remove the fiber optic cables from the fransceiver.
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3 Pullout the latch and down to unlock the transceiver (latch styles vary).

Note: Make sure the transceiver's latch is pushed all the way down, so the transceiver can be
pulled out successfully.

4 Pullthe latch, or use your thumb and index finger to grasp the tabs on both sides of the fransceiver, and
carefully slide it out of the slot.

Note: Do NOT pull the tfransceiver out by force. You could damage it. If the transceiver will not
slide out, grasp the tabs on both sides of the transceiver with a slight up or down motion
and carefully slide it out of the slot. If unsuccessful, contact Zyxel Support to prevent
damage to your Zyxel Device and transceiver.

5 Insert the dust plug into the ports on the transceiver and the cables.

Figure 74 Removing the Fiber Opftic Cables

Figure 75 Opening the Transceiver’s Latch Example

Figure 76 Transceiver Removal Example
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2.3.2 WPS Button

You can use the WPS button to quickly set up a secure WiFi connection between the Zyxel Device and a
WPS-compatible client by adding one device at a time.

To Activate WPS

1 Make sure the POWER LED is on and not blinking.

2 Press the WPS button once within 3 seconds (see the ports panel table of each Zyxel Device model in
Section 2.3 on page 61 for more information) and release it.

3 Press the WPS button on another WPS-enabled device within range of the Zyxel Device (within 120
seconds). The WPS LED flashes green while the Zyxel Device sets up a WPS connection with the other
wireless device.
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4 Once the connection is successfully made, the WPS LED will light off.

2.3.3 RESET Button

If you forget your password or cannot access the Web Configurator, you will need to use the RESET
button to reload the factory-default configuration file. This means that you will lose all configurations
that you had previously. The password will be reset to the factory default (see the device label), and the
LAN IP address will be *192.168.1.1".

1  Make sure the POWER LED is on (not blinking).

2 Toset the device back to the factory default settings, press the RESET button for more than 5 seconds or
until the POWER LED begins to blink and then release it. When the POWER LED begins to blink, the defaults
have been restored and the device restarts.
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CHAPTER 3
Web Configurator

3.1 Overview

The Web Configurator is an HTML-based management interface that allows easy system setup and
management through Internet browser. Use a browser that supports HTML5, such as Microsoft Edge,
Morzilla Firefox, or Google Chrome. The recommended minimum screen resolution is 1024 by 768 pixels.
In order to use the Web Configurator you need to allow:

¢ Web browser pop-up windows from your computer.
» JavaScript (enabled by default).

¢ Java permissions (enabled by default).
3.1.1 Access the Web Configurator

1 Make sure your Zyxel Device hardware is properly connected (refer to the Quick Start Guide).
2 Make sure your computer has an IP address in the same subnet as the Zyxel Device.

3 Launch your web browser. Type http://192.168.1.1 in your browser address bar.

4 Alogin screen displays. Select the language you prefer (upper right).

ZYXEL —

Torkge
Portugués

taliano
Cedting

Login

5 To access the administrative Web Configurator and manage the Zyxel Device, enter the default user
name admin and the randomly assigned default password (see the Zyxel Device label) in the Login
screen and click Login. If you have changed the password, enter your password and click Login.
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Login

Note: The first time you enter the password, you will be asked to change it. The new password
must be at least 8 characters, must contain at least one uppercase letter, one
lowercase letter, one number, and one special character. For some models, the

password must contain at least one English character and one number. Please see the
password requirement displayed on the screen.

Password Reset

sescsssses @

sessccccns '®)

Change password

The Connection Status screen appears. Use this screen to configure basic Internet access and WiFi
settings.
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Connectivity System Info
Model Name EX5601-TO
@ o @ o] Fimuware Version  V6.70(ACDZ.4)b3
System Upfime 0 days 1 hours 1 minutes 40

seconds

LAN MAC Address rouw.A7.uve.cr.ru

> Ethermet WAN T000M/Full

WiFi Seftings

Guest WiFi Settings

)
)

2.4GHz WiFi Mame  WIiFi Password 2.4GHz WiFi Name  WiF Password

»
B
(o]

»

B

@

Iyxe|7247E ssssssssss @ Zyxe|724?Egu ssssssssss

estl

R NiF MiFT AN
5GHz Wik Name WiFi Password 5GHz WiFi Name W P emswiord

o @
#:) @

Tyxel_247E cesscccnns ®) | Tyxel HATE gu  sssemacse
> estl
LAN Parental Control
IP Address 1 L.£1.97. .42 ™
Vs N
Subnet Mask FREFEEFIERY) ."l 0 \._
P AQGESSRANGE  yaesicris  veme sosmamr pofie

\, scheduled /
DHCP @ S~

Lease Time 1 days 0 hours 0 minutes >
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3.2 Web Configurato

Figure 77 Screen Layout

r Layout

zY)(EL | EX5601-T0

Connectivity

System Info

Model Name EX54601-T0

A Firmware Version V5.70(ACDZ.4)b3
D)o - (ACDL4)

Systemn Uptime 0 days 1 hours 1 minutes 40
seconds

LAN MAC Address

[EVRVIVR WRVIE v

x ©

> Ethemet WAN T000M /Full
WiFi Seftings C Guest WiFi Settings
:’«f»"; 2.4GHz WiFi Name  WiFi Password ﬁs“: 2.4GHz WiFi Name  WiF Password
@ 1zyxel 247E © @ Iyxel 247E gu  sesessanas
estl
= 5GHz WiFi W
7o OGHzWifiName  WIifi Password 2 5CHzWiFiName  WiF Password
@) 1Iyxel 247E cesscasees @ @ Iyxel 247E QU  ceeeeeeees
> estl
LAN Parental Control
IF Address Veser.vr.ces
Subnet Mask PEREWEE W EERY 0
IP AddressRange 1, c.criwris  vrmemrivracus profile
scheduled
B DHCP - ]
El Lease Time 1 days 0 hours 0 minutes >

As illustrated above, the main screen is divided into these parts:

* A -Seftings Icon (Navigation Panel and Side Bar)

< B-LayoutIcon
¢ C - Main Window

3.2.1 Settings Icon

Click this icon (=) to see the side bar and navigation panel.
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3.2.1.1 Side Bar

The side bar provides some icons on the right hand side.

Figure 78 Side Bar

Restart

Language

The icons provide the following functions.

Table 39 Web Configurator Icons in the Title Bar

ICON

DESCRIPTION

LED

LED: Click this icon fo turn off/on the Zyxel Device's panel LEDs.

<

Wizard

Wizard: Click this icon to open screens where you can configure the Zyxel Device's time zone
and WiFi settings.

AX/DX/EX/PX Series User's Guide

98




Chapter 3 Web Configurator

Table 39 Web Configurator Icons in the Title Bar (continued)
ICON DESCRIPTION

Theme: Click this icon to select a color that you prefer and apply it to the Web Configurator.

X
Theme
Theme
Language: Select the language you prefer.
Q
Language
Help: Click this link to display web help pages. The help pages provide descriptions for all of the
3 configuration screens.
Help

Restart: Click this icon fo reboot the Zyxel Device without furning the power off.

Restart

Logout: Click this icon to log out of the Web Configurator.
=

Logout

3.2.1.2 Navigation Panel

Click the menu icon (=) to display the navigation panel that contains configuration menus and icons
(quick links). Click X to close the navigation panel.

Use the menu items on the navigation panel to open screens to configure Zyxel Device features. The
following tables describe each menu item.
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Figure 79 Navigation Panel

Security

VolP

System

SNMP

Time

Log Sefting

Reboot

Diagnostic

Maintenance

User Account

Connection Status

Network Setting

System Monitor

Remote Management

E-mail Noftification

Firmware Upgrade

Backup/Restore

Restart

©

Language

B

Help

&

Logout

Table 40 Navigation Panel Summary

LINK TAB FUNCTION
Connection Status Use this screen to configure basic Internet access, wireless settings, and
parental control settings. This screen also shows the network status of the
Zyxel Device and computers/devices connected to it.
Network Setting
Broadband Broadband Use this screen to view and configure ISP parameters, WAN IP address
assignment, and other advanced properties. You can also add new
WAN connections.
Cellular Backup Use this screen to configure a cellular WAN connection as a backup fo
keep you online if the primary WAN connection fails.
Wireless General Use this screen to configure the WiFi seftings and WiFi authentication or
security settings.
Guest/More AP Use this screen to configure multiple BSSs on the Zyxel Device.
WPS Use this screen to configure and view your WPS (WiFi Protected Setup)
settings.
Channel Status Use this screen to scan WiFi channel noises and view the results.
MESH Use this screen to enable or disable MPro Mesh.
Home LAN Setup Use this screen to configure LAN TCP/IP settings, and other advanced
Networking properties.
Static DHCP Use this screen to assign specific IP addresses to individual MAC

addresses.
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Table 40 Navigation Panel Summary (continued)

LINK TAB FUNCTION

UPnP Use this screen to turn UPnP and UPnP NAT-T on or off.

Additional Use this screen to configure IP alias and public static IP.

Subnet

STB Vendor ID Use this screen to configure the Vendor IDs of the connected Set Top Box
(STB) devices, which have the Zyxel Device automatically create static
DHCP entries for the STB devices when they request IP addresses.

Wake on LAN Use this screen to remotely turn on a device on the local network.

TFTP Server Name | Use DHCP option 66 to identify a TFTP server name.

Routing Static Route Use this screen to view and set up static routes on the Zyxel Device.

DNS Route Use this screen to forward DNS queries for certain domain names through
a specific WAN interface to its DNS servers.

Policy Route Use this screen to configure policy routing on the Zyxel Device.

RIP Use this screen to configure Routing Information Protocol to exchange
routing information with other routers.

QoS General Use this screen to enable QoS and traffic prioritizing. You can also
configure the QoS rules and actions.

Queue Setup Use this screen to configure QoS queues.

Classification Use this screen to define a classifier.

Setup

Shaper Setup Use this screen to limit outgoing fraffic rate on the selected interface.

Policer Setup Use this screen to configure QoS policers.

NAT Port Forwarding Use this screen to make your local servers visible to the outside world.

Port Triggering Use this screen to change your Zyxel Device's port triggering settings.

DMZ Use this screen to configure a default server which receives packets from
ports that are not specified in the Port Forwarding screen.

ALG Use this screen to enable the ALGs (Application Layer Gateways) in the
Zyxel Device fo allow applications to operate through NAT.

Address Mapping | Use this screen to change your Zyxel Device's IP address mapping
settings.

Sessions Use this screen to configure the maximum number of NAT sessions each
client host is allowed to have through the Zyxel Device.

PCP Use this screen to configure PCP (Port Control Protocol) to allow devices
such as web or file sharing servers behind the Zyxel Device o receive
incoming traffic.

DNS DNS Entry Use this screen to view and configure DNS routes.
Dynamic DNS Use this screen to allow a static hostname alias for a dynamic IP address.
IGMP/MLD IGMP/MLD Use this screen to configure multicast settings (IGMP for IPv4 and MLD for
IPvé multicast groups) on the WAN.
VLAN Group VLAN Group Use this screen to group and tag VLAN IDs fo outgoing traffic from the
specified interface.
Interface Interface Use this screen to map a port to create multiple networks on the Zyxel
Grouping Grouping Device.
USB Service File Sharing Use this screen to enable file sharing through the Zyxel Device.
Media Server Use this screen to use the Zyxel Device as a media server.
Security
Firewall General ‘ Use this screen to configure the security level of your firewall.
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Table 40 Navigation Panel Summary (continued)

LINK TAB FUNCTION
Protocol Use this screen to add Internet services and configure firewall rules.
Access Confrol Use this screen to enable specific fraffic directions for network services.
DoS Use this screen to activate protection against Denial of Service (DoS)
attacks.
MAC Filter MAC Filter Use this screen to block or allow traffic from devices of certain MAC
addresses to the Zyxel Device.
Home Security Connected Use this screen to set up a URL filter that blocks users on your network

Home Security

from accessing certain websites.

Parental
Control

Parental Control

Use this screen to define time periods and days during which the Zyxel
Device performs parental control and/or block web sites with the
specific URL.

Scheduler Rule

Scheduler Rule

Use this screen to configure the days and times when a configured
restriction (such as parental control) is enforced.

Certificates Local Certificates | Use this screen fo view a summary list of certificates and manage
certificates and certification requests.

Trusted CA Use this screen to view and manage the list of the frusted CAs.
VolP

SIP SIP Account Use this screen to set up information about your SIP account and
configure audio settings such as volume levels for the phones
connected to the Zyxel Device.

SIP Service Use this screen to configure the SIP server information, and other SIP

Provider seftings, such as QoS for VolIP calls, outbound proxy, DTMF mode and SIP
timers.

SIP TLS Common | Use this screen to change the default TLS local port if you need to, and
select a local certificate for the SIP server to verify the Zyxel Device.

Phone Phone Device Use this screen to control which SIP accounts each phone uses to handle
outgoing and incoming calls.

Region Use this screen to select your location and call service mode.

Call Rule Call Rule Use this screen to configure speed dial for SIP phone numbers that you
often call.

Call History Call History Use this screen to view detailed information for each outgoing call you
made or each incoming call from someone calling you. You can also
view a summary list of received, dialed and missed calls.

System Monitor
Log System Log Use this screen to view the status of events that occurred to the Zyxel

Device. You can export or email the logs.
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Table 40 Navigation Panel Summary (continued)

LINK

TAB

FUNCTION

Security Log

Use this screen to view all security related events. You can select the
level and category of the security events in their proper drop-down list
window.

Levels include:

* Emergency

o Alert

e Critical

e Error

¢ Warning

* Notice

¢ Informational
* Debugging

Categories include:

¢ Account
* Aftack
e Firewall
¢ MAC Filter
Traffic Status WAN Use this screen to view the status of all network traffic going through the
WAN port of the Zyxel Device.
LAN Use this screen to view the status of all network fraffic going through the
LAN ports of the Zyxel Device.
NAT Use this screen to view NAT statistics for connected hosts.
VolP Status VolP Status Use this screen to view VolP registration, current call status and phone
numbers for the phone ports.
ARP Table ARP Table Use this screen to view the ARP table. It displays the IP and MAC address
of each DHCP connection.
Routing Table Routing Table Use this screen to view the routing table on the Zyxel Device.
Multicast Status | IGMP Status Use this screen to view the status of all IGMP settings on the Zyxel Device.
MLD Status Use this screen to view the status of all MLD settings on the Zyxel Device.
WLAN Station WLAN Station Use this screen to view the wireless stations that are currently associated
Status Status to the Zyxel Device's WiFi.
Cellular Cellular Statistics | Use this screen to look at the cellular Internet connection status.
Statistics
Optical Signal Optical Signal Use this screen to view the optical fiber transceiver’'s TX power and RX
Status Status power level and its temperature.
Maintenance
System System Use this screen to set the Zyxel Device name and Domain name.

User Account

User Account

Use this screen to change the user password on the Zyxel Device.

Remote MGMT Services Use this screen to enable specific traffic directions for network services.
Management
Trust Domain Use this screen to view a list of public IP addresses which are allowed to

access the Zyxel Device through the services configured in the
Maintenance > Remote Management > MGMT Services screen.

Time Time Use this screen to change your Zyxel Device's fime and date.

E-mail E-mail Use this screen to configure up to two mail servers and sender addresses

Nofification Notification on the Zyxel Device.

Log Setting Log Settings Use this screen to change your Zyxel Device's log settings.
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Table 40 Navigation Panel Summary (continued)

LINK TAB FUNCTION

Firmware Firmware Use this screen to upload firmware to your Zyxel Device.

Upgrade Upgrade

Backup/Restore | Backup/Restore Use this screen to backup and restore your Zyxel Device's configuration
(settings) or reset the factory default settings.

Reboot Reboot Use this screen to reboot the Zyxel Device / Zyxel Mesh system without
turning the power off.

Diagnostic Ping&Traceroute | Use this screen to identify problems with the Zyxel Device. You can use

&Nslookup Ping, TraceRoute, or Nslookup to help you identify problem:s.

802.1ag Use this screen to configure CFM (Connectivity Fault Management) MD
(maintenance domain) and MA (maintenance association), perform
connectivity tests and view test reports.

802.3ah Use this screen to configure link OAM port parameters,

3.2.1.3 Dashboard

Use the menu items in the navigation panel on the right to open screens to configure the Zyxel Device's
features.

Figure 80 Navigation Panel

Connection Status

Network Setting
F
Security
LED
VolP {‘
System Monitor Wizard

Maintenance
System Theme
User Account

&

Remote Management

SNMP Restart

Time

©

E-mail Noftification
Language

£
Help

Log Sefting
Firmware Upgrade
Backup/Restore

Reboot

&

Logout

Diagnostic
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3.2.2 Widget Icon

Click the Widget icon (gm) in the lower left comer to arrange the screen order.

Figure 81 Dashboard Widget

Connectivity System Info
Model Name EX5601-T0
|\[ I z @ & B Firmware Version V5.70(ACDZ.4)b3
System Uptime 0 days 1 hours 1 minutes 40

seconds

LANMAC Adcress: =5 s s nims

> Ethernet WAN 1000M/Full >

WiFi Settings Guest WiFi Seftings
= 2.4GHz WiFi Name  WiF Password = 2.4GHz WiFi Name  WiF Password
24G 246G
) 1Zyxel 247F e e © @ Iyxel 247E gu  sescessens ©
Py estl
o CCfediNome W Rasword ’;’5:; 5GHz WiFi Name  WiFi Password
@ 1Zyxel 247E ® @5 e et ®
> estl >
LAN Parental Conirol
IP Address [PV irs
Subnet Mask . N 0
IP Address Range e e e O e \| |Fere
‘schedu\ed p
DHCP 4@ - :
o | LSCse Tme 1 days 0 hours 0 minutes > >
L 1]

The following screen appears. Select a block and hold it to move around. Click the Check icon () in
the lower left corner to save the changes.
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Figure 82 Check Icon

ZY>< EL EX5601-T0
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CHAPTER 4
Quick Start

4.1 Quick Start Overview

Use the Wizard screens to configure the Zyxel Device's time zone and WiFi settings.

Note: See the technical reference chapters for background information on the features in this
chapter.

4.2 Quick Start Setup

You can click the Wizard icon in the side bar to open the Wizard screens. After you click the Wizard icon,
the following screen appears. Click Let’s go to proceed with settings on time zone and WiFi networks. It
will take you a few minutes to complete the settings on the Wizard screens. You can click Skip to leave
the Wizard screens.

Figure 83 Wizard - Home

Quick Start Wizard
o= 7 P
"'\__7 — /'; > "'\__7 — /'; > N 7__/';
Time Zone Infernet WiFi

The wizard will guide you through the basic settings of this device.
This will take a few minutes to complete.

Let's go

4.3 Quick Start Setup — Time Zone

Select the time zone of the Zyxel Device's location. Click Next.
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Figure 84 Wizard —Time Zone

1 @ > @
Time zone Internet WiFi
(GMT+08:00) Taipei v
Next

4.4 Quick Start Setup - Internet Connection

The Zyxel Device detects your Internet connection status. Click Next to continue.

Figure 85 Wizard - Internet

2 (3)

Time zone Internet WiF

This wizard will detect Internet
connectivity status, please plug in
the Internet line then click Next
button

Nexi
Skip

4.4.1 Successful Internet Connection

The Zyxel Device has Internet access.

Figure 86 Wizard — Successful Infernet Connection

2 ‘3

Infernet WIFI

AX/DX/EX/PX Series User's Guide

108



Chapter 4 Quick Start

4.4.2 Unsuccessful Internet Connection

The Zyxel Device did not detect a WAN connection. See Section 43.5 on page 500 for troubleshooting
the Zyxel Device WAN connection.

Figure 87 Wizard — Internet Connection is Down

2 3

Internet

4.5 Quick Start Setup — WiFi

Turn WiFi on or off. If you keep it on, record the WiFi Name and Password in this screen so you can
configure your WiFi clients fo connect to the Zyxel Device. If you want to show or hide your WiFi
password, click the Eye icon (@).

Select Keep 2.4G and 5G the same to use the same SSID for 2.4G and 5G WiFi networks. Otherwise, clear
the checkbox to have two different SSIDs for 2.4G and 5G WiFi networks. The screen and fields to enter

may vary when you select or clear the checkbox.

You have to disable MPro Mesh in the Network > Wireless > MESH screen to clear the Keep 2.4G and 5G
the same checkbox. Click Done.

Figure 88 Wizard — WiFi

3
Time zone Internet WiFi
WiFi Settings @
Tyxel_AS501
ssessssene (@)
Strength medium
Apply
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4.6 Quick Start Setup - Finish

Your Zyxel Device saves and applies your settings.
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CHAPTER b5
Web Interface Tutorials

5.1 Web Interface Overview

This chapter shows you how to use the Zyxel Device's various features.

Device Settings - Rename your Zyxel Device, change the admin password, and change the
management IP address.

Wired Network Setup - Set up a wired network connection using DSL/GPON/Ethernet.

WiFi Network Setup - Change the security mode, connect to the WiFi network using the WPS, and set
up a guest WiFi network with different WiFi bands.

USB Applications - Set up file sharing and play files through Windows Media Player with a USB device.

Network Security - Configure a firewall rule, set up parental control rule, and configure a MAC Filter
rule.

Internet Calls - Add a SIP service provider or a SIP account, configure a phone, make a call.

Device Maintenance - Upgrade the firmware, back up the firmware, restore the Zyxel Device
configuration, and reset the Zyxel Device to factory defaults.

Remote Access from WAN - Configure remote access to your Zyxel Device and configure the frust
domain.

System Log - View the system log of the Zyxel Device, and send the log file through E-mail.

5.2 Device Settings

This section shows you how to:

¢ Rename Your Zyxel Device
¢ Change the Admin Password

* Change the Management IP Address

You can rename your device, and change the admin password.

5.2.1 Rename Your Zyxel Device

Duplicated device names may confuse network administrators. To change the host name, please follow
the steps below:

1 Go to the Maintenance > System screen. Enter a new host name. Click Apply to save the new host
name.
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System

You can assign a unique nome teo this device so it can be recognized easily on your network.

Zyxell 11

Cancel Apply

2 Go to the Connection Status > System Info. Check if the new host name has been applied successfully.

<

Host Name Zyxelll11]

Model Name EX5601-TO
Serial Number  $230Y30000042
Firrmware Version V5.70(ACDZ.4)b3

System Uptime 0 days 0 hours 3 minutes 9 seconds

5.2.2 Change the Admin Password

Change the Web Configurator login password regularly to secure access to your Zyxel Device. To
change the admin password, follow the steps below:

1 Go to the Maintenance > User Account screen. Click the Edit icon.

User Account

User Account lefs you craate of managea the user accounts on the davica,
+ Add New Account

# Active User Name Retry Times Idle Timeout Lock Period Group Modity

admin 3 &0 5 Administrator (55

Cancel Apply

2 The User Account Edit screen appears. Enter your old and new passwords in the corresponding field.
Click OK.

Note: The new password must be at least 8 characters, must contain at least one uppercase
letter, one lowercase letter, one number, and one special character. For some models,
the password must contain at least one English character and one number. Please see
the password requirement displayed on the screen.
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User Account Edit

QK

5.2.3 Change the Management IP Address

2

1

Duplicated IP addresses in the network environment may cause failure to connect to the Zyxel Device.
To change the management IP address of your Zyxel Device, please follow the steps below:

Change your computer’s IP address to the same subnet mask as the Zyxel Device. For example, if the

default static IP address of the Zyxel Device is 192.168.1.1. Set your computer IP address between
192.168.1.2 and 192.168.1.254.

General

‘fou can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

(O Obtain an IP address automatically
(®) Use the following IP address:

IP address: 192.168 . 1 . 10
Subnet mask: 255.255.255. 0

Obtain DNS server address automatically

(®) Use the following DNS server addresses:

Preferred DNS server: l:l

Alternate DNS server: l:l

[validate settings upon exit Advanced. ..
oK Cancel

Log into the Zyxel Device using the default IP address “192.168.1.1". Go fo Network Setting > Home
Networking. Enter your preferred IPv4 address in the IP Address field. For instance, *192.168.1.15". Click
Apply and the web configurator will be disconnected due to the IP address change.

AX/DX/EX/PX Series User's Guide

113



Chapter 5 Web Interface Tutorials

Home Networking

LAN Selup

The LAM # oddres i the IP adcren you v fo log info the wab configurator. The DHCF rarver settings define tha rules on how to

axign P addrewses fo tha LAN clhents an your network

Interface Group

LAN IP Setup

DHCP Server State

IP Addressing Values

DHCP Server Lease Time
days 0 hoursy

DNS Values

LAN IPvé Mode Setup

Link Local Address Type

LAN Global Identifier Type

LAN IPvé Prefix Setup

LAN IPvé Address Assign Setup

LAN IPvé DNS Assign Setup

DHCPvé Configuration

IPv6 Router Advertisement State

IPvé DNS Values

DNS Query Scenario

Cancel

minutes

Apply
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3 Enferthe new IP address “192.168.1.15" in the address bar to check if you can access the Zyxel Device's
web configurator.

4 Afterlogging in, click the menu icon (=) and go to Connection Status. In the LAN section, the IP
Address should now be “192.168.1.15".

5.3 Wired Network Setup

This section shows you how to:

» Set Up a DSL Connection
¢ Set Up a GPON Connection

* Set Up an Ethernet Connection

You can set up a PON, DSL or Ethernet Internet connection with the Broadband screens. The screens
vary by the connection mode, encapsulation type and IP mode (IPvé or IPv4) you select.

Set the Zyxel Device to Routing mode or Bridge mode on this connection as follows:

¢ Use Routing mode if you want the Zyxel Device to use routing mode functions such as NAT, Firewall, or
DHCP Server. You will need fo reconfigure your network if you have an existing router.

» Use Bridge mode to pass the ISP-assigned IP address(es) to your devices connected to the LAN port.
All traffic from the Internet passes through the Zyxel Device directly to devices connected to the LAN
port. Use this mode if you already have a router with complete routing functions in your network.

5.3.1 Set Up a DSL Connection

This tutorial shows you how to set up a DSL Internet connection using the Web Configurator on DSL
routers (see Section 1.1 on page 20).

If you connect to the Internet through a DSL connection, use the information from your Internet Service
Provider (ISP) to configure the Broadband screens.

1 Go to Network Setting > Broadband and then the following screen appears. Click Add New WAN
Interface.
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# Name Type Mode

] ADSL ATM  Routing
2 VDSL PTM  Routing
3 ETHWAN ETH Routing

Broadband

IGMP

Encapsulation 802.1p 802.1q Proxy
IPoE N/A N/A Y
IPOE N/A N/A Y
IPOE N/A N/A Y

NAT

Y

You can configure the Intemet settings of this device. Correct configurations build successful Intermnet connection.

Default
Gateway

v

G— Add New WAN InTerTaca

MLD
IPvé Proxy Modify
Y Y g
a
Y Y %
(w]
Y Y g
o

To set the Zyxel Device to Routing mode, see Routing Mode on page 116.

To set the Zyxel Device to Bridge mode, see Bridge Mode on page 119.

Routing Mode

In this routing mode example, the DSL WAN connection has the following information.

General
Name MyDSLConnection
Type ADSL over ATM
Connection Mode Routing
Encapsulation PPPoE
IPvé/IPv4 Mode IPv4

ATM PVC Configuration
VPI/VCI 36/48

Encapsulation Mode

LLC/SNAP-Bridging

Service Category

UBR without PCR

Account Information

PPP User Name

1234@DSL-Ex.com

PPP Password ABCDEF!
Static IP Address 192.168.1.32
Gateway IP Address 192.168.1.254
Primary DNS server 192.168.5.2
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Secondary DNS server 192.168.5.1
Others Authentication Method: AUTO

PPPoE Passthrough: Disabled
NAT: Enabled
IGMP Multicast Proxy: Enabled

Apply as Default Gateway: Enabled

VLAN: Disabled

Enter the General and ATM PVC Configuration setfings as provided above.
* Set the Type to ADSL over ATM.

* Set the Mode fo Routing.

* Choose the Encapsulation specified by your DSL service provider.

* Set the IPv4/IPv6 Mode to IPv4 Only.

Enter the account information provided by your DSL service provider.

Enable Apply as Default Gateway to use this rule as your default Internet connection. Then select Use
Following Static DNS Address and enter the DNS server addresses provided by your DSL service provider.

For the rest of the fields, use the default settings.

Click Apply fo save your settings.
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33

LLC/SNAP-ERIDGING 4

UBR Without PCR v

IP Address

Obtain an [P Address Automatically

@ Stafic IP Address

IP Acldress

DNS Server

Cancel

< Add New WAN Interface
General - ]
Name MyDSL Connect
PPP User Name
Type ADSL over ATM v
PPP Passworc
Mode Routing *
Encapsulation PPPoE i
Pvd/IPvé Passthrough
IPv4 Only A
Mode
ATM PVC Configuration
802.1p
Pl [0-255] 0

NAT

Apply as Default

Gateway

Apply

PPP Information

admin

(2]

@ Auto Connect n

VIAN @

MTU

Routing Feature

@  1GMP Proxy

Fullcone NAT

RD @

J

Jemand

£
o

[1~4074]

The new connection is displayed on the Broadband screen.
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Broadband

Broadband

You can configure the Intemet settings of this device. Correct configurations bulld successful Infemet connection.

<4+ Add New WAN Interface

IGMP Default MLD

# Name Type Mode  Encapsulation 802.1p 802.1q Proxy NAT Gateway IPvé Proxy Modify
1 ADSL ATM  Roufing IPOE N/A N/A Y Y Y Y Y %
a
R : @
2 VDSL PTM  Routing IPoE N/A N/A Y Y Y Y Y N
g
: &
3 ETHWAN ETH  Routing IPoE N/A N/A Y Y Y Y Y —
a
S | . @
4 MyDSLConnection ATM  Roufing PPPoE N/A N/A Y Y Y N N —
L1

Bridge Mode

1 In this bridge mode example, the DSL WAN connection has the following information.

General
Name MyDSLConnection
Type ADSL over ATM
Connection Mode Bridge

ATM PVC Configuration
VPI/VCI 36/48

Encapsulation Mode

LLC/SNAP-BRIDGING

Service Category

UBR without PCR

2 Enter the General and ATM PVC Configuration settings as provided above.

3 Forthe rest of the fields, use the default settings.

4 Click Apply fo save your settings.

5 Try fo connect to a website o see if you have correctly set up your Internet connection.

5.3.2 Set Up a GPON Connection

If you connect to the Internet through a GPON connection, you need to connect a broadband modem
or router with Infernet access to the WAN GPON port on the Zyxel Device. You need to configure the
Internet setftings from the broadband modem or router on the Zyxel Device. First, make sure you have
Intfernet access through the broadband modem or router by connecting directly to it.

1 Make sure you have the GPON WAN port connect to a modem or router.
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2 Register the GPON serial number on the back label of the Zyxel Device (ONT, Optical Network Terminal)
with your Internet service provider (OLT, Opfical Line Terminal). The LED indicator will show the status of
the registration. The GPON registration process includes the states below for the Zyxel Device:

Table 41 GPON registration process

STATE DESCRIPTION

o1 Initial State: Check if the GPON port of the Zyxel Device(ONT) is enabled and ready to connect to
the Internet service provider (OLT).

02 Standby State: The Zyxel Device(ONT) is trying to receive signals sent by the Internet service provider
(OLT) and is responding.

03 Serial Number State: The Internet service provider (OLT) is sending a serial number request for the
Zyxel Device (ONT). The Zyxel Device (ONT) replies with the GPON serial number found on the back
label of the Zyxel Device.

O4 Ranging State: The Internet service provider (OLT) is sending a ranging request to the Zyxel Device
(ONT) and is asking for a response.

(OF] Operation State: The GPON connection is established between the Zyxel Device (ONT) and the
Internet service provider (OLT).

See Table 2.2 on page 31 for more information about the LED of GPON registration.

3 Go to Network Setting > Broadband and then the following screen appears. Click Add New WAN
Interface.

Broadband

Broadband

Use this screen to change your Zyxel Device's Internet access seftings. The summary table shows you the configured WAN services
{connections) on the Zyxel Device. Use information provided by your ISP to configure WAN setings.

4= Add New WAN Interfacg

# Name Type Mode Encapsulation 802.1p 802.1q |IGMPProxy NAT Default Gateway IPvé MLD Proxy Modify

1 GPON PON Rouling IPoE N/A N/A ¥ ¥ v ¥ Z B

4 To set the Zyxel Device to Routing mode, see Routing Mode on page 120.
To set the Zyxel Device to Bridge mode, see Bridge Mode on page 123.

Routing Mode

1 Inthis routing mode example, the PON WAN connection has the following information.

General
Name GPON-1
Type GPON
Connection Mode Routing
Encapsulation IPoE
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IPvé/IPv4 Mode IPv4 Only

Others NAT: Enabled
IGMP Multicast Proxy: Enabled

Apply as Default Gateway: Enabled

VLAN: Enabled

Enter the General seftings as provided above.

e Enfer a Name to identify your WAN connection.

* Set the Type to GPON.

* Set the Mode fo Routing.

» Choose the Encapsulation specified by your GPON service provider.
* Set the IPv4/IPv6 Mode to IPv4 Only.

Under Routing Feature, enable NAT and Apply as Default Gateway.
For the rest of the fields, use the default settings.

Click Apply fo save your settings.
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< .
Edit WAN Inferface
General P VLAN @@ ]
Name 802.1p 1 .
Type 802.1q 2 - 4094
Made Routing v
MTU
sulation IPoE A
MTU 1500
IPv4 Only A
IP Address Routing Feature
@ Obtain an IP Address Automatically NAT @ IGMP Proxy @
Static IP Address
= Apply as Default
Gateway @  Fullcone NAT [ =
DNS Server
RD @
@ Obtain DNS Info Autemnatically
Use Following Static DNS Address
DHCPC Options
Request Options
option option option option
42 43 2 21
Sent Options
opftion 12
option 40
endor ID
option 61
AlD
DUID
option 125
Cancel Apply

6 Try to connect to a website to see if you have correctly set up your Internet connection. Go to the
Network Setting > Broadband screen to view the established Ethernet connection. The new connection
is displayed on the Broadband screen
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1

Broadband

Broadband

Use this screen to change your Iyxel Device's Internet access settings. The summary table shows you the configured WAN services [connections)

on the Zyxel Device. Use infoermation provided by your ISP fo configure WAN setfings.

+#45 Add New WAN Interface

# Name Type Mode Encapsulation 802.1p 802.1q IGMP Proxy NAT Default Gateway IPvé MLD Proxy Medify
GPON PON Routing PoE N/A N/A N Y Y Y & g
2  GPON-1 PON Routing PoE 1 2 Y ¥ Y N & 8

The new connection is displayed on the Broadband screen.

Bridge Mode

In this bridge mode example, the GPON WAN connection has the following information.

General
Name GPON-2
Type GPON
Connection Mode Bridge

Enter the General seftings provided by your Internet service provider.
e Enfter a Name to identify your WAN connection.

* Set the Type to GPON.
» Set your GPON connection Mode to Bridge.

For the rest of the fields, use the default settings.

Click Apply to save your settings.

General

Edit WAN Interface

@

.ancel Apply

VLAN

MTU

1500

e

(0~4094)
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5.3.3 Set Up an Ethernet Connection

If you connect to the Internet through an Ethernet connection, you need to connect a broadband
modem or router with Internet access to the WAN Ethernet port on the Zyxel Device. You need to
configure the Internet settings from the broadband modem or router on the Zyxel Device. First, make
sure you have Internet access through the broadband modem or router by connecting directly to it.

= ZD — InternEt

This example shows you how to configure an Ethernet WAN connection.

1 Make sure you have the Ethernet WAN port connect to a modem or router.

2 Go to Network Setting > Broadband and then the following screen appears. Click Add New WAN
Interface to add a WAN connection.

Broadband

You can configure the Intemet settings of this device. Correct configurations build successful Intermnet connection.

G— Add New WAN InTerTaca

IGMP Default MLD

# Name Type Mode Encapsulation 802.1p 802.1q Proxy NAT Gateway IPvé Proxy Modify
1 ADSL ATM  Routing IPOE N/A N/A Y Y Y Y Y g
a

2 VDSL PTM  Routing IPOE N/A N/A Y Y Y Y Y %
(w]

: &

3 EMHWAN EH Roufing IPOE N/A N/A Y Y Y Y Y —
o

3 Toset the Zyxel Device to Routing mode, see Routing Mode on page 124.
To set the Zyxel Device to Bridge mode, see Bridge Mode on page 127.

Routing Mode

1 Inthisrouting mode example, configure the following information for the Ethernet WAN connection.

General
Name My ETH Connection
Type Ethernet
Connection Mode Routing
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Encapsulation (Internet Type) IPoE
IPv6/IPv4 Mode IPv4 Only

Enter the General settings provided by your Internet service provider.
* Enfer a Name fo identify your WAN connection.

* Set the Type to Ethernet.

» Set your Ethernet connection Mode to Routing.

¢ Choose the Encapsulation specified by your Internet service provider. For this example, select IPoE as
the WAN encapsulation type.

» Set the IPv4/IPv6 Mode to IPv4 Only.
Under Routing Feature, enable NAT and Apply as Default Gateway.
For the rest of the fields, use the default settings.

Click Apply fo save your settings.
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<
Add New WAN Interface
General - VLAN @O
Name My ETH Connecti 802.1p
Type Ethemet A 802.1g [0~4094)
Mode Routing v
MTU
Encapsulation PoE v
AT MTU 1500
IP Address Routing Feature
® Obtain an IP Address Automatically NAT IGMP P
-_. roxy j.
Static IP
=i Apply as Default
ey @  Fullcone NAT [
DNS Server
6RD @
® Obtain DNS Info Automaticall
Use Following Static DNS Address
DHCPC Options
Request Options
opfion opfien opfion
Sent Opfions
option 12
option 60
fendor ID
option é
|AID
DUID
opfion 12
Cancel Apply

6 Go to the Network Setting > Broadband screen to view the established Ethernet connection. The new
connection is displayed on the Broadband screen.
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1

2

3

Broadband

Broadband

Use this screen fo change your Zyxel Device's Inferet access settings. The summary fable shows you the configured WAN services (connections) on the

Zyxel Device. Use information provided by your ISP fo configure WAN settings.
4 Add New WAN Inferface
Modify

@4 g

# Name Type Mode Encapsulation 802.1p 802.1q IGMP Proxy NAT Default Gateway IPvé  MLD Proxy

1 My ETH Connecti ETH Routing IPoE N/A N/A Y Y Y Y N

Bridge Mode

In this bridge mode example, configure the following information for the Ethernet WAN connection.

General
Name My ETH Connection
Type Ethernet
Connection Mode Bridge

Enter the General seftings provided by your Internet service provider.
¢ Enter a Name to identify your WAN connection.

* Set the Type to Ethernet.
* Set your Ethernet connection Mode fo Bridge.

For the rest of the fields, use the default settings.

4 Click Apply to save your settings.

< Edit WAN Interface

@ VIAN @

General

Mode Bridge v

MTU

MTU 1500

Cancel Apply
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5.4 WIiFi Network Setup

This section shows you how to:

¢ Change Security Settings on a WiFi Network

* Connect fo the Zyxel Device's WiFi Network Using WPS

* Set Up a Guest Network

» Set Up Two Guest WiFi Networks on Different WiFi Bands
For Zyxel Devices that support MPro Mesh, you can use the MPro Mesh app or the Zyxel One app to
configure your WiFi network. See Section 6.1 on page 151 for setting up your WiFi network with the Zyxel
MPro Mesh app. See Section on page 206 for setting up your WiFi network with the Zyxel One app.
In this example, you want to set up a WiFi network so that you can use your notebook to access the
Internet. In this WiFi network, the Zyxel Device is an access point (AP), and the notebook is a WiFi client.
The WiFi client can access the Internet through the AP.

Figure 89 WiFi Network Setup
ZD —— Internet

See the label on the Zyxel Device for the WiFi network settings and then connect manually to the Zyxel
Device. Alternatively, you can connect to the Zyxel Device WiFi network using WPS. See Section 2.4 on
page 32.

5.4.1 Change Security Settings on a WiFi Network

This example changes the default security settings of a WiFi network to the following:

SSID Example

Security Mode WPAS3-SAE/WPA2-PSK
Pre-Shared Key Admin1234l!

802.11 Mode 802.11b/g/n Mixed

1 Go to the Network Setting > Wireless > General screen. Select More Secure as the security level and
WPA3-SAE/WPA2-PSK as the security mode. Configure the screen using the provided parameters. Click

Apply.
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Wireless

General

Use this screen to enable the Wireless LAN, enter the $SID and select the wireless security mode. We recommend that you select More Secure
to enable WPAS-SAE/WPA2-PSK data encryption.

Wireless
Wireless e same setfings for 2.4CHz and 5GHz wireless nefworks
Wireless Network Setup
Band 2.4GHz -
Wireless ":.
Channel Auto -
Bandwidth 20/40MHz A4

Control Sideband
Wireless Network Settings

Wireless Network Name Example

Max C &4

Hide SSID

Multicast Forwarding
Max. Upsiream Bandwidth Kips

Max. Downsiream Bandwidth Kbps

Note

(1) If you are configuring the Zyxel Device from a computer connecied by WiFi and you change the Iyxel Device's S8ID, channel or security
settings. you will lose your WiF connection when you press Apply. You must change the WiFi settings of your computer to match the new settings|
on the Tyxel Device,

{2} If upstream/downsiream bandwidih is emptiy, the Zyxel Device sets the value automatically. Setting @ maximum upstream/downsiream

bandwidth will significantly decrease wireless performance.
BSSID F8:0D:A9:0C:24:7E

Security Level

More Secure

No Securify
A (Recommended)

Security Mode WPA3-SAE/WP A2-PSK A

Protected

Management Frames
Generate password automatically

The password must be at least 8 characters long. including 1 uppercase letter. 1 lowercase letter. | number

and 1 special character.

Password sessssessss @
Strength strong
Nade

Cancel Apply
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2 Go fto the Wireless > Others screen. Set 802.11 Mode to 802.11b/g/n Mixed, and then click Apply.

Wireless

Others

The configurations below are the advanced wireless settings.

RTS/CTS Threshold 2347

Fragmentation Threshold 2346

Output Power 100% v

Beacon Interval 100 ms

DTIM Interval 1 ms
G&SQ.' 1 Mode 802.11b/g/n Mixed v )

802.11 Protection Auto v

Preamble

Protecied Management

Capable
Frames P M

Apply

You can now use the WPS feature to establish a WiFi connection between your notebook and the Zyxel
Device (see Section 8.7 on page 250). Now use the new security settings to connect to the Internet
through the Zyxel Device using WiFi.

5.4.2 Connect to the Zyxel Device’s WiFi Network Using WPS

This section shows you how to connect a WiFi device to the Zyxel Device's WiFi network using WPS. WPS
(WiFi Protected Setup) is a security standard that allows devices o connect to a router securely without
you having to enter a password. There is one method:

* Push Button Configuration (PBC) — Connect to the WiFi network by pressing a button. This is the simplest
method.

5.4.2.1 WPS Push Button Configuration (PBC)

This example shows how to connect to the Zyxel Device's WiFi network from a notebook computer
running Windows 10.

1  Make sure that your Zyxel Device is turned on, and your notebook is within range of the Zyxel Device's
WiFi signall.
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4

5

Push and hold the WPS button located on the Zyxel Device until the WiFi or WPS LED starts blinking slowly.
Alternatively, log into the Zyxel Device's Web Configurator, and then go to the Network Setting >
Wireless > WPS screen. Enable WPS and Method 1 PBC, click Apply, and then click the WPS button.

Log info the Zyxel Device's Web Configurator, and then go to the Network Setting > Wireless > WPS
screen. Enable WPS and Method 1 PBC, click Apply, and then click the WPS button.

WiFi Protected Setup (WPS] allows you to quickly set up a wireless network with strong security, without having to
configure security settings manually. Select one of the WPS methods and foliow the instructions to establish a WPS
connection. Your device must support WPS to use this feature. We recommend using Push Button Configuration | PBC) if
your device supports it.

General

Band 2.4GHz A

@

Add a new device with WPS Method

Method 1
@ PBC @

Step1.Click WPS button WPS

i)
%)

Step2.Press the WPS button on your
new wireless client device

within 120 seconds

MNote

(1) If WPS is Enabled, UPnP will automatically be turned on.
(2]} The Zyxel Device applies the security settings of the main SSID | SSID1) profile to the WPS wireless connection.

[3) The WPS switch is grayed out when wireless LAN is disabled.

Cancel Apply

In Windows 10, click on the Network icon in the system fray to open the list of available WiFi networks.

11:07 AM
A ENG
11/24/2020 =

Locate the WiFi network of the Zyxel Device. The default WiFi network name is “Zyxel_XXXX" (2.4G) or
“Zyxel _XXXX_5G" (5G). Then click Connect.
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Zyxel 5791
Secured

Connect automatically

Connect

Zyxel 5791 5G

s\l:h

Zyxel 7601 _guest1

ﬁl:h

Zyxel 7601

ﬁm

Zyxel 9985

N8

ﬂ'@ Zyxel 9985 5G

ﬂ'ﬁ Zyxel C101

Network & Internet settings

Change settings, such as making a connection metered.

%} ’.'|4:
Mabile
Airplane mode hotspot

11:13 AM
~ ENG
@ 11/24/2020 E

The Zyxel Device sends the WiFi network seftings to Windows using WPS. Windows displays “Getting
settings from the router”.
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l‘-"@ Zyxel 5791
* Secured

Enter the network security key

Getting settings from the router

Next Cancel

. ‘5@ Zyxel 5791_5G
)

/ff: Zyxel 7601 _guest1
" O

177 Zyxel 7601
&
(/7 Zyxel 9985

ﬂ/f,; Zyxel 9985 5G

Network & Internet settings

Change settings, such as making a connection metered.

@ - )
Mabile

Wi-Fi Airplane mode hotspot

11:18 AM
N ENG
@ 11/24/2020 E

The WiFi device is then able to connect to the WiFi network securely.

5.4.3 Set Up a Guest Network

The Zyxel Device authenticates the WiFi device using the PIN, and then sends the WiFi network settings to
the device using WPS. This process may take up to 2 minutes. The WiFi device is then able to connect to
the WiFi network securely. A company wants to create two WiFi networks for different groups of users as
shown in the following figure. Each WiFi network has its own SSID and security mode. Both networks are
accessible on both 2.4G and 5G WiFi bands.
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WAN

Internet

S -

Employee Guest

N

ZD
LAN |

Server PC PC

* Employees using the General WiFi network group will have access to the local network and the
Internet.

¢ Visitors using the Guest WiFi network group with a different SSID and password will have access to the
Internet only.

Use the following parameters to set up the WiFi network groups.

GENERAL GUEST
2.4/5G SSID Example Guest
Security Level More Secure More Secure
Security Mode WPA2-PSK WPA2-PSK
Pre-Shared Key ForCompanyOnly 123! Guest123456!

Go to the Network Setting > Wireless > General screen. Use this screen to set up the company’s general
WiFi network group. Configure the screen using the provided parameters and click Apply. Note that if
you have employees using 2.4G and 5G devices, enable Keep the same settings for 2.4G and 5G
wireless networks to use the same SSID and password. Clear it if you want to configure different SSIDs
and passwords for 2.4G and 5G bands.
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Wireless

General

Use this screen to enable the Wireless LAN, enter the $SID and select the wireless security mode. We recommend that you select More Secure
to enable WPAS-SAE/WPA2-PSK data encryption.

Wireless
Wireless e same setfings for 2.4CHz and 5GHz wireless nefworks
Wireless Network Setup
Band 2.4GHz -
Wireless ":.
Channel Auto v Current:
Bandwidth 20/40MHz A4

Control Sideband

Wireless Network Settings
Wireless Network Name Example
Max Clients &4
Hide SSID

b Multicast Forwarding

Max. Upsiream Bandwidth Kips
Max. Downsfream Bandwidth Kbps
Note

(1) If you are configuring the Zyxel Device from a computer connecied by WiFi and you change the Iyxel Device's S8ID, channel or security
settings. you will lose your WiF connection when you press Apply. You must change the WiFi settings of your computer to match the new settings|
on the Tyxel Device,

{2} If upstream/downsiream bandwidih is emptiy, the Zyxel Device sets the value automatically. Setting @ maximum upstream/downsiream

bandwidth will significantly decrease wireless performance.
BSSID F8:0D:A9:0C:24:7E

Security Level

More Secure

No Securify
A (Recommended)

Security Mode WPA3-SAE/WP A2-PSK A

Protected

Management Frames
Generate password automatically

The password must be at least 8 characters long. including 1 uppercase letter. 1 lowercase letter. | number
and 1 special character.

Password sessssessss @
Strength strong
Nade

Cancel Apply
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6 Go to the Network Setting > Wireless > Guest/More AP screen. Click the Modify icon to configure the
second WiFi network group. A Home Guest can access the Internet, LAN wired devices connected to
the Zyxel Device, and other Home Guest WiFi clients. An External Guest can just access the Internet
through the Zyxel Device.

Guest/More AP

This screen allows you to configure a guest wireless network that allows access to the Infernet only through the Zyxel Device.

# Status 551D Security Guest WLAN Modify

v Guest WPAZ2-Personal External Guest 3

7 On the Guest/More AP screen, click the Modify icon to configure the other Guest WiFi network group.
Configure the screen using the provided parameters and click OK.
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More AP Edit

Use this screen to create Guest and additional wireless networks with different security settings.

Wireless Network Setup

Wirsless -:j:.
Wireless Network Settings

Wireless Network Name Guest
| Hide SSID
Guest WLAN

Access Scenario External Guest - ;a,

Max. Upstream

Kbps
Bandwidth 2
Mex. Downstream o
5
Bandwidth £
nNote

If upstream/downstream bandwidth is empty, the Zyxel Davice sefs the value automatically. Sefting @ maximum

upstream/downsfream bandwidth will significantly decrease wireless performance.
BSSID 00:00:00:00:00:00
SSID Subnet

Security Level

More Secure

No Securi
ity [Recommended)

Security Mode WPA2-PSK v

Protected
i Capable -
Management Frames

| Generate password automatically

The password must be at least 8 characters leng. including 1 uppercase letter, 1 lowercase letter, 1

number and 1 special character, or 64 hexadecimal digits ("0-9". "A-F")

Fassword Guest] 234561 @
Strength strong
e

Cancel QK

8 Check the status of Guest in the Guest/More AP screen. A yellow bulb under Status means the SSID is
active and ready for WiFi access.
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Guest/More AP

This screen allows you to configure a guest wireless network that allows access to the Infernet only through the Zyxel Device.

# Status 551D Security Guest WLAN Modify

® Guest WPAZ2-Personal External Guest 3

5.4.4 Set Up Two Guest WiFi Networks on Different WiFi Bands

In this example, a company wants to create two Guest WiFi networks: one for the Guest group and the
other for the VIP group as shown in the following figure. Each network will have its SSID and security
mode to access the internet.

Guest VIP

~ N

2.4GHz 5GHz
gZRY

¢ The Guest group will use the 2.4G band.
* The VIP group will use the 5G band.

The Company will use the following parameters to set up the WiFi network groups.

Table 42 WiFi Settings Parameters Example

BAND 2.4G 5G

SSID Guest VIP

Security Mode WPAS3-SAE/WPA2-PSK | WPA3-SAE/WPA2-PSK
Pre-Shared Key Guest123456! Zyxel1234@@!

1 Go to the Wireless > General screen and set Band to 2.4GHz to configure 2.4G Guest WiFi settings for
Guest. Click Apply.

Note: You will not be able to configure the 2.4G and 5G Guest WiFi settings separately if Keep
the same settings for 2.4G and 5G wireless network is enabled.
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Wireless

Generaly Guesi/More AP MAC Auth

Use this screen fo enable the Wirsless LAN, enter the 551D and select the wireless security mods. We recommend that you select More

Secure fo enable WPA2-PSK data encryption.

Wireless

less Keep the same seftings for 2.4G and 5G wireless networks

Wi

Wireless Network Setup

Band 2.ACHz

wire I e55 '..:.

Channel Auto Cument: 3 f 20 MHz
Bandwidth 20/40MHz

Control Sideband Lower

Wireless Network Settings

Wireless Network Name Guest
Max Clients 32

Multicast Forwarding

Max. Upstream Bandwidth Kbps

Kops

Max. Downstream Bandwidth

Go to the Wireless > Guest/More AP screen and click the Modify icon. The following screen appears.
Configure the Security Mode and Password using the provided parameters and click OK.
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More AP Edit

Use this screen to create Guest and additional wireless networks with different security settings.

Wireless Network Setup

Wirsless -:j:.
Wireless Network Settings

Wireless Network Name Guest
| Hide SSID
Guest WLAN

Access Scenario External Guest - ;e,

Max. Upstream

Kbps
Bandwidth 2
Mex. Downstream i
s
Bandwidth i
nNote

If upstream/downstream bandwidth is empty, the Zyxel Davice sefs the value automatically. Sefting @ maximum

upstream/downsfream bandwidth will significantly decrease wireless performance.

BSSID 00:00:00:00:00:00

Security Level

More Secure

Ne Securi
> ity (Recommended)

Security Mode WPA2-PSK v

Protected
i Capable -
Management Frames

| Generate password automatically

The password must be at least 8 characters leng. including 1 uppercase letter, 1 lowercase letter, 1
number and 1 special character, or 64 hexadecimal digits ("0-9". "A-F")

Fassword Guest] 234561 @
Strength strong
N

Cancel QK

The 2.4 GHz Guest WiFi network is now configured.
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This screen allows you to configure a guest wireless network that allows access fo the Infernet only through the Zyxel Device.

Wireless

# Status Security Guest WLAN Modify
G Q Guest WPAZ-Personal External Guest )

Go to the Wireless > General screen and set Band fo 5GHz fo configure the 5G Guest WiFi setftings for

VIP. Click OK.

o
[0l
I

General: Guest/IM

Wireless

Wireless

Use this screen fo enable the Wireless LAN, enter the S5ID and select the wireless securify mode. We recommend that you select More
Secure fo enable WPA2-PSK data encryption.

Wireless

IWireless Network Setup

Band

\

Keep the same seftings for 2.4G and 5G wireless networks

5GHZ

Wireless
Channel
Bandwidth
Control Sideband
Wireless Network Settings
Wireless MNetwork Mame
Max Clients

Hide S5ID i

Multicast Forwarding
Max. Upstream Bandwidth

Max. Downstream Bandwidth

.::.

Auto Cument: 60 / 160 MHz
20/40/80/160MHz

Mone

VIP

Kbps

Kbps

Go to the Wireless > Guest/More AP screen and click the Modify icon. The following screen appears.
Configure the Security Mode and Password using the provided parameters and click OK.
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More AP Edit

Use this screen to create Guest and addifional wirsless networks with different security setfings.

Wireless Network Setup
Wireless f:.
Wireless Network Settings
Wireless Metwork Name VIP
| Hide SSID
Guest WLAN

Access Scenario External Guest v &

Max. Upstream

Kbps
Bandwidih E
Max. Downstream Kb
Bandwidth ps
MNote

If upstream/downstream bandwidth is empty, the Iyxel Device setfs the value automatically. Setfing a maximum

upsiream/downstream bandwidth will significantly decrease wireless performance,
BSSID 00:00:00:00:00:00

381D Suknet

Security Level

More Secure

No Security
o Security (Recommended)

Security Mode WPA3 SAE/WPAZPSK -

Protected
Management Frames

Generate password automatically

The password must be at least 8 characters long, including | uppercase letter, | lowercase letter, |

number and 1 special character, or é4 he:

cimal digits {"0-9", "A-F)

Password Tyxell 234@@!

Q

Strength strong

g

Cancel QK
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The 5G VIP WiFi network is now configured.

Wireless

Guest/More AP

This screen allows you to configure a guest wireless network that allows access fo the Infernet only through the Zyxel Device.

# Status SSID Security Guest WLAN Modify
( 1 Q WVIP WPA2-Personal External Guest I} )

5.5 USB Applications

This section shows you how to:

» Set Up File Sharing on Your Zyxel Device
e Access Your Shared Files From a Computer

¢ Configure the Zyxel Device as a Media server

5.5.1 File Sharing

This section shows you how to create a shared folder on your Zyxel Device through a USB device and
allow others to access the shared folder with File Sharing services.

5.5.1.1 Set Up File Sharing on Your Zyxel Device

1 Before enabling file sharing in the Zyxel Device, please set up your shared folders beforenand in your USB
device.

2 Connect your USB device to the USB port of the Zyxel Device.
3 Go fo the Network Setting > USB Service > File Sharing screen. Enable File Sharing Services and click

Apply to activate the file sharing function. The Zyxel Device automatically adds your USB device to the
Information table.
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USB Service

FileSharing MediaServer

The device can share Files from your USB flash drive or disk when you attach it to the USB port. You may Start from deciding which folders in the
USB disks fo share and which users can access the shared folders.

4 .
Information

Volume Capacity Used Space
usb1_sdal 0 MB 0 MB

\

Server Configuration

File Sharing Services :.

Share Directory List

<+ Add New Share

Active Status Share Name Share Path Share Description Modify

Account Management

4= Add New User

Status User Name

b4 admin

Cancel Apply

4 Click Add New Share to add a new share.
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USB Service

FileSharing

The device can share Files from your USB flash drive or disk when you attach it to the USB port. You may Start from deciding which folders in the
USB disks fo share and which users can access the shared folders.

G‘ltormqiion
Volume Capacity Used Space
usb1_sdal 0 MB 0 MB
Gerver Configuration
k File Sharing Services :.

Share Directory List

<+ Add New Share

Active Status Share Name Share Path Share Description Modify

Account Management
4= Add New User

Status User Name

Q admin

Apply

5 The Add New Share screen appears.
* Select your USB device from the Volume drop-down list box.
» Enter a Description name for the added share fo identify the device.

¢ Click Browse and the Browse Directory screen appears.

Add New Share
Volume ust1_sdal v
Share Path
Description Bob
Access Level Public -
QK

* On the Browse Directory screen, select the folder that you want to add as a share. In this example,
select BobShare and then click OK.
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Browse Directory

Select Type Name
C = BobShare )
[y JoshShare

OK

6

¢ In Access Level, select Public to let the share to be accessed by all users connected to the Zyxel
Device. Otherwise, select Security to let the share to be accessed by specific users to access only.

Click OK to save the settfings.

Allowed

7

Add New Share

usb1_sdal

oK

User Name

Browse

admin

To set Access level to Security, you need to create one or more users accounts. Under Account
Management, click Add New User to open the User Account screen.

Gccounf ManqgemenD

Status

Apply

<4 Add New User

User Name

admin

After you create a new user account, the screen looks like the following.
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Account Management

Status

b3
b3

User Name

admin

Zyxel

4 Add New User

Apply

File sharing is now configured. You can see the USB storage device listed in the table below.

Share Directory List

4 Add New Share

Active Status Share Name Share Path Share Description Modify
Q BobShare /mnt/usb1_sdal/BobShare Bob % a
Q JoshShare /mnt/usb1_sdal/JoshShare Josh & g

5.5.1.2 Access Your Shared Files From a Computer

You can use Windows Explorer to access the USB storage devices connected to the Zyxel Device.

Note: This example shows you how to use Microsoft Windows 10 to browse shared filesin a
share called (usb1_sda)Zoeys file. Refer to your operating system’s documentation for
how to browse your file structure.

Open Windows Explorer.

In the Windows Explorer’s address bar, enter a double backslash “\\" followed by the IP address of the
Zyxel Device (the default IP address of the Zyxel Device is 192.168.1.1
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=]
Home Share View 0

HH setectan
fleasyaccess~ Select none
FIOPEMES | & Histo v 55 nvert selection
Clipboard Organize New Open Select

Pin to Quick Cop Paste N fove Copy Delete Rename
access (| ST to to -

« v 5 Network » 192.168.1.1 ~ & | Search 192.168.1.1 L

4 Downloads
. (usb1_sdal)Zoeys file
| Documents
& Pictures
graphics
UG
Zyxel_Brand2.0_ReverbHelp2.0_2019-0

Zyxel_Brand2.0_v1_2016-11-03
@ OneDrive

[ This PC
J 3D Objects
[ Desktop
£ Documents
4 Downloads
B Music
&= Pictures
B Videos
‘i Local Disk (C)
- Local Disk (D:)
== Technical_Editor (\\172.21.43.190) (1]
== cso_all (\W172.21.43.180] (K:)

= Metwork

1item ==

3 Double-click on (usbl_sda)Zoeys file, and then enter the share's username and password if prompted.

4 After you access (usbl_sda)Zoeys file through your Zyxel Device, you do not have to log in again unless
you restart your computer.

5.5.2 Media Server

Use the media server feature to play files on a computer or on your television.
This section shows you how the media server feature works using the following:
* Microsoft (MS) Windows Media Player

Media Server works with Windows 10. Make sure your computer is able to play media files (music,
videos and pictures).

* A digital media adapter
You need to set up the media adapter to work with your television (TV).

Before you begin, connect the USB storage device containing the media files you want to play to the
USB port of your Zyxel Device.

5.5.2.1 Configure the Zyxel Device as a Media server

To use your Zyxel Device as a media server, follow the steps below.

1 Go to the Network Setting > USB Service > Media Server screen.
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USB Service

FleSharing ~ MediaServer

If you would like to play any media contents stored in a USB flash drive or disk through a media client, like PS3, attach the USB flash drive or disk
onto this device and enable the Media Server function.

Media Server -1
Inferface Default v
Media Library Path /mnt/

Cancel Apply

2 Enable Media Server, and then select an interface on which you want to enable the media server
function.

3 Enter the path clients use to access the media files on a USB storage device connected to the Zyxel
Device, and click Apply.

This enables DLNA-compliant media clients to play the video, music and image files in your USB storage
device.

5.5.2.2 Playing Media Using Windows Media Player on Windows 10

This section shows you how to play the media files on the USB storage device connected to your Zyxel
Device using Windows Media Player.

;\@r -3

1 Open Windows Media Player. It automatically detects the Zyxel Device.
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Windows Media Player

i) » Library » Music » All music Play Burn Sync

Organize =  Stream v  Create playlist - HE - [ search P | .@.

Album # Title Length Rating Contributing artist Composer
B Library
[k| Playlists
v Jd Music
G, Artist . . )
@ Album There are no items in your Music library,

Click Organize, and then click Manage libraries to include folders in your library.
= Genre

B Videos

|=| Pictures

=| Recorded TV
[ED Other media

[ Other Libraries
[ Zywel Digital Media Server

&0 ! i@! ) » —e \ H=

If you cannot see the Zyxel Device in the left panel as shown above, go to Organize > Manage Libraries
> Music > Add on the Windows Media Player Home screen. In the Windows Explorer’s address bar, enter
\\192.168.1.1. The following screen appears. Select the folder containing the media you wish to upload
to Windows Media Player, and then click Include Folder.

Include Felder in Music %

&« v P 5 MNetwork » 192.168.1.1 v Search 19

r
Organize + = - (7]

~ [ This PC (usb1_sda1)Zoeys file

J 3D Objects o
[ Desktop
|| Documents
& Downloads
J’! Music
&=/ Pictures
m Videos
‘i Local Disk (C:)
- Local Disk (D)
Technical_Editor (\\172.21.43.180) ()
cso_all (\W172.21.43.190) (K:)

Folder: | 192.168.1.1 J—

Include folder Cancel

AX/DX/EX/PX Series User's Guide

150



Chapter 5 Web Interface Tutorials

Select the shared folder, and then click Add to add it to your Media Library. Click OK to save the

settings.
@' v Zyxel Digital Media Server + o ) TPIEY Burn Sync
~ Change how this library gathers its contents
Organize v  Stream =  Create playli h Pl Vl @
~| When you include a folder in a library, the files appear in the library, but continue to be stored =
All in their original locations. g artist Composer
B Library J L
[l Playlists Library locations
v Jd Music 5 Add..
@, Artist Music Default and public s...
~ C\Users\User.DESKTOP-LIGNTTG Music
) Album Remove
(& Genre (usb1_sdat)Zoeys file
B Videos &® 4\192.168.1.1\(usb1_sdal)Zoeys file
=] Pictures w|
= Recorded TV
[E) Other media
[ Other Libraries
v Lﬁ" Zyxel Digital Media Server -
> Jd Music
H Videos
|=]| Pictures L
S Recorded TV Learn more about libraries
(=] Recorde
OK Cancel
p , , : ‘ N .
&IO l,l“k grru ")—@ =

In the right panel, you can browse and play the files available in the USB storage device based on the

category (Music, Video, Pictures, Recorded TV) you selected.

@ Windows Media Player

@U b Zyxel Digital Media Server b Videos b All Videos

-

Organize *  Stream +  Create playlist

Title

Length

Play

Burn

Sync

Release year

Actors

B Library
[i| Playlists
~ JJ Music
@, Artist
(=) Album
&) Genre
H Videos
|=| Pictures
=] Recorded TV
El Other media

Other Libraries
[ Zyel Digital Media Server
> Jd Music

= Videos
|=| Pictures
=] Recorded TV

._Tough Baby final
2.mp4

0 seconds

EDL 547.mdv
6 minutes
Unrated

Rating

Cycling.mp4
26 seconds
Unrated

Installing your
devices.mp4
1 minute

L@

Size
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5.5.2.3 Using a Digital Media Player

This section shows you how you can use the Zyxel Device with a hardware digital media player to play
media files stored in the USB storage device on your TV screen.

Note: For this tutorial, your digital media player is already connected to the TV.

1 Connect the digital media player to an available LAN port on your Zyxel Device.

TV P music
A Sohoto

= Yvideo

D
=
—

2 Turn on the TV and wait for the digital media player Home screen to appear. Select the Zyxel Device as
your media server.

B =10] ]|

(& [01] vme
#) [02] TWPC 1326201
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3

& o (=] S|

(W 017 DX

#) [02] TWPC 13262-01

The screen shows you the list of available media files in the USB storage device. Select the file you want
to open and push the Play button on the remote control.

S 1o/ x|

'_‘I 1] Videos
* [2]ZyXEL Celebration Video
*. [3]ZyXEL Connecting the Future
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5.6 Network Security

This section shows you how to:

» Configure a Firewall Rule
e Set Up Parental Control
* Configure a MAC Address Filter for Wired LAN Connections

5.6.1 Configure a Firewall Rule

You can enable the firewall to protect your LAN computers from malicious aftacks from the Internet.

1 Go to the Security > Firewall > General screen.

2 Select IPv4 Firewall/IPv6 Firewall to enable the firewall, and then click Apply.

General

The firewall blocks unauthorized access to your network. Drag and drop the indicator to set a security level. Also note
that a higher firewall level means more restrictions to the Internet activities you want to perform.

Pv4 Frewal :.
Medium
(Recommended)
L | L
hd
LAM to WAN
WAN to LAN (%}

Mote

(1) LAN to WAN: Allow access to allintemnet services

(2) WAN to LAN: Allow access from other computers on the internet

(3} When the security level is set to "High", access to the following services is allowed:
Telnet,FTR,HTTP, HTTPS,DNS,IMAPR,POP3,5MTP and IPvé Ping

Apply

3 Open the Access Control screen, click Add New ACL Rule to create arule.
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4

Firewall

Access Control [0

An Access Control List (ACL) rule is a manually-defined rule that can accept, reject, or drop incoming or outgoing
packets from your network based on the type of service. For example, you could block users using Instant Messaging in
your network. This screen displays a list of the configured incoming or outgoing filtering rules. Note the order in which the

rules are listed.

The ordering of your rules is very important as rules are applied in tumn.

Rules Storage Space Usage 0%

(+ Add New ACL Ru@

# Name Src P Dest IP Service Action Modify

Use the following fields to configure and apply a new ACL (Access Confrol List) rule.

Fiter Name

Order

Select Source IP Address

Source IP Address

Destination IP Address

IP Type

Protocol

Custom Source Port

Custom Destination Port

Scheduler Rules

< Add New ACL Rule

Specific IP Address

Specific IP Address
[/ prefix
IPv4
Specific Service
ALL
Range -
Range -
ACCEPT
WAN to LAN

e

t{z) per Minute {1-512)

v Add New Rule

Cancel OK

m
3
)

ength]
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* Filter Name: Enter a name to identify the firewall rule.Source IP Address: Enter the IP address of the
computer that initializes traffic for the application or service.

¢ Destination IP Address: Enter the IP address of the computer to which traffic for the application or
service is entering.

* Protocol: Select the protocol (ALL, TCP/UDP, TCP, UDP, ICMP or ICMPv6) used to transport the packets.

¢ Policy: Select whether to (ACCEPT, DROP, or REJECT) the packets.

* Direction: Select the direction (WAN to LAN, LAN to WAN, WAN to ROUTER, or LAN to ROUTER) of the
tfraffic to which this rule applies.

5 Select Enable Rate Limit to activate the rules you created. Click OK.

5.6.2 Set Up Parental Control

This section shows you how to configure rules for accessing the Internet using parental confrol.

Note: The style and features of your parental control vary depending on the Zyxel Device you

are using.

5.6.2.1 Configure Parental Control Schedule and Filter

Parental Confrol Profile (PCP) allows you to set up a rule for:

* Internet usage scheduling.

* Websites and URL keyword blocking.

Use this feature to:

 Limit the days and times a user can access the Internet.

e Limit the websites a user can access on the Internet.

This example shows you how to block a user from accessing the Internet during time for studying. It also
shows you how to stop a user from accessing specific websites.

Use the parameters below to configure a schedule rule and a URL keyword blocking rule.

PROFILE NAME

INTERNET ACCESS
SCHEDULE

NETWORK SERVICE

SITE/URL KEYWORD

Study

Day:
Monday to Friday

Time:
8:00 to 11:00
13:00 to 17:00

Network Service Setting:
Block

Service Name:

HTTP

Protocol:

TCP

Port:

80

Block or Allow the Web Site:
Block the web URLs
Website:

gambling
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Parental Control Screen

Open the Parental Control screen. Select Enable under General to enable parental confrol. Then click
Add New PCP to add a rule.

Parental Control

Parental control allows you to limit the time a user can access the Internet and prevent users from viewing inappropriate
content or participating in specified online activities.

Use this screen to enable parental contfrol and view parental control rules and schedules. You can limit the fime a user can
access the Internet and prevent users from viewing inappropriate content or participating in specified online activities.
These rules are defined in o Parental Confrol Profile (PCP).

General

m
=
0
o
[1+]
T
11}
'
o
[11]
5
(o]
=
M

O
o
(]

Parental Control Profile(PCP)

PCP Home Network User Internet Access Network Website
# Sstatus Name MAC Schedule Service Blocked Modify

Apply

Add New PCP Screen

Go to Parental Control > Add New PCP. Under General:
» Select Enable to enable the rule you are configuring.
* Enter the Parental Control Profile Name given in the above parameter.

¢ Select an user this rule applies to in Home Network User, then click Add. You will see the MAC address
of the user you just select in Rule List.

General
Active Disable [Settings are invalid when disable
Parental Control Profile Mame Study
Home Metwork User TWPCNTO3116-01 (do-40-3e-40-2c-67) A Add
Rule List
User MAC Address Delete
DC-4A-3E-40-EC-67 |

Under Internet Access Schedule:
¢ Click Add New Time to add a second schedule.

* Use the parameter given above to configure the fime settings of your schedule.
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Intemet Access Schedule

3 Under Network Service:
* In Network Service Setting, select Block.

¢ Click Add New Service, then use the parameter given above to configure settings for the Internet
service you are blocking.

Network Service

Metwork Senvice Setting Block v}ee:-ec Service(s

4 Add Mew Service
# Service Name Protocol:Port Modify
1 http TCP:80 @ g

4 Under Site / URL Keyword:

¢ Select Block the web URLs in Block or Allow the Web Site.

¢ Click Add, then use the parameter given above to configure settings for the URL keyword you are
blocking.

» Select Redirect blocked site to Zyxel Family Safety page to redirect the web browser to the Zyxel
Family Safety page if he or she tries to access a website with the blocked URL keyword.

Site/URL Keyword

Block or Allow the Web Site (3 ock the web URLs v )

45 Add

5 Click OK to save your settings.

5.6.2.2 Configuring a Parental Control Schedule

Parental Conftrol Profile allows you to set up a schedule rule for Internet usage. Use this feature to limit
the days and times a user can access the Internet.
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1

2

3

This example shows you how to block an user from accessing the Internet during fime for studying. Use
the parameter below to configure a schedule rule.

PROFILE NAME

START BLOCKING

END BLOCKING

REPEAT ON

Study

8:00 am

11:00 am

from Monday to Friday

1:00 pm

5:00 pm

from Monday to Friday

Click Add more Profile to open the Parental Control screen.

Parental Control

.'_:.

Scheduled Profile. €

@
G\dd more Proﬁle)

You can manage your family’s screen fime by creating profiles,
sefting schedules, managing devices to pause the internat for

bedtime orimportant family momenits.

Use this screen to add a Parental Control rule.
* Enfer the Profile Name given in the above parameter.
¢ Click on the switch to enable Profile Active.

e Select a device, and then click Next to proceed.

<
Parental Control
1
Select Device Time limifs
Frofie Hame g TWPCNT03139-02
]@ P-192.168.123.114

Profile Active 1 5 : : 18
Profile Device List

TWPCNT03137-02

Blocking Schedule

(Nexl )

Use this screen to edit the Parental Control schedule.
¢ Click Add New Schedule to add a second schedule.

* Use the parameter given above to configure the fime settings of your schedules.
¢ Click Save to save the settings.
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Profile Mame

Study

Profile Active

Profile Device List

TWPCNT03137-02

Blocking Schedule
Mon, Tue, Wed, Thu, Fri
From 13:00 fo 17:00

Mon, Tue, Wed, Thu, Fri
From 08:00 fo 11:00

Parental Control

Select Device

>

2

Time limits

Schedule ( 4 Add Mew Schedule '
[ — Whole a
Start blocking End blocking ' Day
From 13:00 To 17:00 {Rhzrmm) Whole
" Wesk
Repeot On
Mon Tue Wed Thu Fri Sat Sun
N\ /
\
( Whole &
Start blocking End blocking Day
From | 08:00 To 11:00 (hhzrom) Whole
Week
Repeat On
Iion Tue Wed Thu Fri Sat Sun
\_ J

Back

Save

5.6.3 Configure a MAC Address Filter for Wired LAN Connections

1

You can use a MAC address filter to exclusively allow or permanently block someone from the wired

LAN network.

This example shows that computer B is not allowed access to the wired LAN network.

Figure 90 Configure a MAC Address Filter Example

A

v
ln'Q

Go to the Security > MAC Filter > MAC Filter screen. Under MAC Address Filter, select Enable.
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MAC Filter

You can configure the Zyxel Device to permif accsss to clients based on their MAC addresses in the MAC Filter screen. This
applies to wired and wireless connections. Every Ethermnet device has a unique MAC (IMedia Access Control) address. The MAC
address is assigned at the factory and consists of six pairs of hexadecimal characters, for example, 00:A0:C5:00:00:02. You
need to know the MAC addresses of the LAN client to configure this screen.

MAC Address Filter @ Enable Disable [Settings are invalid when d'sobl@
MAC Restrict Mode @ Allow Deny
4 Add New Rule
Set Active Host Name MAC Address Delete
E Note

Enable MAC Address Filter and add the host name and MAC address of a LAN client 1o the table if you wish 1o allow or deny them

access to your network.

Cancel Apply

2 Click Add New Rule to add a new entry. Select Active, and then enter the Host Name and MAC Address
of computer B. Click Apply.

MAC Address Filter @ Enable Disable (Settings are invalid when disable)
MAC Restrict Mode Allow @ Deny
4 Add New Rule
Set  Active Host Name MAC Address Delete
1<:> o0 - 24 - 21 - AB - IF - 00 g
Cancel Apply

5.7 Internet Calls

This section shows you how to:

* Add a SIP Service Provider
* Add a SIP Account

¢ Configure a Phone

* Make a VolIP Call
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5.7.1 Configure VolIP

To make voice calls over the Internet, you must set up a Session Initiation Protocol (SIP) provider and SIP
account on the Zyxel Device. You should have an account with a SIP service provider already set up.

5.7.2 Add a SIP Service Provider

Follow the steps below to add a SIP service provider.

1  Make sure your Zyxel Device is connected to the Internet.
2 Open the Web Configurator.

3 Goto the VolP > SIP > SIP Service Provider screen. Click the Add New Provider button to add the SIP
Service Provider.

SIP Service Provider

Use this screen fo view the SIP service provider information on the Zyxel Device. A SIP provider offers Internet call
services using VolP technology. You may need to consult your SIP service provider for the following settings.

#4 Add New Provider

# SIP Service Provider Name  SIP Proxy Server Address REGISTER Server Address  SIP Service Domain  Modify

=

1 Verizon sip.infostrada.it sip.infostrada.it sip.infostrada.it & O

4 On the Add New Provider screen, select Enable SIP Service Provider.

5 Enter the SIP Service Provider Name of up to 64 printable characters except ["], [ L [']. [<].[> ] [A].

[($L 011 [&Lor[:].

6 Enfer SIP Proxy Server Address, SIP REGISTRAR Server Address, and SIP Service Domain provided by your
SIP service provider. Click OK fo save your settings.

AX/DX/EX/PX Series User's Guide

162



Chapter 5 Web Interface Tutorials

General
SIP Service Provider

SIP Service Provider Name

rver Address

srver Port

Add New Provider

SIP Service Provider Selection

ADD_NEW

Enable SIP Service Provider

Verizon
1025~65535)
sip.infostrada.it
025~65535)
sip.infostrada.it
)25~65535

sip.infostrada.it

Canc (@] ¢

[

5.7.3 Add a SIP Account

The SIP account must be associated with the SIP service provider configured above. You may configure
several SIP accounts for the same service provider. Follow the steps below to set up your SIP account:

1 Make sure your Zyxel Device is connected to the Internet.

2 Open the Web Configurator.

3 Go to the VolP > SIP > SIP Account screen.

4 Click the Add New Account button on the SIP Account screen to add a SIP account and map it to a

phone port.
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SIP Account

SIP service provider.

# Enable SIP Account
1 Enabled SIP1
2 Enabled SIp2
3 Disabled SIP3

You can make calls over the Internet using VolP technology. For this, you first need to set up a SIP account with a

The Zyxel Device uses a SIP account to make outgoing VolIP calls and check if an incoming call’s destination
number matches your SIP account’s VolP number. In order to make or receive a VolP call, you need to enable and
configure a SIP account and map it to a phone port. The SIP account contains information that allows your Zyxel
Device to connect to your VolIP service provider.

-+ Add New Account

Service Provider Account Number Modify
Verizon Account] E 0
Verizon Account2 E o
Verizon Account3 E O

Under General, select Enable SIP Account, and then enter the SIP Account Number.

Under Authentication, enfer Username and Password. Leave the other settings as default. Click OK o

save your seftings.

<

SIP Account Selection

SIP Account Selection SIP1
SIP Service Provider Association

SIP Account Associated with
General

Enable SIP Account

SIP Account Number
Avuthentication

usemame

Password
URL Type

URL Type

SIP Account Entry Edit

Verizon

Account]

Userl

Rokoiokokkok ok

SIP -
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5.7.4 Configure a Phone

You must now configure the phone port to use the SIP account you just configured.

1 Go to the VolIP > Phone > Phone Device screen.

2 Click the Modify icon of PHONEL to configure PHONET on your Zyxel Device. The following screen
appears.

Phone Device

Use this screen to view deiailed information on phones used for Internet phone calls (SIP). You can define which phone(s)
will ring when a specific SIP address receives an incoming call, and which SIP address will be used when an outgoing call

is made with a specific phone.

# Phone ID Internal Number Inceming SIF Number Outgoing SIF Number Modify
1 PHONE1 **11 Accountl Account] 2]
2 PHONE2 bl 4 Account2 Account2 It}

3 Under SIP1 SIP Account to Make Outgoing Call, select SIP1 to have the phone connected to the first
phone port use the registered SIP1 account to make outgoing calls.

4 Under SIP Account(s) to Receive Incoming Call, select SIP1 to have the phone connected to the first
phone port receive phone calls for the SIP1 account. Click OK to save your changes.

Phone Device Edit

SIP Account fo Make Outgoing Call

SIP Account @ SIP1 SIP2

SIP Number ChangeMe ChangeMe

SIP Account(s) to Receive Incomming Call

]
b

Pl s

SIP Account

(%)

directoryNumber ChangeMe ChangeMe

Immediate Dial Enable

mmediate Dial Enable

QK
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5.7.5 Make a VolIP Call

Follow these steps to make a phone call using Voice over IP (VoIP).

1 Make sure you connect a telephone to phone port 1 on the Zyxel Device.
2 Make sure the Zyxel Device is furned on and connected to the Internet.
3 Pick up the phone receiver.

4 Dial the VoIP phone number you want to call.

5.8 Device Maintenance

This section shows you how to:

* Upgrade the Firmware
* Back up the Device Configuration

e How fo Reset the Zyxel Device to the Factory Defaults

You can upgrade the Zyxel Device firmware, back up the configuration and restore the Zyxel Device to
its previous or default setfings.

5.8.1 Upgrade the Firmware

Upload the latest firmware to the Zyxel Device for feature enhancements.

1 To download the latest firmware of your Zyxel Device, go to https://www.zyxel.com/service-provider
and search for your model. The latest firmware will be available under the Downloads & resources tab.
The model code for the Zyxel Device in this example is v5.13(ABLZ.1). Note the model code for your Zyxel
Device.

2 Unzip the file.

3 Go to the Maintenance > Firmware Upgrade screen.

4 Click Browse/Choose File and select the file with a ".bin" extension to upload. Click Upload.
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Firmware Upgrade

This screen lets you upload new firmware to your Zyxel Device.

Download the latest firmware file from the Zyxel website and upload it to your Zyxel Device using this screen. The upload process
uses HTTP (Hypertext Transfer Protocol] and may take up to two minutes. After a successful upload, the Zyxel Device will reboot.

Restore Partfial Default Settings After Firmware Upgrade

Reset All Settings Except Mesh After Firmware Upgrade resets all your configurations, except for Mesh WiFi settings, to the factory
defaults after firmware upgrade.

Upgrade Firmware

Reset All Settings After Firmware Upgrads

Reset All Settings Except Mesh After Firmware
Upgrade

Current Firmware Version: V5.18(A

File Path Choose File [Mo file chosen Upload

Upgrade WWAN Package

£
[8]
(o]

Current WWAN Package Version: 1.24

File Path Choose File [Mo file chosen Upload

5 This process may take up to 2 minutes to finish. After 2 minutes, log in again and check your new
firmware version in the Connection Status screen.

5.8.2 Back up the Device Configuration
Back up a configuration file allows you to return to your previous settings.

1 Go to the Maintenance > Backup/Restore screen.

2 Under Backup Configuration, click Backup. A configuration file is saved to your computer. In this case,
the Backup/Restore file is saved.
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Backup/Restore

Information related to factory default settings and backup configuration are shown in this screen. You can also use this
to restore previous device configurations.

Backup Configuration allows you to back up [save) the Zyxel Device's current configuration to a file on your computer.
Once your Iyxel Device is configured and functioning properly, it is highly recommended that you back up your
configuration file before making configuration changes.

Restore Configuration allows you to upload a new or previously saved configuration file from your computer to your
Lyxel Device.

Backup Configuration

Click Backup to save the cumrent configuration of your system to your computer.

Restore Configuration

To restore a previously saved configuration file to your system, browse to the location of the configuration file and click
Upload.

File Path Browse... Up|0CId

Back to Factory Default Settings
Click Reset to clear all user-entered configuration information and return to factory default settings. After resetting, the
- Password is printed on a label on the bottom of the device, written after the fext "Fassword™.

- LAN IP address will be 192.168.1.1

Do you want to save Backup_Restore (125 KB) from 192.168.1.17 Save - Cancel

5.8.3 Restore the Device Configuration

This section shows you how to restore a previously-saved configuration file from your computer to your
Zyxel Device.

1 Go to the Maintenance > Backup/Restore screen.

2 Under Restore Configuration, click Browse/Choose File, and then select the configuration file that you
want to upload. Click Upload.
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Backup/Restore

Information related to factory default settings and backup configuration are shown in this screen. You can also use this to restore

previous device configurations.
Backup Configuration allows you to back up (save) the Zyxel Device's current configuration to a file on your computer. Once
your Zyxel Device is configured and functioning properly, it is highly recommended that you back up your configuration file

before making configuration changes.

Restore Configuration allows you to upload a new or previously saved configuration file from your computer to your Zyxel Device.

Backup Configuration

Click Backup to save the current configuration of your system to your computer.

Backup

Restore Configuration

To restore a previously saved configuration file to your system, browse to the location of the configuration file and click Upload.

File Path C:\Users\NT03139\Dof Browse... Upload

Back to Factory Default Seftings

Click Reset to clear all user-entered configuration information and return to factory default settings. After resetfing. the
- Password is printed on a label on the bottom of the device, written after the text "Password".
- LAN IP address will be 192.148.1.1

- DHCP will be reset to default setting

Reset

3 The Zyxel Device automatically restarts after the configuration file is successfully uploaded. Wait for one
minute before logging into the Zyxel Device again. Go to the Connection Status page to check the
firmware version after the reboot.

5.8.4 How to Reset the Zyxel Device to the Factory Defaults

To reset the Zyxel Device, you can press the RESET button on the rear panel for more than 5 seconds.
Alternatively, you can use the web configurator to reset the Zyxel Device.

Go to Maintenance > Backup/Restore and click the Reset All Settings button. The Zyxel Device will reset
to factory defaults and the LAN IP address will be set to the default IP address.
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Perform Mesh Full Factory Reset

Mesh Full Factory Reset allows you to clear the confroller and agents' all user-entered configuration information and retumn to factory
default settings. After resetting, the

- Password is printfed on a label en the bottom of the device, written after the fexi "Password'.
- LAN IP address will be 192.168.1.1

- DHCP will be reset fo default setting

Reset All Settings

Perform Mesh Partial Factory Reset

Mesh Partial Factory Reset allows you to keep certain user configurables while bringing the reset of the controller and cgents to factory
default setfing.

- System will keep Wi-fi settings, include these user setfings (Mesh Enable/Disable, Mesh Controller Mode, Mesh Backhaul information,
Single SSID Enable/Disable, S31Ds, WPA keys, Encryptlion modes, 2.4GHz Enable/Disable, 5GHz Enable/Disable, Guest Wi-Fi Enable/Disable,
Guest Wi-Fi isolation sefting, 802.11 Mode, PMF setting)

Reset All Settings Except Mesh

If you want to reset the Zyxel Device while keeping the Mesh WiFi Settings, click the Reset All Settings
Except Mesh button. See Chapter 41 on page 482 for more details.

5.9 Remote Access from WAN

This section shows you how to:

¢ Configure Access to Your Zyxel Device

* Configure the Trust Domain

You can configure WAN access for a specific trusted computer through HTTPS, SSH to the Zyxel Device.
Remote management determines which interface and web services are allowed to access the Zyxel
Device.

5.9.1 Configure Access to Your Zyxel Device
Perform the following fo configure access to your Zyxel Device:

1 Go to the Maintenance > Remote Management > MGMT Services screen. Select the WAN interface and
services allowed to access the Zyxel Device remotely.
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Remote Management
MGMT Services
Use this screen to configure the interfaces through which services can access the Zyxel Device. You can also specify service port numbers
computers must use to connect 1o the Zyxel Device.
Service Confrol
WAN Interface used for services @ Any WAN MUt WAN
ETHWAN
Service LAN WLAN WAN Trust Domain Port
HTTPS Enable Enable Enable Enable 443
FTP Enable Enable Enable Enable 21
TELNET Enable Enable Enable Enable 23
SSH Enable Enable Enable Enable 22
SNMP Enable Enable Enable Enable 161
PING Enable Fnable Enable Enable
Apply

These are the different ways to access the Zyxel Device remotely.

ACCESS TYPE LABEL DESCRIPTION
LAN / WLAN (WiFi) | LAN / WLAN This allows access of the selected Service from the local LAN.
WAN WAN This allows access of the selected Service from the WAN connections.

Trust Domain

Trust Domain

This allows access of the selected Service only from the trusted IPv4 / IPvé

addresses configured under Trust Domain.

2 Select how you want to access the Zyxel Device remotely.

3 You may change the server Port number for a service if needed, however you must use the same port
number in order to use that service for remote management.

5.9.2 Configure the Trust Domain
Perform the following to configure the Trust Domain on your Zyxel Device:

1 Go to the Maintenance > Remote Management > Trust Domain screen. Click + Add Trust Domain to go
to the Add Trust Domain screen to add a trusted host IPv4 / IPvé address.
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Remote Management

Trust Domain

Use this screen fo view a list of public IP addresses which are allowed o access the Zyxel Device through the services configured in the
Maintenance > Remote Management > MGMT Services screen.

<+ Add Trust Domain

IP Address Delete

2 Enfer apublic IPv4 / IPvé IP address which is allowed to access the service on the Zyxel Device from the
WAN. Then click OK.

Add Trust Domain

Enter the IP address of the management station permitted to access the local management services. If specific
services from the trusted hosts are allowed access but the trust domain list is empty, all public IP addresses can
access the Iyxel Device from the WAN using the specified services.

P Address {/orafix length

oK

5.10 System Log

This section shows you how to:
¢ View System Log

* Send the System Log through E-mail

5.10.1 View System Log

To view the system log of the Zyxel Device, go to System Monitor > Log > System Log.

Select the Level to filter the log by severity. Select the Category to filter the log by different features. If
you want to download the log file on your local computer, click Export Log to download the Zyxel
Device's system log to your local computer.
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Log

System Log

Export or email the system logs. You can filter the enfries by clicking the Level and/or Categery drop-down fist boxes.

Level Al ¥ Category All X Clear log Refiesh Exportlog E-mail Log Now
# Time Facility Level Category Messages
dnsmasg-dhcp:
1 Feb 17 08:26:40 daemon debug dhepd sendleaseMessageTOESMD
esmdrei=1
dnsmasg-dhep:

sendLeaseMessageToESMD
send fo esmd buf =
d\" \"expire\":\

2 Feb 17 08:26:40 daemon debug dhcpd
3 Feb 17 08:26:40 daoemon info dhepd dﬁsmcsq—dhc;_::
sendLeaseMessageToESMD
dnsmasq-dhep: ignering
4 Fab 17 08:26:40 dasmen warning dhepd ool
DHCP host ne

5.10.2 Send the System Log through E-mail

You can also use the Web Configurator to send the system log of the Zyxel Device to the specific email
addresses. Please follow the steps below:

1 Go to Maintenance > E-mail Notifications and click Add New e-mail to create an account to receive
the log.

E-mail Notification

A mail server is an application or a computer that can receive, forward and deliver e-mail messages.

To have the modem send reports, logs or nofifications via e-mail, you must specify an e-mail server and the e-mail

addresses of the sender and receiver.

Use this screen to view, remove and add e-mail account information on the modem. This account can be set to receive

e-mall notifications for logs.

4+ Add New e-mail

Mail Server E-mail
Address Username Port Security Address Modify Remove

2 Enfer the following information and click OK.

¢ Mail Server Address: Enter the server name or the IP address of the mail server for the email address
specified in the Account e-mail Address field.

* Authentication Username: Enfer the user name of a mail account you specified in the Account e-mail
Address field.

¢ Authentication Password: Enter the password associated with the user name above.

* Account e-mail Address: Enter the email address you want to appear as the sender of the emails
Zyxel Device sends.
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Add New e-mail

E-mail Notification Configuration

| Server Addre:
Server Address

_ance 0k

You can see the account you add on the Maintenance > E-mail Notifications screen.

Go to Maintenance > Log Setting. Set up or enter the following information under E-mail Log Settings
and click Apply.

* E-mail Log Settings: Slide the switch to the right.

* Mail Account: Select the server you set up in Step 2 fo send the log.

¢ Send Log to: Enter the email address to which you want to send the log.

E-mail Log Settings

Go to System Monitor > Log > System Log. Click E-mail Log Now to send the log file to the email address
you specified.

Log

System Log

Export or email the system logs. You can filter the enfries by clicking the Level and/or Categery drop-down fist boxes.

Level Al ¥ Category All X Clear log Refiesh Exportlog E-mail Log Now
# Time Facility Level Category Messages
dnsmasg-dhcp:
1 Feb 17 08:26:40 daemon debug dhepd sendLeaseMessageToESMD

esmdrei=1
dnsmasg-dhep:
sendLeaseM TOESMD
send fo esmd buf =
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CHAPTER ©
Connection Status

6.1 Connection Status Overview

After you log info the Web Configurator, the Connection Status screen appears. You can configure
basic Internet access and WiFi settings in this screen. It also shows the network status of the Zyxel Device
and computers or devices connected to it.

6.1.1 Connectivity
Use this screen to view the network connection status of the Zyxel Device and its clients.

Figure 91 Connectivity

Connectivity

>

Click the Arrow icon (>) to view IP addresses and MAC addresses of the wireless and wired devices
connected to the Zyxel Device.

You can change the icon and name of a connected device. Place your mouse within the device
block, and an Edit icon ( [&) will appear. Click the Edit icon, and you will see there are several icon
choices for you to select. Enter a name in the Device Name field for a connected device. Click to
enable (@) Internet Blocking for a connected WiFi client.

The following screen appears when you enable MPro Mesh in the Network Setting > Wireless > MESH
screen. Check Section 1.1 on page 20 to see if your Zyxel Device supports Mesh.

Use the Topology view screen to display an overview of your Mesh network.
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Figure 92 Connectivity: Connected Devices: Topology View

Connectivity
Topeolegy

In the illustration below you see an overview of your Mesh network.

Device connection: If devices are connected via a dotted line, they are connected via WIFL. If they are connected via a drawn trough
line they are connected via LAN

Colour of the lines: Green lines show a good connection befwesn devices, Amber lines show o bad connsctions between devices, If you
see an amber line between two mesh repeater, we advise to place the mesh devices closer together

Additional device information: By clicking on the different devices, you get additional useful information of the comresponding device like
IP address, connected WIF band or signal strength (RSSI).

Type: coniroller -> first Mesh node of your network, it manages your mesh network: repeater: additional Mesh nodes connected fo your
network: client: devices connected to your mesh network: router: modem that is connected to the first mesh node

Ioom Qut  Icomin

O

e

MNT123349-PCO1

Use the List view screen to view IP addresses and MAC addresses of the WiFi and wired devices
connected to the Zyxel Device. Place your mouse within the device block, and an Edit icon ( [&) will
appear. Click the Edit icon fo change the icon and name of a connected device.
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Figure 93 Connectivity: Connected Devices: List View

< Connectivity

Lisk

Controller - EX5601-T0

|| Band: Wi-Fi 5GHz
/' RSSI:-29
Connection Upfime: 1 hours 92

minutes

\ NT123349-PCO1
l| 1P:

Mac:

(] |
i

6.1.2 Icon and Device Name

Select anicon and/or enter a name in the Device Name field for a connected device. Click to enable
(C .) Internet Blocking (or Active) for a connected WiFi client. Click Save to save your changes.

Figure 94 Connectivity: Edit

Connectivity

Lisk

&

1 . B 2

Save

Controller - EX5601-T0

116 minutes

Active [ 9]
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6.1.3 System Info

Use this screen to view the basic system information of the Zyxel Device.

Figure 95 System Info

System Info

Model Name EX5601-T0
Firmware Version  V5,70{ACDZ.4)b3

System Uptime 4 days 19 hours 54 minutes 15
seconds

LAN MAC Address Tn-nm- s a-nsonaon

Ethemet WAN T1000M/Full

D

Click the Arrow icon (>) to view more information on the status of your firewall and interfaces (WAN,
LAN, and WLAN).
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Figure 96 System Info: Detailed Information (Ethernet Routers)
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Figure 97 System Info: Detailed Information (PON Routers)

Serial Number

GPON Serial

Number

Firmware Va.17(AB

Version

System Uptime

seconds
CPU Usage 0%

Memory Usage 66.1%

LAN Information
IP Address
Subnet Mask
IPvé Address
N/A
IPvé Link Local Address

MAC Address
Security

Firewall

Host Nome AX7501-B1
ModelName  AX7501-B1

CANAWEANTE ST

0 days 0 hours 17 minutes 18

WAN Information (No WAN) WLAN Information 2.4GHz 5GHz

System Info

Interface Status

LAMT LANZ LANZ LAN4 170G LAN

1000MYFull

PC.8)b3

MAC Addrass i et S S B

e Status On On
255.255.255.0 SSID Tyxel_E2A5 Zyxel_E2A5
Channel Auto(Current 3) Auto(Current 60)
: WPA3-Personal-Trans WPA3-Personal-Trans
Security » i
ition ition
Server i i
802.11 Mode 802.11b/g/n/ax Mixe 802.11a/n/ac/ax Mix
e d ed
WPS On On

Medium

Each field is described in the following table.

Table 43 System Info: Detailed Information

LABEL

DESCRIPTION

Host Name

This field displays the Zyxel Device system name. It is used for identification.

Model Name

This shows the model number of your Zyxel Device.

Serial Number

This field displays the serial number of the Zyxel Device.

GPON Serial
Number

This field displays the unique GPON serial number of the GPON port on the Zyxel Device. Use
this serial number to register the Zyxel Device (ONT, Optical Network Terminal) with the OLT
(Optical Line Terminal) server.

Firmware Version

This is the current version of the firmware inside the Zyxel Device.

System Uptime

This field displays how long the Zyxel Device has been running since it last started up. The
Zyxel Device starts up when you plug it in, when you restart it (Maintenance > Reboot), or
when you reset it.

Interface Up Time/
WAN Interface
Uptime

This field displays the length of time of the Ethernet WAN connection.

CPU Usage

This displays the current CPU usage percentage.
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Table 43 System Info: Detailed Information (continued)

LABEL

DESCRIPTION

Memory Usage

This displays the current RAM usage percentage.

WAN Information (These fields display when you have a WAN connection.)

Name

This field displays the name given to the Internet connection.

Encapsulation

This field displays the current encapsulation method.

IP Address

This field displays the current IP address of the Zyxel Device in the WAN. Click the Release/
Renew button if you want o release/renew your WAN IP address.

IP Subnet Mask

This field displays the current IPv4 subnet mask of the Zyxel Device in the WAN.

IPv6 Address

This field displays the current IPvé address of the Zyxel Device in the WAN.

MAC Address

This field displays the WAN Ethernet adapter MAC (Media Access Control) address of your
Zyxel Device.

IPv4 Gateway

This field displays the IPv4 address of the default gateway. The default gateway is a router or
switch on the same segment as your Zyxel Device's interface. The gateway helps forward
packets to destinations outside the local network.

IPv6 Gateway

This field displays the IPvé address of the default gateway. The default gateway is a router or
switch on the same segment as your Zyxel Device's interface. The gateway helps forward
packets to destinations outside the local network.

Primary DNS
server

This field displays the first DNS server address assigned by the ISP.

Secondary DNS
server

This field displays the second DNS server address assigned by the ISP.

Primary DNSvé
server

This field displays the first DNS server IPvé address assigned by the ISP.

Secondary
DNSvé server

This field displays the second DNS server IPvé address assighed by the ISP.

Connection
Uptime

This field displays the time the Zyxel Device's network connection has been active.

LAN Information

IP Address This is the current IP address of the Zyxel Device in the LAN.

Subnet Mask This is the current subnet mask in the LAN.

IPvé Address This is the current IPvé address of the Zyxel Device in the LAN.

IPvé6 Link Local This field displays the current link-local address of the Zyxel Device for the LAN interface.

Address
A link-local address is a special type of the IP address that is only valid for communication
within the local network segment or broadcast domain of the device. Typically, link-local
addresses are used for automatic address configuration and neighbor discovery protocols.

DHCP This field displays what DHCP services the Zyxel Device is providing fo the LAN. The possible

values are:

Server — The Zyxel Device is a DHCP server in the LAN. It assigns IP addresses fo other
computers in the LAN.

Relay — The Zyxel Device acts as a surrogate DHCP server and relays DHCP requests and
responses between the remote server and the clients.

Disable — The Zyxel Device is not providing any DHCP services to the LAN.

MAC Address

This shows the network adapter MAC (Media Access Control) Address of the LAN interface.

Security

Firewall

‘ This displays the firewall's current security level (High, Medium, Low, or Disabled).

WLAN Information

MAC Address

‘ This shows the WiFi adapter MAC (Media Access Control) Address of the WiFi interface.
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Table 43 System Info: Detailed Information (continued)

LABEL DESCRIPTION
Status This displays whether the WLAN is activated.
SSID This is the descriptive name used to identify the Zyxel Device in a WLAN.
Channel This is the channel number currently used by the WiFi interface.
Security This displays the type of security mode the WiFi interface is using in the WLAN.
802.11 Mode This displays the type of 802.11 mode the WiFi interface is using in the WLAN.
WPS This displays whether WPS is activated on the WiFi interface.

6.1.4 WiFi Settings

Use this screen to enable or disable the main WiFi network. When the switch turns blue, the function is
enabled. You can use this screen or the QR code on the upper right corner to check the SSIDs (WiFi
network name) and passwords of the main WiFi networks. If you want to show or hide your WiFi
passwords, click the Eye icon (&).

Figure 98 WiFi Settings (for 2.4G and 5G models)

WiFi Settings

7= 2.4GHz WiFiName Wi Password

246G

'1 zyxel_E]EB sssssssnns @
= 5GHz WiFi Name WiFi Password

5G
t:} zyxel_E] EB sssssssnns @

D

Figure 99 WiFi Seftings (fo2.4 GHz, 5 GHz, and 6 GHz models)

WiFi Settings

= 2.4C WiFi Name WiFi Password

246G

@) Iyxelo7147 ©
= 5G WiFi Name WiFi Password

56

@ Iyxelo7147 ©
= 6G WiFi Name WiFi Password

&G

@) Iyxelo7147 ©

Click the Arrow icon (>) to configure the SSIDs and/or passwords for your main WiFi networks. Click the
Eye icon (@) to display the characters as you enter the WiFi Password.

Scanning the QR code is an alternative way to connect your WiFi client to the WiFi network.
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Note: When you enable Mesh in the Network > Wireless > MESH screen, Keep 2.4G, 5G and
6G the same will be enabled and cannot be disabled.

Figure 100 WiFi Settings: Configuration (for 2.4G and 5G models)

< WiFi Settings
Keep 2.4GHz and 5GHz the same i
2.4GH
Tene ® scHzwiii @O
WiFi
WiFi Name Iyxel_ETEB
iFi Passworc @
i
Save
Figure 101 WiFi Settings: Configuration (2.4 GHz, 5 GHz, and é GHz models)
< WiFi Settings
Keep 2.4G, 5G and éG the same i
2.4G WiFi Z. 5G WiFi :.
4G WiFi -
WiF Mame Tyxel07147
v Fo orga @
frengtt weak
i
Save
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Each field is described in the following table.

Table 44 WiFi Settings: Configuration

LABEL DESCRIPTION

Keep 2.4G, 5G and | Select this and the 2.4 GHz, 5 GHz and é GHz wireless networks will use the same SSID.

6G the same ) ) ) )
If you deselect this, the screen will change. You need to assign different SSIDs for the 2.4 GHz

and 5 GHz wireless networks.

Note: To see if your model supports 6 GHz, please see Section 1.1 on page 20 for
more information.

2.4G / 5G / 6G WiFi | Click this switch to enable or disable the 2.4 GHz / 5 GHz / 6 GHz WiFi network. When the
switch turns blue « @, the function is enabled.

Note: To see if your model supports 6 GHz, please see Section 1.1 on page 20 for
more information.

WiFi Name The SSID (Service Set Identfifier) identifies the service set with which a WiFi device is
associated. WiFi devices associating to the access point (AP) must have the same SSID.

Enter a descriptive name for the WiFi. You can use up to 32 printable characters, including
spaces.

WiFi Password If you selected Random Password, this field displays a pre-shared key generated by the Zyxel
Device.

If you did not select Random Password, you can manually enter a pre-shared key from 8 to
63 alphanumeric (0-9, a-z, A-Z) and special characters, including spaces.

Click the Eye icon to show or hide the password for your WiFi network. When the Eye icon is
slashed (@, you will see the password in plain text. Otherwise, it is hidden.

Random Password Select this fo have the Zyxel Device automatically generate a password. The WiFi Password
field will not be configurable when you select this opftion.

Hide WiFi network Select this fo hide the SSID in the outgoing beacon frame so a station cannot obtain the SSID
name through scanning using a site survey tool.

Note: Disable WPS in the Network Setting > Wireless > WPS screen to hide the SSID.

Save Click Save to save your changes.

6.2 Guest WiFi Settings

Use this screen to enable or disable the guest 2.4 GHz / 5 GHz /6 GHz WiFi networks. When the switch
goes to the right (i .), the function is enabled. Otherwise, it is not. You can check their SSIDs (WiFi
network name) and passwords from this screen. If you want to show or hide your WiFi passwords, click
the Eye icon.

Note: To see if your model supports 6 GHz, please see Section 1.1 on page 20 for more
information.
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Figure 102 Guest WiFi Setftings (for 2.4 GHz and 5 GHz models)

Guest WiFi Settings .
:’%‘; 2.4GHz WiF Name  WiFi Password
@) Zyxel E1EB_QU sesscscscs ©
estl
/5’%\ 5GHz WiFi Name WiFi Password
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estl

>

Figure 103 Guest WiFi Settings (for 2.4 GHz, 5 GHz, and 6 GHz models)

Guest WiFi Settings

= 2.4G WiFi Name WiFi Password

246G

@) Iyxel07147_guest  esesscecss ©
= 5G WiFH Name WiFi Password

5G
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(1<)
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Click the Arrow icon (>) to open the following screen. Use this screen configure the SSIDs and/or
passwords for your guest WiFi networks.

To see if your model supports 6 GHz, please see Section 1.1 on page 20 for more information.

To assign different SSIDs to the 2.4 GHz and 5 GHz guest wireless networks, clear the Keep 2.4G, 5G and
6G the same checkbox in the WiFi Settings screen, and the Guest WiFi Settings screen will change.
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Figure 104 Guest WiFi Settings: Different SSIDs (for 2.4G and 5G models)

Iyxel_G6760_guest] WiFH Name Iyxel_
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Figure 105 Guest WiFi Settings: Different SSIDs (for 2.4 GHz, 5 GHz, and é GHz models)

Guest WiFi Settings

2.4G WiFi ® 5G WiFi -
6G WiFi @
WiFi Name Zyxel07 147_guest
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LG o weak

Each field is described in the following table.

Table 45 WiFi Settings: Configuration

LABEL DESCRIPTION
2.4G/5G/6G WiFi Click this switch to enable or disable the 2.4 GHz / 5 GHz / 6 GHz WiFi networks. When the
switch goes to the right « @, the function is enabled. Otherwise, it is not.
Note: To see if your model supports 6 GHz, please see Section 1.1 on page 20 for
more information.
WiFi Name The SSID (Service Set IDentity) identifies the service set with which a wireless device is

associated. Wireless devices associating to the access point (AP) must have the same SSID.

Enter a descriptive name (up fo 32 printable characters, including spaces) for the WiFi.

WiFi Password

If you selected Random Password, this field displays a pre-shared key generated by the Zyxel
Device.

If you did not select Random Password, you can manually enter a pre-shared key from 8 to
64 alphanumeric (0-9, a-z, A-Z) and special characters, including spaces.
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Table 45 WiFi Seftings: Configuration (continued)

LABEL

DESCRIPTION

Strength

This displays the current password strength — weak, medium, strong.

Click the Eye icon to show or hide the password of your WiFi network. When the Eye icon is
slashed @ you will see the password in plain text. Otherwise, it is hidden.

Random Password

Select this option fo have the Zyxel Device automatically generate a password. The WiFi
Password field will not be configurable when you select this option.

Hide WiFi network

Select this checkbox to hide the SSID in the outgoing beacon frame so a station cannot

name obtain the SSID through scanning using a site survey fool.
Note: Disable WPS in the Network Setting > Wireless > WPS screen to hide the SSID.
Save Click Save to save your changes.
6.2.1 LAN

Use this screen to view the LAN IP address, subnet mask, and DHCP settings of your Zyxel Device. Click
the switch button to turn on/off the DHCP server.

Figure 106 LAN

LAN

P Address
Subnet Mask

P Address Range
DHCP

Lease Time

192.168.1.1
255.255.255.0
192.168.1.3 ~ 192.168.1.254

1days Ohours Omins >

Click the Arrow icon (>) to configure the LAN IP settings and DHCP setting for your Zyxel Device.
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Figure 107 LAN Setup
< LAN
LAN IP Setup IP Addressing Values
B Aciciiess 192 168 1 Egning 192 168 1 2
- IP Address . - S
5 255 255 255 O 192 168 254
Mask : :
DHCP Server State
DHCP Server Lease Time ] 5 0 hour 0 minutes

Save

Each field is described in the following table.

Table 46 LAN Setup

LABEL DESCRIPTION
LAN IP Setup
IP Address Enter the LAN IPv4 IP address you want to assign to your Zyxel Device in dotted decimal
notation, for example, (factory default).
Subnet Mask Enter the subnet mask of your network in dotted decimal notation, for example

255.255.255.0 (factory default). Your Zyxel Device automatically computes the subnet mask
based on the IP Address you enter, so do not change this field unless you are instructed to
do so.

IP Addressing Values

Beginning IP This field specifies the first of the contiguous addresses in the IP address pool.
Address
Ending IP This field specifies the last of the contiguous addresses in the IP address pool.
Address

DHCP Server State

DHCP Server

This is the period of fime a DHCP-assigned address is valid, before it expires.

Lease Time
When a client connects to the Zyxel Device, DHCP automatically assigns the client an IP
addresses from the IP address pool. DHCP leases each addresses for a limited period of time,
which means that past addresses are “recycled” and made available for future
reassignment to other devices.

Days/Hours/ Enter the lease time of the DHCP server.

Minutes

6.3 The Parental Control Screen

Use this screen to view the number of profiles that were created for parental control.
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Figure 108 Parental Confrol

Parental Control

>

Click the yellow Arrow icon to open the following screen. Use this screen to enable parental control and
add more profiles. Add a profile to create restricted access schedules. Go to the Security > Parental
Control > Add New PCP/Edit screen to configure URL filtering settings to block the users on your network
from accessing certain web sites.

Figure 109 Parental Control

< Parental Control @

Scheduled Profile. G)

®

Add more Profile

i}

You can manage your family's screen fime by creating profiles,
sefting schedules, manaoging devices to pause the internet fi

bedtime or important family moments.

o

Each field is described in the following table.

Table 47 Parental Control: Schedule

LABEL DESCRIPTION

Parental Confrol Click this switch to enable parental control.
Scheduled Profile This screen shows all the created profiles.
Add More Profile Click this to create a new profile.

6.3.1 Create a Parental Control Profile

Click Add more Profile to create a profile. Use this screen to add a devices in a profile and block Internet
access on the profile devices.
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Figure 110 Parental

Control: Add More Profile

<

Profile Name

Profilel

Profile Active

Profile Device List

TWPCNTD313%-01

Blocking Schedule

Parental Conirol

1 (2)

Select Device Time: limits

g TWPCNT03139-01
A IP-192.168.123.52

> Mac:10:78:d2:c5:19:

Nexi

Each field is described in the following table.

Table 48 Parental C

ontrol: Add More Profile

LABEL

DESCRIPTION

Profile Name

Enter a descriptive name for the profile.

Profile Active

Click this switch to enable or disable Infernet access. When the switch goes to the right < @,

the function is enabled. Otherwise, it is not.

Profile Device List

This field shows the devices selected on the right for this profile.

Blocking Schedule

This field shows the time during which Internet access is blocked on the profile device(s).

Select a device(s) on your network for this profile.

Figure 111 Parental

Control: Schedule

<

Parental Control

@ > 2

Select Device Time limits
Profile Name yt Schedule 45 Add New Schedule
irotle doiiic t Start blocking End blocking
From | 00:00 Te 23:59 [hhimm)
Profile Device List
Unknown Repeat On
Blocking Schedule Mon Tue Wed Thu Fri Sat Sun
Mon, Tue, Wed, Thu, Fri, Sat, Sun
From 00:00 fo 23:59
Back Save
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Each field is described in the following table.

Table 49 Parental Control: Schedule

LABEL

DESCRIPTION

Profile Name

Enter a descriptive name for the profile. You can use up to 17 printable characters except [
LULULI<LI>LIALISLIIL[&] or[:]. Spaces are allowed.

Profile Active

Click this switch to enable this profile.

Profile Device List

This field shows the devices selected on the right for this profile.

Blocking Schedule

This field shows the time during which Internet access is blocked on the profile devices.

Schedule

Add New Schedule

Click this to add a new block for scheduling.

Start/End blocking

Select the time period when Internet access is blocked on the profile devices.

Repeat On Select the days when Internet access is blocked on the profile devices.
Select Whole Week to make the profile schedule repeat on everyday.

Back Click Back to return to the previous screen.

Save Click Save to save your changes.

Once a profile is created, it will show in the following screen. Click this " to Delete or Edit a profile.

Figure 112 Parental Control: Edit/Delete

Parental Confrol —@

Scheduled Profile

S

Profile]

Profile Active

Profile Device List
TWPCNT0313%-01

Blocking Schedule

From 00:00 to 23:5%

-
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Edit
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CHAPTER 7
Broadband

7.1 Broadband Overview

This chapter discusses the Zyxel Device'’s Broadband screens. Use these screens to configure your Zyxel
Device for Internet access.

A Wide Area Network (WAN) connection is an outside connection to another network or the Internet. It
connects your private networks, such as a Local Area Network (LAN) and other networks, so that a

computer in one location can communicate with computers in other locations.

Figure 113 LAN and WAN

WAN

= Po =

7.1.1 What You Can Do in this Chapter

* Use Broadband screens to view, remove or add a WAN interface. You can also configure the WAN
settings on the Zyxel Device for Internet access.

The Broadband screens for DSL routers and Ethernet/AON/PON routers are slightly different.
For DSL routers, see Section 7.2 on page 197.

For Ethernet, AON and PON routers, see Section 7.3 on page 207.

See Section 1.1 on page 20 fo see which router type your Zyxel Device belongs fo.

¢ Use the Cellular Backup screen to configure cellular WAN connection (Section 7.4 on page 216).

* Use the Advanced screen to enable or disable PTM over ADSL, Annex M/Annex J, and DSL PhyR
functions (Section 7.5 on page 222). Alternatively, use the Advanced screen to configure the Zyxel
Device to reduce the power consumption.

¢ Use the Backup WAN screen to convert the fourth LAN port as a WAN port or reset the Ethernet WAN
port to a LAN port (Section 7.7 on page 227).
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Table 50 WAN Setup Overview (Ethernet, AON, PON Routers)

LER2 INTERNET CONNECTION
CONNECTION | MODE ENCAPSULATION | CONNECTION SETTINGS
Ethernet Routing PPPoE PPP user name and password, WAN IPv4/IPvé IP address,
routing feafure, DNS server, VLAN, QoS, and MTU
IPoE WAN IPv4/IPvé IP address, NAT, DNS server and routing feature
Bridge N/A VLAN
GPON Routing PPPoOE PPP user name and password, WAN IPv4/IPvé IP address,
routing featfure, DNS server, VLAN, QoS, and MTU
IPoE WAN IPv4/IPvé IP address, NAT, DNS server and routing feature
Bridge N/A

Note: This table is for the Ethernet, AON and PON routers. See Section 1.1 on page 20 for more
information.

Table 51 WAN Setup Overview (DSL Routers)

LAYER-2 INTERFACE INTERNET CONNECTION

CONNECTION | DSL LINK TYPE | MODE ENCAPSULATION CONNECTION SETTINGS

ADSL/VDSL over | N/A Routing PPPoE PPP information, IPv4/IPvé IP address,
PTM routing feature, DNS server, VLAN, QoS,
and MTU
IPOE IPv4/IPvé IP address, routing feature, DNS
server, VLAN, QoS, and MTU
Bridge N/A VLAN and QoS
ADSL over ATM EoA Routing PPPoE/PPPoOA ATM PVC configuration, PPP information,

IPv4/IPvé IP address, routing feature, DNS
server, VLAN, QoS, and MTU

IPOE/IPOA ATM PVC configuration, IPv4/IPvé IP
address, routing feature, DNS server, VLAN,
QoS, and MTU
Bridge N/A ATM PVC configuration, and QoS
Ethernet N/A Routing PPPoE PPP user name and password, WAN IPv4/

IPvé IP address, routing feature, DNS
server, VLAN, QoS, and MTU

IPOE WAN IPv4/IPvé IP address, NAT, DNS server
and routing feature
Bridge N/A VLAN and QoS

Note: This table is for the DSL routers. See Section 1.1 on page 20 for more information.

7.1.2 What You Need to Know

The following terms and concepts may help as you read this chapter.
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WAN IP Address

The WAN IP address is an IP address for the Zyxel Device, which makes it accessible from an outside
network. It is used by the Zyxel Device to communicate with other devices in other networks. It can be
static (fixed) or dynamically assigned by the ISP each time the Zyxel Device fries to access the Internet.

If your ISP assigns you a static WAN IP address, they should also assign you the subnet mask and DNS
server IP addresses.

ATM

Asynchronous Transfer Mode (ATM) is a WAN networking technology that provides high-speed data
transfer. ATM uses fixed-size packets of information called cells. With ATM, a high QoS (Quality of Service)
can be guaranteed. ATM uses a connection-oriented model and establishes a virtual circuit (VC).

PTM

Packet Transfer Mode (PTM) is packet-oriented and supported by the VDSL2 standard. In PTM, packets
are encapsulated directly in the High-level Data Link Control (HDLC) frames. It is designed to provide a
low-overhead, fransparent way of transporting packets over DSL links, as an alternative to ATM.

IPv6 Introduction

IPvé (Internet Protocol version 6), is designed to enhance IP address size and features. The increase in
IPvé address size to 128 bits (from the 32-bit IPv4 address) allows up to 3.4 x 1038 |P addresses. The Zyxel
Device can use IPv4/IPvé dual stack to connect to IPv4 and IPvé networks, and supports IPvé rapid
deployment (6RD).

IPv6 Addressing

The 128-bit IPvé address is written as eight 16-bit hexadecimal blocks separated by colons (:). This is an
example IPvé address 2001: 0db8: 1a2b: 0015: 0000: 0000: 1a2f: 0000.

IPvé addresses can be abbreviated in two ways:

* Leading zeros in a block can be omitted. So 2001: 0db8: 1a2b: 0015: 0000: 0000: 1a2f: 0000 can be
written as 2001: db8: 1a2b: 15: 0: 0: 1a2f: 0.

¢ Any number of consecutive blocks of zeros can be replaced by a double colon. A double colon can
only appear once in an IPvé address. So 2001: 0db8: 0000: 0000: 1a2f : 0000: 0000: 0015 can be
written as 2001: 0db8: : 1a2f : 0000: 0000: 0015, 2001: 0db8: 0000: 0000: 1a2f: : 0015,
2001: db8: : 1a2f: 0: 0: 15 or 2001: db8: 0: 0: 1a2f: : 15.

IPv6 Prefix and Prefix Length

Similar to an IPv4 subnet mask, IPvé uses an address prefix to represent the network address. An IPvé
prefix length specifies how many most significant bits (start from the left) in the address compose the
network address. The prefix length is written as “/x" where x is a number. For example,

2001: db8: 1a2h: 15:: 1a2f: 0/ 32

means that the first 32 bits (2001: db8) is the subnet prefix.
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IPv6 Subnet Masking

Both an IPvé address and IPvé subnet mask compose of 128-bit binary digits, which are divided info
eight 16-bit blocks and written in hexadecimal notation. Hexadecimal uses four bits for each character
(1 =10, A-F). Each block’s 16 bits are then represented by four hexadecimal characters. For example,
FFFF:FFFF:FFFF:FFFF:FC00:0000:0000:0000.

IPv6 Rapid Deployment

Use IPvé Rapid Deployment (6rd) when the local network uses IPvé and the ISP has an IPv4 network.
When the Zyxel Device has an IPv4 WAN address and you sef IPv6/IPv4 Mode to IPv4 Only, you can
enable érd to encapsulate IPvé packets in IPv4 packets to cross the ISP's IPv4 network.

The Zyxel Device generates a global IPvé prefix from its IPv4 WAN address and tunnels IPvé traffic to the
ISP’s Border Relay router (BR in the figure) to connect to the native IPvé Internet. The local network can
also use IPv4 services. The Zyxel Device uses its configured IPv4 WAN [P to route IPv4 traffic to the IPv4
Internet.

Figure 114 IPv6 Rapid Deployment
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Dual Stack Lite

Use Dual Stack Lite when local network computers use IPv4 and the ISP has an IPvé network. When the
Zyxel Device has an IPvé6 WAN address and you set IPv6/IPv4 Mode to IPv6 Only, you can enable Dual
Stack Lite to use IPv4 computers and services.

The Zyxel Device tunnels IPv4 packets inside IPvé encapsulation packets to the ISP's Address Family
Transition Router (AFTR in the graphic) to connect to the IPv4 Internet. The local network can also use
IPvé services. The Zyxel Device uses its configured IPvé WAN IP o route IPvé fraffic to the IPvé Internet.
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Figure 115 Dual Stack Lite
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Carrier-Grade NAT (CGNAT)

CGNAT allows an Internet Service Provider (ISP) to use a single public WAN IP address for multiple
customers with different Internet access devices.

7.1.3 Before You Begin

You need to know your Internet access settings such as encapsulation and WAN IP address. Get this
information from your ISP.

7.2 Broadband Settings for DSL Routers

Use this screen to change your Zyxel Device's Internet access settings. The summary table shows you the
configured WAN services (connections) on the Zyxel Device. Use information provided by your ISP to
configure WAN settings.

Click Network Setting > Broadband to access this screen.
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Figure 116 Network Setting > Broadband (Ethernet Gateways)
Broadband

Broacband

Use this screen to change your Zyxel Device's Internet access settings. The summary table shows you the configured WAN services (connections)
on the Zyxel Device. Use information provided by your ISP to configure WAN setfings.

4 Add Mew WAN Interface

# Name Type Mode Encapsulation 802.1p 802.1q IGMP Proxy MNAT Default Gateway IPvé MLD Proxy Modify

1 ADSL ATM  Routing PoE N/A NfA Y Eillwi
2 VDSL  PFTM  Roufing PoE NA N/A @ 5
3 EHWAN EH  Roufing PoE NA N/A @5
4 SFPWAN SFP  Rouling PoE N/A N/A @ 5

The following table describes the labels in this screen.

Table 52 Network Setting > Broadband

LABEL DESCRIPTION

Add New WAN | Click this button to create a new connection.

Interface

# This is the index number of the entry.

Name This is the service name of the connection.

Type This shows types of connections the router has.

Mode This shows whether the connection is in routing or bridge mode.

Encapsulation This is the method of encapsulation used by this connection.

802.1p This indicates the 802.1p priority level assigned to traffic sent through this connection. This
displays N/A when there is no priority level assigned.

802.1g This indicates the VLAN ID number assigned to traffic sent through this connection. This displays
N/A when there is no VLAN ID number assigned.

IGMP Proxy This shows whether the Zyxel Device act as an IGMP proxy on this connection.

NAT This shows whether NAT is activated or not for this connection.

Default This shows whether the Zyxel Device use the WAN interface of this connection as the system

Gateway default gateway.

IPvé This shows whether IPvé is activated or not for this connection. IPvé is not available when the

connection uses the bridging service.

MLD Proxy This shows whether Multicast Listener Discovery (MLD) is activated or not for this connection. MLD
is not available when the connection uses the bridging service.

Modify Click the Edit icon to configure the WAN connection.

Click the Delete icon to remove the WAN connection.

7.2.1 Add or Edit Internet Connection

Click Add New WAN Interface in the Broadband screen or the Edit icon next to an existing WAN
interface to open the following screen. Use this screen to configure a WAN connection. The screen
varies depending on the mode, encapsulation, and IPvé or IPv4 mode you select.
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Routing Mode

Use Routing mode if your ISP give you one IP address only and you want multiple computers to share an
Internet account.

The following example screen displays when you select the Routing mode and PPPoE encapsulation. The
screen varies when you select other encapsulation and IPvé or IPv4 mode.
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Figure 117 Network Sefting > Broadband > Add or Edit New WAN Interface (Routing Mode)
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The following table describes the labels in this screen.

Table 53 Network Setfting > Broadband > Add or Edit New WAN Interface (Routing Mode)

LABEL

DESCRIPTION

General

Click the switch to enable this WAN inferface.

Name

Specify a descriptive name for this connection. You can use up to 15 alphanumeric (0-9, a-z, A-
Z) and special charactersexcept ["]. [ L. [']. [<].[>LIALI$1. [ | ] [&]. or[;]. Spaces are
allowed.

This field is read-only if you are editing the WAN interface.

Type

This field shows the types of available connections.

This field is read-only if you are editing the WAN interface.

Mode

Select Routing if your ISP give you one IP address only and you want multiple computers to share
an Internet account.

Encapsulation

Select the method of encapsulation used by your ISP from the drop-down list box. This option is
available only when you select Routing in the Mode field.

When you select ADSL/VDSL over ATM or Ethernet, the choices are PPPoE and IPoOE.

When you select ADSL over ATM, the choices are PPPOE, IPOE, PPPOA and IPOA.

IPv4/IPvé6 Mode

Select IPv4 Only if you want the Zyxel Device to run IPv4 only.
Select IPv4 IPv6 DualStack to allow the Zyxel Device to run IPv4 and IPvé at the same fime.

Select IPv6 Only if you want the Zyxel Device to run IPvé only.

PPP Information (This is available only when you select Routing in the Mode field and PPPoE or PPPoA in the

Encapsulation fiel

d.)

PPP User Name

Enter the user name exactly as your ISP assigned. If assigned a name in the form user@domain
where domain identifies a service name, then enter both components exactly as given.

PPP Password

Enter the password associated with the user name above. Select password unmask to show your
entered password in plain text.

PPP Connection
Trigger

Select when to have the Zyxel Device establish the PPP connection.
Auto Connect - select this fo not lef the connection time out.

On Demand - select this to automatically bring up the connection when the Zyxel Device
receives packets destined for the Internet.

Idle Timeout This value specifies the time in minutes that elapses before the router automatically disconnects
from the PPPOE server.
This field is not available if you select Auto Connect in the PPP Connection Trigger field.

PPPoOE This field is available when you select PPPOE encapsulation.

Passthrough

In addition to the Zyxel Device's built-in PPPoE client, you can enable PPPOE pass through o
allow up to ten hosts on the LAN to use PPPoOE client soffware on their computers to connect to
the ISP through the Zyxel Device. Each host can have a separate account and a public WAN P
address.

PPPOE pass through is an alternative to NAT for application where NAT is not appropriate.

Disable PPPoE pass through if you do not need to allow hosts on the LAN fo use PPPOE client
software on their computers to connect to the ISP.

ATM PVC Configuration (This is available only when you select ADSL over ATM in the Type field.)

VPI [0-255]

The valid range for the VPl is 0 to 255. Enter the VPI assigned fo you.

VCI [32-65535]

The valid range for the VCl is 32 to 65535 (0 to 31 is reserved for local management of ATM
fraffic). Enter the VCI assigned to you.
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Table 53 Network Setting > Broadband > Add or Edit New WAN Interface (Routing Mode) (continued)

LABEL

DESCRIPTION

Encapsulation

Select the method of multiplexing used by your ISP from the drop-down list box. Choices are:

¢ LLC/SNAP-BRIDGING: In LCC encapsulation, bridged PDUs are encapsulated by identifying
the type of the bridged media in the SNAP header.

e VC/MUX: In VC multiplexing, each protocol is carried on a single ATM virtual circuit (VC). To
fransport multiple protocols, the Zyxel Device needs separate VCs. There is a binding
between a VC and the type of the network protocol carried on the VC. This reduces
payload overhead since there is no need to carry protocol information in each Protocol
Data Unit (PDU) payload.

Service
Category

Select UBR Without PCR for applications that are non-time sensitive, such as email.
Select CBR (Continuous Bit Rate) to specify fixed (always-on) bandwidth for voice or data fraffic.

Select Non Realtime VBR (non real-time Variable Bit Rate) for connections that do not require
closely confrolled delay and delay variation.

Select Realtime VBR (real-time Variable Bit Rate) for applications with bursty connections that
require closely controlled delay and delay variation.

Peak Cell Rate
[cells/s]

Divide the DSL line rate (bps) by 424 (the size of an ATM cell) to find the Peak Cell Rate (PCR). This
is the maximum rate at which the sender can send cells. Type the PCR here.

Sustainable Cell
Rate

The Sustain Cell Rate (SCR) sets the average cell rate (long-term) that can be fransmitted. Type
the SCR, which must be less than the PCR. Note that system default is 0 cells/sec.

Maximum Burst
Size [cells]

Maximum Burst Size (MBS) refers to the maximum number of cells that can be sent at the peak
rate. Type the MBS, which is less than 65535.

VLAN

Click this switch to enable VLAN on this WAN interface.

This field is not available if you select ADSL over ATM in the Type field and PPPoA or IPoA in the Encapsulation field.

802.1p IEEE 802.1p defines up to 8 separate traffic types by inserting a tag into a MAC-layer frame that
contains bits to define class of service.
Select the IEEE 802.1p priority level (from O to 7) o add to traffic through this connection. The
greater the number, the higher the priority level.

802.1q Type the VLAN ID number (from 0 to 4094) for traffic through this connection.

MTU (This is not available if you select ADSL over ATM in the Type field and PPPoA or IPOA in the Encapsulation field.)

MTU

Enter the MTU (Maximum Transfer Unit) size for traffic through this connection.

IP Address (This is available only when you select IPv4 Only or IPv4 IPv6 DualStack in the IPv4/IPv6 Mode field.)

Obtain an IP
Address
Automatically

A static IP address is a fixed IP that your ISP gives you. A dynamic IP address is not fixed; the ISP
assigns you a different one each time you connect to the Internet. Select this if you have a
dynamic IP address.

Static IP Address

Select this option If the ISP assigned a fixed IP address.

IP Address

Enter the static IP address provided by your ISP.

Subnet Mask

Enter the subnet mask provided by your ISP.

This is available only when you set the Encapsulation fo IPOE or IPOA.

Gateway IP
Address

Enter the gateway IP address provided by your ISP.

This is available only when you set the Encapsulation fo IPoE.

DNS Server (This is

available only when you select IPv4 Only or IPv4 IPv6 DualStack in the IPv4/IPv6 Mode field.)

Obtain DNS Info
Automatically

Select Obtain DNS Info Automatically if you want the Zyxel Device to use the DNS server
addresses assigned by your ISP.

Use Following
Static DNS
Address

Select Use Following Static DNS Address if you want the Zyxel Device to use the DNS server
addresses you configure manually.
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Table 53 Network Setting > Broadband > Add or Edit New WAN Interface (Routing Mode) (continued)

LABEL DESCRIPTION

Primary DNS Enter the first DNS server address assigned by the ISP.
Server

Secondary DNS | Enter the second DNS server address assigned by the ISP.
Server

Routing Feature (This is available only when you select IPv4 Only or IPv4 IPv6 DualStack in the IPv4/IPv6 Mode field.)

NAT Click this switch to activate NAT on this connection.
IGMP Proxy Intfernet Group Multicast Profocol (IGMP) is a network-layer protocol used o establish
membership in a multicast group —it is not used to carry user data.
Click this switch to have the Zyxel Device act as an IGMP proxy on this connection.
This allows the Zyxel Device to get subscribing information and maintain a joined member list for
each mulficast group. It can reduce multicast traffic significantly.
Apply asDefault | Click this switch to have the Zyxel Device use this WAN interface of this connection as the system
Gateway default gateway.

Fullcone NAT

Click this switch to enable full cone NAT on this WAN connection.
This field is available only when you activate NAT.

In full cone NAT, the Zyxel Device maps all outgoing packets from an internal IP address and port
to asingle IP address and port on the external network. The Zyxel Device also maps packets
coming fo that external IP address and port to the internal IP address and port.

6RD

The 6RD (IPvé rapid deployment) fields display when you set the IPv6/IPv4 Mode field to IPv4 Only. See IPvé Rapid
Deployment on page 196 for more information.

Click this switch to tunnel IPvé traffic from the local network through the ISP's IPv4 network.

Automatically
configured by

The Automatically configured by DHCPC option is configurable only when you set the method of
encapsulation to IPOE.

DHCPC
Manually Select Manually Configured if you have the IPv4 address of the relay server. Otherwise, select
Configured Automatically configured by DHCPC to have the Zyxel Device detect it automatically through

DHCP.

Service Provider

Enter an IPvé prefix for tunneling IPvé traffic to the ISP’s border relay router and connecting to the

IPvé Prefix native IPvé Internet.
IPv4 Mask Enter the subnet mask number (1 - 32) for the IPv4 network.
Length

Border Relay
IPv4 Address

When you select Manually Configured, specify the relay server’s IPv4 address in this field.

DHCPC Options (This is available only when you select IPv4 Only or IPv4 IPv6 DualStack in the IPv4/IPv6 Mode field
and IPoE in the Encapsulation field.)

Note: The available DHCP options may differ by model.

Request Options

Select Option 42 to have the Zyxel Device get NTP time server information from DHCP packets
sent from the DHCP server.

Select Option 43 to have the Zyxel Device get vendor specific information from DHCP packets
sent from the DHCP server.

Select Option 120 to have the Zyxel Device get static route information from DHCP packets sent
from the DHCP server.

Select Option 121 to have the Zyxel Device get SIP server information from DHCP packets sent
from the DHCP server.

Sent Options
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Table 53 Network Setting > Broadband > Add or Edit New WAN Interface (Routing Mode) (continued)

LABEL DESCRIPTION

option 12 To identify the Zyxel Device to the DHCP server, select this to automatically add the hostname of
the Zyxel Device in the DHCP discovery packets that go to the DHCP server.

option 60 Select this and enter the device identity you want the Zyxel Device to add in the DHCP discovery
packets that go to the DHCP server.

Vendor ID Enter the Vendor Class Identifier, such as the type of the hardware or firmware.

option 61 Select this and enter any string that identifies the device.

IAID Enter the Identity Association Identifier (IAID) of the device, for example, the WAN connection
index number.

DUID Enter the hardware type, a time value and the MAC address of the device.

option 125 Select this to have the Zyxel Device automatically generate and add vendor specific

parameters in the DHCP discovery packets that go to the DHCP server.

IPvé Address (This

is available only when you select IPv4 IPv6 DualStack or IPv6 Only in the IPv4/IPv6 Mode field.)

Obtain an IPvé

Select Obtain an IPv6 Address Automatically if you want to have the Zyxel Device use the IPvé

Address prefix from the connected router’s Router Advertisement (RA) to generate an IPvé address.
Automatically
Static IPvé Select Static IPv6 Address if you have a fixed IPvé address assigned by your ISP. When you select
Address this, the following fields appear.

IPvé Address | Enter an IPvé IP address that your ISP gave to you for this WAN interface.

Prefix Length

Enter the address prefix length to specify how many most significant bits in an IPvé address
compose the network address.

IPv6 Default
Gateway

Enter the IP address of the next-hop gateway. The gateway is a router or switch on the same
segment as your Zyxel Device's interfaces. The gateway helps forward packets to their
destinations.

IPvé DNS Server (This is available only when you select IPv4 IPv6 DualStack or IPv6 Only in the IPv4/IPv6 Mode field.
Configure the IPvé DNS server in the following section.)

Obtain IPvé DNS
Info
Automatically

Select Obtain IPv6 DNS Info Automatically to have the Zyxel Device get the IPvé DNS server
addresses from the ISP automatically.

Use Following
Static IPvé DNS

Select Use Following Static IPv6 DNS Address to have the Zyxel Device use the IPvé DNS server
addresses you configure manually.

Address

Primary DNS Enter the first IPvé DNS server address assigned by the ISP.
Server

Secondary DNS | Enfer the second IPvé DNS server address assigned by the ISP.
Server

IPvé Routing Feature (This is available only when you select IPv4 IPv6 DualStack or IPv6 Only in the IPv4/IPv6 Mode
field. You can enable IPvé routing features in the following section.)

MLD Proxy Select this checkbox to have the Zyxel Device act as an MLD proxy on this connection. This

Enable allows the Zyxel Device to get subscription information and maintain a joined member list for
each multicast group. It can reduce multicast traffic significantly.

Apply as Default | Select this option to have the Zyxel Device use the WAN interface of this connection as the

Gateway system default gateway.

DS-Lite This is available only when you select IPv6 Only in the IPv4/IPv6 Mode field. Enable Dual Stack

Lite to let local computers use IPv4 through an ISP’s IPvé network. See Dual Stack Lite on page
196 for more information.

Click this switch to enable DS-Lite to let local computers use IPv4 through an ISP’s IPvé network.

Automatically
configured by
DHCPC

Select this to have the Zyxel Device detect the relay server automatically through DHCP.
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Table 53 Network Setting > Broadband > Add or Edit New WAN Interface (Routing Mode) (continued)

LABEL DESCRIPTION

Manually Select Manually Configured if you have the IPvé address of the relay server. Otherwise, select

Configured Automatically configured by DHCPC to have the Zyxel Device detect it automatically through
DHCP.

DS-Lite Relay Specify the transition router’s IPvé address.

Server IP

DHCPvé Option (This is available only when you select IPv6 Only or IPv4 IPv6 DualStack in the IPv4/IPv6 Mode field.)

IPv6 Address
From DHCPvé
Server

Click the switch to let the Zyxel Device send DHCP requests to the DHCPvé server to obtain an
IPvé address.

Other
Information
From DHCPvé
Server

Click the switch fo have the Zyxel Device get other information, such as DNS information, from
DHCPvé packets sent from the DHCPvé server.

This will be enabled if IPv6 Address From DHCPV6 Server is enabled.

IPv6 MAP

This is available when you edit an IPvé WAN interface. Slide the switch to the right to create an
IPv6 map domain.

Transport Mode

Select MAP-T (Translation) or MAP-E (Encapsulation) based on the ISP deployment.

Setting Mode

Select DHCP S46 or Manual to configure the following fields.

Note: The following Prefix/Address fields are used for the address mapping rule of MAP-T or MAP-E.

BR IPvé Prefix

This is the IPvé network address/prefix assigned to the BR, including the prefix length.

Rule IPvé Prefix

This is the IPvé network prefix, including the prefix length.

Rule IPv4 Prefix

This is the IPv4 network prefix, including the prefix length.

Note: The following PSID fields are used for the port mapping rule of MAP-T or MAP-E.

PSID Offset The Port Set Identifier (PSID) offset specifies the excluded port range. The default PSID Offset is 4;
port 0~1023 will be reserved for the system o use.

PSID Length This specifies the number of sharing ratio. When PSID Length is set to 8, the ports will be separated
and assigned for 2A8 MAP CEs to use.

PSID A Port Set ID (PSID) identifies a set of ports assigned to a CE for mapping. PSID should be unique
for each CE sharing the IPv4 address.

Cancel Click Cancel to restore your previously saved settings.

Apply Click Apply to save your changes.

Bridge Mode

Click the Add new WAN Interface in the Network Setting > Broadband screen or the Edit icon next to the
connection you want to configure. The following example screen displays when you select Bridge

mode.
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Figure 118 Network Sefting > Broadband > Add or Edit New WAN Interface (Bridge Mode)

Edit WAN Interface

General @ ATM PVC Configuration

Mode Bridge w s : s
Encapsulation LLC/SNAP-BRIDGING v

Service Categor UBR Without PCR A

VIAN @

Apply

The following table describes the fields in this screen.

Table 54 Network Setting > Broadband > Add/Edit New WAN Interface (Bridge Mode)

LABEL DESCRIPTION

General

Click this switch to enable the WAN interface.

Name Enter a service name of the connection. You can use up to 15 alphanumeric (0-9, a-z, A-Z) and
special charactersexcept ["], [ L ['L[<LI[>LIALI$LI[] ] [&] or[:].Spaces are allowed.

This field is read-only is you are editing the WAN interface.

Type Select VDSL over PTM, ADSL over ATM or Ethernet as the WAN interface type.

This field is read-only if you are editing the WAN interface.

Mode Select Bridge when your ISP provides you more than one IP address and you want the connected
computers to get individual IP address from ISP’s DHCP server directly. If you select Bridge, you
cannot use routing functions, such as QoS, Firewall, DHCP server and NAT on traffic from the
selected LAN ports.

VLAN
Click this switch to enable VLAN on this WAN interface.

802.1p IEEE 802.1p defines up to 8 separate fraffic types by inserfing a tag into a MAC-layer frame that
contains bits fo define class of service.

Select the IEEE 802.1p priority level (from 0 to 7) to add to traffic through this connection. The
greater the number, the higher the priority level.

802.1g Type the VLAN ID number (from 0 to 4094) for traffic through this connection.
MTU
MTU | Enter the MTU (Maximum Transfer Unit) size for traffic through this connection.

ATM PVC Configuration (This is available only when you select ADSL over ATM in the Type field.)

VPI [0-255] | The valid range for the VPl is O to 255. Enter the VPI assigned to you.
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Table 54 Network Setting > Broadband > Add/Edit New WAN Interface (Bridge Mode) (continued)

LABEL DESCRIPTION

VCI [32-65535] | The valid range for the VClis 32 to 65535 (0 to 31 is reserved for local management of ATM traffic).
Enter the VCI assigned to you.

Encapsulation | Select the method of multiplexing used by your ISP from the drop-down list box. Choices are:

¢ LLC/SNAP-BRIDGING: In LCC encapsulation, bridged PDUs are encapsulated by identifying
the type of the bridged media in the SNAP header.

¢ VC/MUX: In VC multiplexing, each protocol is carried on a single ATM virtual circuit (VC). To
fransport multiple protocols, the Zyxel Device needs separate VCs. There is a binding between
a VC and the type of the network protocol carried on the VC. This reduces payload overhead
since there is no need to carry protocol information in each Protocol Data Unit (PDU) payload.

Service Select UBR Without PCR for applications that are non-time sensitive, such as email.

Catego
oor Select CBR (Continuous Bif Rate) to specify fixed (always-on) bandwidth for voice or data traffic.

Select Non Realtime VBR (non real-time Variable Bit Rate) for connections that do not require
closely controlled delay and delay variation.

Select Realtime VBR (real-time Variable Bit Rate) for applications with bursty connections that
require closely controlled delay and delay variation.

Peak Cell Rate | Divide the DSL line rate (bps) by 424 (the size of an ATM cell) to find the Peak Cell Rate (PCR). This
[cells/s] is the maximum rate at which the sender can send cells. Enter the PCR here. This is not available
when you set the Service Category fo UBR Without PCR.

Sustainable The Sustain Cell Rate (SCR) sets the average cell rate (long-term) that can be transmitted. Enter
Cell Rate the SCR, which must be less than the PCR. Note that system default is 0 cells/sec. This is not
available when you set the Service Category to UBR Without PCR or CBR.

Maximum Burst | Maximum Burst Size (MBS) refers to the maximum number of cells that can be sent at the peak
Size [cells] rate. Enter the MBS, which is less than 65535. This is not available when you set the Service
Category to UBR Without PCR or CBR.

Cancel Click Cancel fo exit this screen without saving any changes.

Apply Click Apply to save your changes.

7.3 Broadband Settings for Ethernet, AON and PON
Routers

Use this screen to change your Zyxel Device's Infernet access settings. The summary table shows you the
configured WAN services (connections) on the Zyxel Device. Use information provided by your ISP to
configure WAN settings.

Note: The differences of the broadband screens between Ethernet, AON and PON routers are
the type of connections available.

Click Network Setting > Broadband to access this screen.
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Figure 119 Network Setting > Broadband (Ethernet Routers)

Broadband

Broadband

Use this screen to change your Zyxel Device's Infernet access setfings. The summary table shows you the configured WAN services
(connections) on the Tyxel Device. Use information provided by your ISP fo configure WAN settings.

4 Add New WAN Interface

# Name Type  Mode Encapsulation 802.1p 802.1q IGMPProxy NAT Default Gateway [IPvé MLDProxy  Modify

ETHWAN  ETH  Routing PoE N/A INJA Y Y Y Y Y 4 g

Figure 120 Network Sefting > Broadband (AON and PON Routers)

Broadband

Broadband

Use this screen to change your Zyxel Device's Internet access setfings. The summary table shows you the configured
WAN services (connections) on the Zyxel Device. Use information provided by your ISP o configure WAN settings.

4 Add New WAN Interface

IGMP Default MLD
# Name Type Mode Encapsulation 802.1p 802.1q Proxy NAT Gateway IPvé  Proxy Modify

I GPON PON Routing IPoE N/A N/A Y Y Y Y Y 4 6

The following table describes the labels in this screen.

Table 55 Network Setting > Broadband

LABEL DESCRIPTION

Add New WAN | Click this button to create a new connection.

Interface

# This is the index number of the entry.

Name This is the service name of the connection.

Type This displays the type of connections available.

Mode This shows whether the connection is in routing or bridge mode.

Encapsulation This is the method of encapsulation used by this connection.

802.1p This indicates the 802.1p priority level assigned fo fraffic sent through this connection. This
displays N/A when there is no priority level assigned.

802.1g This indicates the VLAN ID number assigned to traffic sent through this connection. This displays
N/A when there is no VLAN ID number assigned.

IGMP Proxy This shows whether the Zyxel Device act as an IGMP proxy on this connection.

NAT This shows whether NAT is activated or not for this connection.

Default This shows whether the Zyxel Device use the WAN interface of this connection as the system

Gateway default gateway.

IPvé This shows whether IPvé is activated or not for this connection. IPvé is not available when the

connection uses the bridging service.
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Table 55 Network Setting > Broadband (confinued)

LABEL DESCRIPTION

MLD Proxy This shows whether Multicast Listener Discovery (MLD) is activated or not for this connection. MLD
is not available when the connection uses the bridging service.

Modify Click the Edit icon to configure the WAN connection.

Click the Delete icon to remove the WAN connection.

7.3.1 Add or Edit Internet Connection

Click Add New WAN Interface in the Broadband screen or the Edit icon next fo an existing WAN
intferface to open the following screen. Use this screen to configure a WAN connection. The screen
varies depending on the mode, encapsulation, and IPvé or IPv4 mode you select.

Routing Mode

Use Routing mode if your ISP give you one IP address only and you want multiple computers to share an
Internet account.

The following example screen displays when you select the Routing mode and PPPoE encapsulation. The
screen varies when you select other encapsulation and IPvé or IPv4 mode.
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Figure 121 Network Setting > Broadband > Add or Edit New WAN Interface (Ethernet Routers Routing
Mode)

<
Add New WAN Interface
General P VLAN P
Name 802.1p 0 -
Type Ethemet v 802.1q (0~4094)
Mode Routing v
MTU
Encapsulation IPOE v
MTU 1500
IPv4/IPvé
. IPv4 IPv6 DualStack v
Mode
IP Address Routing Feature
@ Obtain an IP Address Automatically NAT :. IGMP Proxy :.
Static IP Address
Apply as Default . .
P @ Fulicone NAT [
DNS Server

@ Obtain DNS Info Automatically

Use Following Static DNS Address

DHCPC Options IPvé Address
Request Options @ Obtain an IPvé Address Automatically
option option option option Static IPvé Address
42 43 120 121
IPvé DNS Server
Sent Options
option 60 @® Obtain IPvé DNS Info Autornatically
Vendor ID Use Following Static IPvé DNS Address
opfion 61
IAID
DUID
opfion 125
IPvé Routing Feature DHCPvé Option
Apply as Default Other Information
MLD Proxy @ ] P IPvé Address From )
Gateway e a— :. From DHCPvé
Server
Cancel Apply
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Figure 122 Network Setting > Broadband > Add or Edit New WAN Interface (AON and PON Routers

Routing Mode)

< Edit WAN Interface
General @ PPP Information
MNome
o PPP User Nome admin
e onae @
Mode Routing »
On
Encapsulation | PPPoE v Demanc
IPv4/IPv6
i Pv4 IPvé DualStack w
L Passthrough
VIAN @O IP Address
802.1p
g @ Obtain an IP Address
802.1q 0~4094)
Stafic IP Address
MTU
: . DNS Server
MTU 1500
® Obtain DNS Info Automatically
Use Following Static DNS Address
Routing Feature IPvé Address
NAT ‘.:. IGMP Proxy ':. Obtain an IPvé Address Automatically
® stafic IPvé Address
Apply az IPv6
Default i)  Fullcone NAT [ ) e
Gateway =
IPvé DNS Server
i 4 DNS Al i
ing Static IPvé DNS Addre:
DNS
Server
Secondan
DNS
Server
IPvé Routing Feature DHCPvé Option
ARFey, o3 IPvé Address From Cihrerinformaton
MLD Proxy ;j. Default j. DHCPvé Server . ) From DHCPvé
Gateway Server
Cancel Apply
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The following table describes the labels in this screen.

Table 56 Network Setfting > Broadband > Add or Edit New WAN Interface (Routing Mode)

LABEL DESCRIPTION

General Click this switch to enable the WAN interface.

Name Specify a descriptive name for this connection. You can use up to 15 alphanumeric (0-9, a-z, A-
Z) and special charactersexcept ["]. [ L. [']. [<].[>LIALI$1. [ | ] [&]. or[;]. Spaces are
allowed.

This field is read-only is you are editing the WAN interface.
Type This field shows Ethernet and indicates an Ethernet connection.
This field is read-only is you are editing the WAN interface.
Mode Select Routing if your ISP give you one IP address only and you want multiple computers to share

an Internet account.

Encapsulation

Select the method of encapsulation used by your ISP from the drop-down list box. This option is
available only when you select Routing in the Mode field.

The choices are PPPoE and IPOE.

IPv4/IPv6 Mode

Select IPv4 Only if you want the Zyxel Device to run IPv4 only.
Select IPv4 IPv6 DualStack to allow the Zyxel Device to run IPv4 and IPvé at the same time.

Select IPv6 Only if you want the Zyxel Device to run IPvé only.

PPP Information (This is available only when you select PPPoE in the Encapsulation field.)

PPP User Name

Enter the user name exactly as your ISP assigned. If assigned a name in the form user@domain
where domain identifies a service name, then enter both components exactly as given.

PPP Password

Enter the password associated with the user name above. Select password unmask to show your
entered password in plain text.

PPP Connection
Trigger

Select when to have the Zyxel Device establish the PPP connection.
Auto Connect - select this to not let the connection time out.

On Demand - select this to automatically bring up the connection when the Zyxel Device
receives packets destined for the Internet.

Idle Timeout

This value specifies the time in minutes that elapses before the router automatically disconnects
from the PPPOE server.

This field is only available if you select On Demand in the PPP Connection Trigger field.

PPPOE
Passthrough

This field is available when you select PPPoE encapsulation.

In addition to the Zyxel Device's built-in PPPoOE client, you can enable PPPoE pass through to
allow up to ten hosts on the LAN to use PPPOE client software on their computers to connect to
the ISP through the Zyxel Device. Each host can have a separate account and a public WAN IP
address.

PPPOE pass through is an alternative to NAT for application where NAT is not appropriate.

Disable PPPoE pass through if you do not need to allow hosts on the LAN to use PPPOE client
software on their computers to connect to the ISP.

VLAN

Click this switch to enable or disable VLAN on this WAN interface. When the switch goes to the
right @, the function is enabled. Otherwise, it is not.

802.1p

IEEE 802.1p defines up to 8 separate traffic types by inserting a tag into a MAC-layer frame that
contains bits to define class of service.

Select the IEEE 802.1p priority level (from O to 7) to add to traffic through this connection. The
greater the number, the higher the priority level.

802.1q

Type the VLAN ID number (from 0 to 4094) for traffic through this connection.

MTU
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Table 56 Network Setting > Broadband > Add or Edit New WAN Interface (Routing Mode) (continued)

LABEL

DESCRIPTION

MTU

Enter the MTU (Maximum Transfer Unit) size for traffic through this connection.

IP Address (This is available only when you select IPv4 Only or IPv4 IPv6 DualStack in the IPv4/IPv6 Mode field.)

Obtain an IP
Address
Automatically

A static IP address is a fixed IP that your ISP gives you. A dynamic IP address is not fixed; the ISP
assigns you a different one each time you connect to the Internet. Select this if you have a
dynamic IP address.

Static IP Address

Select this option If the ISP assigned a fixed IP address.

IP Address

Enter the stafic IP address provided by your ISP.

Subnet Mask

Enter the subnet mask provided by your ISP.

This is available only when you set the Encapsulation fo IPoE.

Gateway IP
Address

Enter the gateway IP address provided by your ISP.

This is available only when you set the Encapsulation fo IPoE.

DNS Server (This is

available only when you select IPv4 Only or IPv4 IPv6 DualStack in the IPv4/IPv6 Mode field.)

Select Obtain DNS Info Automically if you want the Zyxel Device to use the DNS server addresses
assigned by your ISP.

Select Use Following Static DNS Address if you want the Zyxel Device to use the DNS server
addresses you configure manually.

Primary DNS Enter the first DNS server address assigned by the ISP.
Server

Secondary DNS | Enter the second DNS server address assigned by the ISP.
Server

Routing Feature (This is available only when you select IPv4 Only or IPv4 IPv6 DualStack in the IPv4/IPv6 Mode field.)

NAT Click this switch to activate or deactivate NAT on this connection. When the switch goes to the
right < @, the function is enabled. Otherwise, it is not.

IGMP Proxy Internet Group Multicast Protocol (IGMP) is a network-layer protocol used to establish
membership in a Multicast group - it is not used fo carry user data.
Click this switch to have the Zyxel Device act as an IGMP proxy on this connection. When the
switch goes to the right @, the function is enabled. Otherwise, it is not.
This allows the Zyxel Device to get subscribing information and maintain a joined member list for
each mulficast group. It can reduce multicast traffic significantly.

Apply asDefault | Click this switch to have the Zyxel Device use the WAN interface of this connection as the system

Gateway default gateway. When the switch goes to the right © @, the function is enabled. Otherwise, it is
not.

Fullcone NAT Click this switch to enable or disable full cone NAT on this connection. When the switch goes to

Enable the right © @, the function is enabled. Otherwise, it is not.

This field is available only when you activate NAT.

In full cone NAT, the Zyxel Device maps all outgoing packets from an internal IP address and port
to asingle IP address and port on the external network. The Zyxel Device also maps packets
coming fo that external IP address and port to the intfernal IP address and port.

DHCPC Options (This is available only when you set the Encapsulation to IPOE and select IPv4 Only or IPv4 IPv6
DualStack in the IPv4/IPv6 Mode field.)

Note: The available DHCP options may differ by model.
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Table 56 Network Setting > Broadband > Add or Edit New WAN Interface (Routing Mode) (continued)

LABEL DESCRIPTION

Request Options | Select Option 42 to have the Zyxel Device get NTP time server information from DHCP packets
sent from the DHCP server.
Select Option 43 to have the Zyxel Device get vendor specific information from DHCP packets
sent from the DHCP server.
Select Option 120 to have the Zyxel Device get static route information from DHCP packets sent
from the DHCP server.
Select Option 121 to have the Zyxel Device get SIP server information from DHCP packets sent
from the DHCP server.

Sent Options

option 60 Select this and enter the device identity you want the Zyxel Device to add in the DHCP discovery
packets that go to the DHCP server.

Vendor ID Enter the Vendor Class Identifier, such as the type of the hardware or firmware.

option 61 Select this and enter any string that identifies the device.

IAID Enter the Identity Association Identifier (IAID) of the device, for example, the WAN connection
index number.

DUID Enter the hardware type, a time value and the MAC address of the device.

option 125 Select this to have the Zyxel Device automatically generate and add vendor specific

parameters in the DHCP discovery packets that go to the DHCP server.

IPvé Address (This

is available only when you select IPv4 IPv6 DualStack or IPv6 Only in the IPv4/IPv6 Mode field.)

Obtain an IPvé

Select Obtain an IPv6 Address Automatically if you want to have the Zyxel Device use the IPvé

Address prefix from the connected router’s Router Advertisement (RA) to generate an IPvé address.
Automatically
Static IPvé Select Static IPv6 Address if you have a fixed IPvé address assigned by your ISP. When you select
Address this, the following fields appear.

IPvé Address | Enter an IPvé IP address that your ISP gave to you for this WAN interface.

Prefix Length

Enter the address prefix length to specify how many most significant bits in an IPvé address
compose the network address.

IPv6 Default
Gateway

Enter the IP address of the next-hop gateway. The gateway is a router or switch on the same
segment as your Zyxel Device's interfaces. The gateway helps forward packets to their
destinations.

IPvé DNS Server (This is available only when you select IPv4 IPv6 DualStack or IPv6 Only in the IPv4/IPv6 Mode field.
Configure the IPvé DNS server in the following section.)

Obtain IPvé DNS
Info
Automatically

Select Obtain IPv6 DNS Info Automatically to have the Zyxel Device get the IPvé DNS server
addresses from the ISP automatically.

Use Following
Static IPvé DNS

Select Use Following Static IPv6 DNS Address to have the Zyxel Device use the IPvé DNS server
addresses you configure manually.

Address

Primary DNS Enter the first IPvé DNS server address assigned by the ISP.
Server

Secondary DNS | Enfer the second IPvé DNS server address assigned by the ISP.
Server

IPvé Routing Feature (This is available only when you select IPv4 IPv6 DualStack or IPv6 Only in the IPv4/1Pv6 Mode
field. You can enable IPvé routing features in the following section.)

MLD Proxy Select this checkbox to have the Zyxel Device act as an MLD proxy on this connection. This

Enable allows the Zyxel Device to get subscription information and maintain a joined member list for
each multicast group. It can reduce multicast traffic significantly.

Apply as Default | Select this option to have the Zyxel Device use the WAN interface of this connection as the

Gateway system default gateway.
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Table 56 Network Setting > Broadband > Add or Edit New WAN Interface (Routing Mode) (continued)

Click this switch to

LABEL DESCRIPTION

DS-Lite This is available only when you select IPv6 Only in the IPv4/IPv6 Mode field. Enable Dual Stack
Lite to let local computers use IPv4 through an ISP’s IPvé network. See Dual Stack Lite on page
196 for more information.
Click this switch to enable DS-Lite to let local computers use IPv4 through an ISP’s IPvé network.

DS-Lite Relay Specify the transition router’s IPvé address.

Server IP

6RD

The 6RD (IPvé rapid deployment) fields display when you set the IPv6/IPv4 Mode field to IPv4 Only. See IPvé Rapid
Deployment on page 196 for more information.

tfunnel IPvé traffic from the local network through the ISP’s IPv4 network.

Select Manually Configured if you have the IPv4 address of the relay server. Otherwise, select
Automatically configured by DHCPC to have the Zyxel Device detect it automatically through
DHCP.

The Automatically configured by DHCPC option is configurable only when you set the method of
encapsulation to IPOE.

Service Provider

Enter an IPvé prefix for tunneling IPvé traffic to the ISP's border relay router and connecting to the

IPvé Prefix native IPvé Internet.
IPv4 Mask Enter the subnet mask number (1 - 32) for the IPv4 network.
Length

Border Relay
IPv4 Address

When you select Manually Configured, specify the relay server’s IPv4 address in this field.

DHCPvé Option (This is available only when you select IPvé Only or IPv4 IPv6 DualStack in the IPv4/IPv6 Mode field.)

IPv6 Address
From DHCPvé
Server

Click the switch (to the right) to let the Zyxel Device send DHCP requests to the DHCPVé6 server to
obtain an IPvé address.

Other Click the switch (to the right) to have the Zyxel Device get other information, such as DNS
Information information, from DHCPvé packets sent from the DHCPvé server.
From DHCPvé o . .
Server This will be enabled if IPv6 Address From DHCPv6 Server is enabled.
Cancel Click Cancel to restore your previously saved setftings.
Apply Click Apply to save your changes.
Bridge Mode

Click the Add new WAN Interface in the Network Setting > Broadband screen or the Editicon next to the
connection you want to configure. The following example screen displays when you select Bridge

mode.
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Figure 123 Network Sefting > Broadband > Add or Edit New WAN Interface (Bridge Mode)

<

(i)

Edit WAN Interface

VLAN

General @ [ )

Bridge v

MTU

Apply

The following table describes the fields in this screen.

Table 57 Network Setfting > Broadband > Add or Edit New WAN Interface (Bridge Mode)

LABEL

DESCRIPTION

General

Click this switch to enable the interface.

Name

Enter a service name of the connection. You can use up to 15 alphanumeric (0-9, a-z, A-Z) and
special charactersexcept ["L["L['LI<LI[>LIALI$LI1 1 [&] or[:].Spaces are allowed.

This field is read-only is you are editing the WAN interface.

Type

This field shows Ethernet and indicates an Ethernet connection.

This field is read-only is you are editing the WAN interface.

Mode

Select Bridge when your ISP provides you more than one IP address and you want the connected
computers to get individual IP address from ISP's DHCP server directly. If you select Bridge, you
cannot use routing functions, such as QosS, Firewall, DHCP server and NAT on fraffic from the
selected LAN ports.

VLAN

Click this switch to enable VLAN on this WAN interface.

802.1p

IEEE 802.1p defines up to 8 separate traffic types by inserting a tag into a MAC-layer frame that
contains bits to define class of service.

Select the IEEE 802.1p priority level (from 0 to 7) to add to fraffic through this connection. The greater
the number, the higher the priority level.

802.1q

Type the VLAN ID number (from 0 to 4094) for traffic through this connection.

MTU

MTU

Enter the MTU (Maximum Transfer Unit) size for traffic through this connection.

Cancel

Click Cancel to exit this screen without saving any changes.

Apply

Click Apply to save your changes.

7.4 Cellular Backup

The USB port of the Zyxel Device allows you to attach a cellular dongle to wirelessly connect to a cellular
network for Internet access. You can have the Zyxel Device use the cellular WAN connection as a
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backup to keep you online if the primary WAN connection fails for Consecutive Fail times. Consult your
cellular service provider to configure the settings in this screen. Disconnect the Fiber port to use the
cellular dongle as your primary WAN connection, as the Zyxel Device automatically uses a wired WAN
connection when available.

Figure 124 Internet Access Application: Cellular WAN

)

<

2
g

Use this screen to configure your cellular seftings. Click Network Setting > Broadband > Cellular Backup.

The actual data rate you obtain varies depending on the cellular card you use, the signal strength o
the service provider's base station, and so on.

Note: Entering a wrong PIN code three times will lock the SIM card in your cellular dongle.
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Note: If you select Drop in the Current Cellular Connection field, the Zyxel Device will drop the
cellular WAN connection when the Time Budget or Data Budget is reached. It may take
some time for the cellular WAN connection to be disconnected when the Time Budget
or Data Budget is reached.

Figure 125 Network Setting > Broadband > Cellular Backup

The USB port of the Zyxel Device allows you to attach a cellular dongle to wirelessly connect fo a cellular network for
Internet access. You can have the Zyxel Device use the cellular WAN conneciion as a backup to keep you online if
the primary WAN connection fails for Consecutive Fail fimes. Consult your cellular service provider o configure the
seftings in this screen. Disconnect the DSL/Ethemet/Fiber WAN ports fo use the cellular dongle as your primary WAN
connection, as the Zyxel Device automatically uses a wired WAN connection when available.

General

Cellular Backup

Ping Check j

Check Cycle Every 60
Consecutive Fai 3 [2~5 times)
Ping Default Gateway

@ Ping Host 8.8.8.8 {Host name or IP address)
Cellular Connection Settings

Card Descriplion N/A

Usemame (Optional)

Password ©  [(Optional)

Authentication Auto v

PIN al) (Cnly for unlock PIN next

(PIN remaining authenfication times)

Dial String *99#
APN infernet
Connection Nailed Up A

@ Obtain an IP Address Automatically
Use the Following Siatic IP Address
@ Obtain DNS Infa Dynamically

Use the Following Static DNS IP Address
Enable e-mail Nofification .:

Note

Entering a wrong PIN code three times will lock the SIM card in your cellular dongle.

Nt

Cancel Apply
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Figure 126 Network > Broadband > Cellular Backup (Budget Setup)

P

Budget Setup

Enable Budget Control .: )

lime Budget 0 hours per month
Data Budget 0 Mbytes Download/Upload v per month
Data Budget 0 kPackefs Download/Upload v per month

Reset all budget counters
on

last v day of the month

Reset time and data budget counters

Actions before over budget

Data Budget 0 % of time budget
Data Budget 0 % of data budget (Mbytes)
Data Budget 0 % of data budget (Packets)

Actions when over budget

Current Cellular Connection Keep v

>

ctions

Enable e-maill Notification .:.

Note

If you select Drop in the Current Cellular Connection field, the will drop the Zyxel Device cellular WAN connection when the T
Budget or Data Budget is reached. It may take some time for the cellular WAN connection to be disconnected when the Tim

Budget or Data Budget is reached.

Cancel Apply

The following table describes the labels in this screen.

Table 58 Network Setting > Broadband > Cellular Backup
LABEL DESCRIPTION

General

Cellular Backup | Click this switch fo have the Zyxel Device use the cellular connection as your WAN or a backup
when the wired WAN connection fails.

Ping Check Click this switch to ping check the connection status of your WAN.

You can configure the frequency of the ping check and number of consecutive failures before
friggering cellular backup.

Check Cycle Enter the frequency of the ping check in this field.
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Table 58 Network Setting > Broadband > Cellular Backup (continued)

LABEL

DESCRIPTION

Consecutive Fail

Enter how many consecutive failures are required before cellular backup is triggered.

Ping Default Select this to have the Zyxel Device ping the WAN interface’s default gateway IP address.

Gateway

Ping Host Select this to have the Zyxel Device ping the particular host name or IP address you typed in this
field.

Cellular Connection Settings

Card This field displays the manufacturer and model name of your cellular card if you inserted one in

Description the Zyxel Device. Otherwise, it displays N/A.

Username Enter the user name (of up to 64 alphanumeric (0-9, a-z, A-Z) and special characters, including
spaces) given to you by your service provider.

Password Enter the password (of up to 64 alphanumeric (0-9, a-z, A-Z) and special characters, including
spaces) associated with the user name above.

Authentication | The Zyxel Device supports PAP (Password Authentication Protocol) and CHAP (Challenge Type
Handshake Authentication Protocol). In PAP, peers identify themselves with a user name and
password. In CHAP, additionally to user name and password the Zyxel Device sends regular
challenges to make sure an intruder has not replaced a peer. CHAP is more secure than PAP;
however, PAP is available on more platforms. Select an authentication protocol (Auto, CHAP or
PAP). Contact your service provider for the correct authentication type.

PIN A PIN (Personal Identification Number) code is a key to a cellular card. Without the PIN code,
you cannoft use the cellular card.

If your ISP enabled PIN code authentication, enter the 4-digit PIN code (0000 for example)
provided by your ISP. If you enter the PIN code incorrectly, the cellular card may be blocked by
your ISP and you cannot use the account fo access the Internet.

If your ISP disabled PIN code authentication, leave this field blank.

Dial String Enter the phone number (dial string) used to dial up a connection to your service provider's base
station. Your ISP should provide the phone number.

For example, *99# is the dial string to establish a GPRS or cellular connection in Taiwan.

APN Enter the APN (Access Point Name) provided by your service provider. Connections with
different APNs may provide different services (such as Infernet access or MMS (Multi-Media
Messaging Service)) and charge method.

You can enter up to 32 printable characters except [" . [ L ['L [<LI[>1LI[ALI$SL I [&].
or [;]. Spaces are allowed.

Connection Select Nailed UP if you do not want the connection to time out.

Select On Demand if you do not want the connection up all the time and specify an idle time-
out in the Max Idle Timeout field.
Max Idle This value specifies the time in minutes that elapses before the Zyxel Device automatically
Timeout disconnects from the ISP.

Obtainan IP Select this opftion if your ISP did not assign you a fixed IP address.

Address

Automatically

Use the Select this option if the ISP assigned a fixed IP address.

Following Static

IP Address

IP Address Enter your WAN IP address in this field if you selected Use the following static IP address.

Subnet Mask

Enter the subnet mask of the IP address.

Obtain DNS Info
Dynamically

Select this to have the Zyxel Device get the DNS server addresses from the ISP automatically.
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Table 58 Network Setting > Broadband > Cellular Backup (continued)

LABEL

DESCRIPTION

Use the
Following Static
DNS IP Address

Select this to have the Zyxel Device use the DNS server addresses you configure manually.

Primary DNS | Enter the first DNS server address assigned by the ISP.
Server

Secondary Enter the second DNS server address assigned by the ISP.
DNS Server

Enable e-maiil
Notification

Select this to enable the email nofification function. The Zyxel Device will email you a nofification
when the cellular connection is up.

Mail Account

Select an email address you have configured in Maintenance > E-mail Notification. The Zyxel
Device uses the corresponding mail server to send notifications.

You must have configured a mail server already in the Maintenance > E-mail Notification screen.

Cellular Backup
e-mail Title

Enter a title that you want to be in the subject line of the email nofifications that the Zyxel Device
sends.

Send
Notification to E-
mail

Notifications are sent to the email address specified in this field. If this field is left blank,
notifications cannot be sent through email.

Click this Y

to show the advanced cellular backup settings.

Budget Setup

Enable Budget
Control

Click this switch to set a monthly limit for the user account of the installed cellular card.

You can set a limit on the total traffic and/or call time. The Zyxel Device takes the actions you
specified when a limit is exceeded during the month.

Time Budget

Select this and specify the amount of fime (in hours) that the cellular connection can be used
within one month. If you change the value after you configure and enable budget control, the
Zyxel Device resets the statistics.

Data Budget
(Mbytes)

Select this and specify how much downstream and/or upstream data (in Mega bytes) can be
fransmitted through the cellular connection within one month.

Select Download/Upload to set a limit on the total traffic in both directions.
Select Download to set a limit on the downstream traffic (from the ISP to the Zyxel Device).
Select Upload to set a limit on the upstream traffic (from the Zyxel Device to the ISP).

If you change the value after you configure and enable budget control, the Zyxel Device resets
the statistics.

Data Budget
(kPackets)

Select this and specify how much downstream and/or upstream data (in k Packets) can be
fransmitted through the cellular connection within one month.

Select Download/Upload to set a limit on the total traffic in both directions.
Select Download to set a limit on the downstream traffic (from the ISP to the Zyxel Device).
Select Upload to set a limit on the upstream traffic (from the Zyxel Device to the ISP).

If you change the value after you configure and enable budget control, the Zyxel Device resets
the stafistics.

Reset allbudget
counters on

Select the date on which the Zyxel Device resets the budget every month. Select last if you want
the Zyxel Device fo reset the budget on the last day of the month. Select specific and enter the
number of the date you want the Zyxel Device to reset the budget.

Reset time and
data budget
counters

Click this button to reset the time and data budgets immediately. The count starts over with the
cellular connection’s full configured monthly time and data budgets. This does not affect the
normal monthly budget restart; so if you configured the time and data budget counters fo reset
on the second day of the month and you use this button on the first, the time and data budget
counters will still reset on the second.
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Table 58 Network Setting > Broadband > Cellular Backup (continued)

LABEL

DESCRIPTION

Actions before
over budget

Specify the actions the Zyxel Device takes before the time or data limit exceeds.

Data Budget

% of time
budget/data
budget
(Mbytes)/data
budget
(kPackets)

Select the checkboxes and enter a number from 1 to 99 in the percentage fields. If you change
the value affer you configure and enable budget conftrol, the Zyxel Device resets the statistics.

Actions when
over budget

Specify the actions the Zyxel Device takes when the time or data limit is exceeded.

Current Cellular

Select Keep to maintain an existing cellular connection or Drop to disconnect it.

Connection
Actions
Enable e-mail Click this switch to enable the email notification function.
Nofification . . . o
The Zyxel Device will email you a nofification whenever over budget occurs.
Mail Select an email address you have configured in Maintenance > E-mail Notification. The Zyxel
Account Device uses the corresponding mail server to send notifications.
You must have configured a mail server already in the Maintenance > E-mail Notification screen.
Cellular Enter a title that you want to be in the subject line of the email notifications that the Zyxel Device
Backup e- sends.
mail Title
Send Notifications are sent to the email address specified in this field. If this field is left blank,
Notification | notifications cannot be sent through email.
to E-mail
Enable Log: Select this to and enter the Interval of how many minutes (1 - 9999) you want the Zyxel Device to
Interval email you.
Cancel Click Cancel to discard any changes to the settings.
Apply Click Apply to save your changes.

7.5 Broadband Advanced Screen for DSL Routers

Use the Advanced screen to enable or disable ADSL over PTM, Annex M, DSL PhyR, and SRA (Seamless
Rate Adaptation) functions. The Zyxel Device supports the PhyR retransmission scheme. PhyR is a
retransmission scheme designed to provide protection against noise on the DSL line. It improves voice,
video and data fransmission resilience by utilizing a retransmission buffer. It also lists ITU-T G.993.2
standard VDSL profiles you can comply with.

ITU-T G.993.2 standard defines a wide range of settings for various parameters, some of which are
encompassed in profiles as shown in the next table.

Note: This features is not available on all models. See Section 1.1 on page 20 for more
information.
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Note: If the settings in the screen are changed, the Zyxel Device will re-establish the DSL
connections.

Table 59 VDSL Profiles

MAX.
PROFILE (B,GHZD)W'DTH gé%&i%g%hﬂ %@?%TDTH POWER (DBM) | D OWNSIREAM

(MBIT/S)

8a 8.832 2048 43125 175 50

8o 8.832 2048 43125 205 50

8c 8.5 1972 43125 1.5 50

8d 8.832 2048 43125 14.5 50

12a 12 2783 43125 145 68

125 12 2783 43125 145 68

17a 17.664 4096 43125 145 100

350 30.000 3479 43125 14.5 100

355 35.328 8192 43125 17.0 300

Click Network Setting > Broadband > Advanced to display the following screen.
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Figure 127 Network Setting > Broadband > Advanced
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Use the Advanced screen to enabile or disable ADSL over PTM, Annex M, DSL PhyR, and SRA (Seamless Rate Adaptation)
functions. The Iyxel Device supports the PhyR retransmission scheme. PhyR is a retransmission scheme designed to provide
protection against neise on the DSL line. It improves voice, video and data fransmission resilience by ulilizing o retransmission
buffer. It also lists ITU-T G.993.2 standard VDSL profiles you can comply with.
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The following table describes the labels in this screen.

Table 60 Network Setting > Broadband > Advanced

LABEL

DESCRIPTION

DSL Capabilities

PhyR US

Enable or disable PhyR US (upstream) for upstream transmission to the WAN. PhyR US should be
enabled if data being transmitted upstream is sensitive to noise. However, enabling PhyR US can
decrease the US line rate. Enabling or disabling PhyR will require the CPE to retrain. For PhyR to
function, the DSLAM must also support PhyR and have it enabled.

PhyR DS

Enable or disable PhyR DS (downstream) for downstream transmission from the WAN. PhyR DS
should be enabled if data being transmitted downstream is sensitive to noise. However,
enabling PhyR DS can decrease the DS line rate. Enabling or disabling PhyR will require the CPE
to refrain. For PhyR to function, the DSLAM must also support PhyR and have it enabled.

PhyR US/DS

Enable or disable PhyR US/DS (upstream/downstream) for both upstream and downstream
fransmission to the WAN. PhyR US should be enabled if data being fransmitted upstream is
sensitive to noise. However, enabling PhyR US can decrease the US line rate. Enabling or
disabling PhyR will require the CPE to retrain. For PhyR to function, the DSLAM must also support
PhyR and have it enabled.

Bitswap

Select Enable to allow the Zyxel Device to adapt to line changes when you are using G.dmt.

Bit-swapping is a way of keeping the line more stable by constantly monitoring and redistributing
bits between channels.

SRA

Enable or disable Seamless Rate Adaption (SRA). Select Enable to have the Zyxel Device
automatically adjust the connection’s data rate according to line conditions without
inferrupting service.

DSL Modulation

PTM over ADSL

Select Enable to use PTM over ADSL. Since PTM has less overhead than ATM, some ISPs use this for
better performance.

G.Dmt

ITU G.992.1 (better known as G.dmt) is an ITU standard for ADSL using discrete multitone
modulation. G.dmf full-rate ADSL expands the usable bandwidth of existing copper telephone
lines, delivering high-speed data communications at rates up to 8 Mbit/s downstream and 1.3
Mbit/s upstream.

G.lite

ITU G.992.2 (better known as G.lite) is an ITU standard for ADSL using discrete multitone
modulation. G.lite does nof strictly require the use of DSL filters, but like all variants of ADSL
generally functions better with splitters.

T1.413

ANSI T1.413 is a technical standard that defines the requirements for the single asymmetric
digital subscriber line (ADSL) for the interface between the telecommunications network and
the customer installation in terms of their interaction and electrical characteristics.

ADSL2

It optionally extends the capability of basic ADSL in data rates to 12 Mbit/s downstream and,
depending on Annex version, up to 3.5 Mbit/s upstream (with a mandatory capability of ADSL2
fransceivers of 8 Mbit/s downstream and 800 kbit/s upstream).

Annex L

Annex L is an optional specification in the ITU-T ADSL2 recommendation G.992.3 titled Specific
requirements for a Reach Extended ADSL2 (READSL2) system operating in the frequency band
above POTS, therefore it is often referred to as Reach Extended ADSL2 or READSL2.The main
difference between this specification and commonly deployed Annex A is the maximum
distance that can be used. The power of the lower frequencies used for fransmitting data is
boosted up to increase the reach of this signal up to 7 kilometers (23,000 ft).

ADSL2+

ADSL2+ extends the capability of basic ADSL by doubling the number of downstream channels.
The data rates can be as high as 24 Mbit/s downstream and up to 1.4 Mbit/s upstream
depending on the distance from the DSLAM to the customer's premises.

Annex M

Annex M is an optional specification in ITU-T recommendations G.992.3 (ADSL2) and G.992.5
(ADSL2+), also referred to as ADSL2 M and ADSL2+ M. This specification extends the capability of
commonly deployed Annex A by more than doubling the number of upstream bits. The data
rates can be as high as 12 or 24 Mbit/s downstream and 3 Mbit/s upstream depending on the
distance from the DSLAM to the customer's premises.
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Table 60 Network Setting > Broadband > Advanced (continued)

LABEL DESCRIPTION

Annex M/J Annex M and Annex J are specified in ITU-Trecommendations G.992.3 (ADSL2) and G.992.5
(ADSL2+). Annex M and Annex J enhance the capabilities of Annex A and Annex B by
increasing the upstream transmission data rate, but slightly reduce the downstream data rates
as a trade-off. Annex M supports data rates of up to 12 Mbit/s downstream and 3.5 Mbit/s
upstream for ADSL2, and up to 24 Mbit/s downstream and 2.5 Mbit/s upstream for ADSL2+.
Annex J supports data rates of up fo 12 Mbit/s downstream and 3.5 Mbit/s upstream for ADSL2,
and up to 24 Mbit/s downstream and 3.5 Mbit/s upstream for ADSL2+. However, the actual
downstream/upstream data rates depend on the distance from the ISP DSLAM to the Zyxel
Device and the quality of your telephone line. Click the switch to enable the Zyxel Device to use
Annex M for Zyxel Device models that use POTS WAN connection, and use Annex J for Zyxel
Device models that use ISDN WAN connection.

VDSL2 VDSL2 (Very High Speed Digital Subscriber Line 2) is the second generation of the VDSL standard
(which is currently denoted VDSL1). VDSL2 allows a frequency band of up to 30MHz and
fransmission rates of up to 100 Mbps in each direction. VDSL2 is defined in G.993.2.

VDSL Profile VDSL2 profiles differ in the width of the frequency band used to transmit the broadband signal.
Profiles that use a wider frequency band can deliver higher maximum speeds.

8a, 8b, 8c, 8d, The G.993.2 VDSL standard defines a wide range of profiles that can be used in different VDSL
120, 12b, 17q, deployment settings, such as in a central office, a street cabinet or a building.

30a, 35b USO
The Zyxel Device must comply with at least one profile specified in G.993.2. but compliance with

more than one profile is allowed.

Cancel Click Cancel to return to the previous configuration.

Apply Click Apply to save your changes back to the Zyxel Device.

7.6 Broadband Advanced Screen for Ethernet Routers

Use the Advanced screen to configure the Zyxel Device to reduce the power consumption.

IEEE 802.3az Energy Efficient Ethernet (EEE)

If EEE is enabled, and there is no WAN/LAN traffic (A) on the Zyxel Device, the Zyxel Device enters low
power idle (L) (or sleep (S)) mode. TLow power idle (L) mode turns off some functions of the physical
layer to save power. Periodically the Zyxel Device fransmits a REFRESH (R) signal (Tr) to allow the
connected WAN/LAN device to keep the link active. The Zyxel Device stays quiet during large intervals
(Tg). When there is traffic to be sent, a WAKE (W) signal is sent to the connected WAN/LAN device fo
return the link to active mode (A).

Auto Power Down

Auto Power Down turns off almost all functions of the Zyxel Device's physical layer when the link is down,
so the Zyxel Device only uses power when there is a link up pulse from the connected WAN/LAN device.
After the link up pulse is detected, the Zyxel Device wakes up from Auto Power Down and operates
normally.

Click Network Setting > Broadband > Advanced to display the following screen.
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Figure 128 Network Setting > Broadband > Advanced

Broadband
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Apply

The following table describes the labels in this screen.

Table 61 Network Setting > Broadband > Advanced

LABEL DESCRIPTION

Ethernet Power Management

Energy Efficient | Slide the switch o the right to activate Energy Efficient Ethernet on the Zyxel Device.
Ethernet

Ethernet Auto Slide the switch fo the right fo activate Auto Power Down on the Zyxel Device.
Power Down

Cancel Click Cancel to return to the previous configuration.

Apply Click Apply to save your changes back fo the Zyxel Device.

7.7 Backup WAN

Use this screen to have the LAN/WAN port on the Zyxel Device ports panel to act as an Ethernet WAN
port. The Ethernet WAN connection has priority over the DSL WAN connection.

It's not enough to just enable the fourth LAN port as a WAN port here. You must also go to Network
Setting > Broadband screen and create a new interface for it with the Type as Ethernet and
Encapsulation as IPoE. It's suggested to enable NAT.

Note: The Ethernet WAN connection has priority over the DSL connection. See Section 1.2.1
on page 25 for the Zyxel Device WAN priority.

Click Network Setting > Broadband > Backup WAN to display the following screen.
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Figure 129 Network Setting > Broadband > Backup WAN

Use this screen fo have the fourth LAN port act as an Ethernet WAN port

State: .: )

Note

(1) Click the switch to set up the configuration. When the switch goes 1o the right, the fourth LAN port act as an Ethernet
WAN port. Ctherwise, the fourth LAN port remains as o LAN port.

(2) The Efthernet WAN connection has prictity over the DSL connection.

Apply
The following table describes the fields in this screen.
Table 62 Network Setting > Broadband > Backup WAN
LABEL DESCRIPTION
State: Click this switch to enable backup WAN to have the LAN/WAN port act as an Ethernet WAN port.
Otherwise, the LAN/WAN port remains as a LAN port.
Cancel Click Cancel fo exit this screen without saving any changes.
Apply Click Apply to save your changes.

7.8 Technical Reference

The following section contains additional fechnical information about the Zyxel Device features
described in this chapter.

Encapsulation

Be sure to use the encapsulation method required by your ISP. The Zyxel Device can work in bridge
mode or routing mode. When the Zyxel Device is in routing mode, it supports the following methods.

IP over Ethernet

IP over Ethernet (IPoE) is an alternative to PPPoE. IP packets are being delivered across an Ethernet
network, without using PPP encapsulation. They are routed between the Ethernet interface and the
WAN interface and then formatted so that they can be understood in a bridged environment. For
instance, it encapsulates routed Ethernet frames into bridged Ethernet cells.

PPP over ATM (PPPoA)

PPPoA stands for Point to Point Protocol over ATM Adaptation Layer 5 (AALS5). A PPPoA connection
functions like a dial-up Internet connection. The Zyxel Device encapsulates the PPP session based on
RFC1483 and sends it through an ATM PVC (Permanent Virtual Circuit) to the Internet Service Provider's
(ISP) DSLAM (digital access multiplexer). Please refer to RFC 2364 for more information on PPPoA. Refer
to RFC 1661 for more information on PPP.
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PPP over Ethernet (PPPOE)

Point-to-Point Protocol over Ethernet (PPPOE) provides access control and billing functionality in a
manner similar to dial-up services using PPP. PPPoE is an IETF standard (RFC 2516) specifying how a
personal computer (PC) inferacts with a broadband modem (DSL, cable, WiFi, and so on) connection.

For the service provider, PPPOE offers an access and authentication method that works with existing
access confrol systems (for example RADIUS).

One of the benefits of PPPoE is the ability to let you access one of multiple network services, a function
known as dynamic service selection. This enables the service provider to easily create and offer new IP
services for individuals.

Operationally, PPPoE saves significant effort for both you and the ISP or carrier, as it requires no specific
configuration of the broadband modem at the customer site.

By implementing PPPoE directly on the Zyxel Device (rather than individual computers), the computers
on the LAN do not need PPPoE software installed, since the Zyxel Device does that part of the task.
Furthermore, with NAT, all of the LANs' computers will have access.

RFC 1483

RFC 1483 describes two methods for Multiprotocol Encapsulation over ATM Adaptation Layer 5 (AALS).
The first method allows multiplexing of multiple protocols over a single ATM virtual circuit (LLC-based
mulfiplexing) and the second method assumes that each protocolis carried over a separate ATM virtual
circuit (VC-based mulfiplexing). Please refer to RFC 1483 for more detailed information.

Multiplexing

There are two conventions to identify what protocols the virtual circuit (VC) is carrying. Be sure to use the
multiplexing method required by your ISP.

VC-based Multiplexing

In this case, by prior mutual agreement, each protocol is assigned to a specific virtual circuit; for
example, VCI1 carries IP, etc. VC-based multiplexing may be dominant in environments where dynamic
creation of large numbers of ATM VCs is fast and economical.

LLC-based Multiplexing

In this case one VC carries multiple protocols with protocol identifying information being contained in
each packet header. Despite the extra bandwidth and processing overhead, this method may be
advantageous if it is not practical to have a separate VC for each carried protocol, for example, if
charging heavily depends on the number of simultaneous VCs.

Traffic Shaping

Traffic Shaping is an agreement between the carrier and the subscriber to regulate the average rate
and fluctuations of data transmission over an ATM network. This agreement helps eliminate congestion,
which is important for transmission of real time data such as audio and video connections.

Peak Cell Rate (PCR) is the maximum rate at which the sender can send cells. This parameter may be
lower (but not higher) than the maximum line speed. 1 ATM cellis 53 bytes (424 bits), so a maximum
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speed of 832Kbps gives a maximum PCR of 1962 cells/sec. This rate is not guaranteed because it is
dependent on the line speed.

Sustained Cell Rate (SCR) is the mean cell rate of each bursty traffic source. It specifies the maximum
average rate at which cells can be sent over the virtual connection. SCR may not be greater than the
PCR.

Maximum Burst Size (MBS) is the maximum number of cells that can be sent at the PCR. After MBS is
reached, cell rates fall below SCR unfil cell rate averages to the SCR again. At this fime, more cells (up to
the MBS) can be sent af the PCR again.

If the PCR, SCR or MBS is set to the default of "0", the system wiill assign a maximum value that correlates
to your upstream line rate.

The following figure illustrates the relationship between PCR, SCR and MBS.

Figure 130 Example of Traffic Shaping
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ATM Traffic Classes

These are the basic ATM traffic classes defined by the ATM Forum Traffic Management 4.0 Specification.
Constant Bit Rate (CBR)

Constant Bit Rate (CBR) provides fixed bandwidth that is always available even if no data is being sent.
CBR fraffic is generally fime-sensitive (does not tolerate delay). CBR is used for connections that
continuously require a specific amount of bandwidth. A PCR is specified and if fraffic exceeds this rate,
cells may be dropped. Examples of connections that need CBR would be high-resolutfion video and
voice.

Variable Bit Rate (VBR)

The Variable Bit Rate (VBR) ATM traffic class is used with bursty connections. Connections that use the
Variable Bit Rate (VBR) traffic class can be grouped into real time (VBR-RT) or non-real time (VBR-nRT)
connections.

The VBR-RT (real-fime Variable Bit Rate) type is used with bursty connections that require closely
controlled delay and delay variation. It also provides a fixed amount of bandwidth (a PCR is specified)
but is only available when data is being sent. An example of an VBR-RT connection would be video
conferencing. Video conferencing requires real-time data transfers and the bandwidth requirement
varies in proportion fo the video image's changing dynamics.
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The VBR-nRT (non real-time Variable Bit Rate) type is used with bursty connections that do not require
closely controlled delay and delay variation. It is commonly used for "bursty" traffic typical on LANs. PCR
and MBS define the burst levels, SCR defines the minimum level. An example of an VBR-nRT connection
would be non-time sensitive data file transfers.

Unspecified Bit Rate (UBR)

The Unspecified Bit Rate (UBR) ATM traffic class is for bursty data transfers. However, UBR does not
guarantee any bandwidth and only delivers traffic when the network has spare bandwidth. An example
application is background file fransfer.

IP Address Assignment

A static IP is a fixed IP that your ISP gives you. A dynamic IP is not fixed; the ISP assigns you a different one
each time. The Single User Account feature can be enabled or disabled if you have either a dynamic or
static IP. However, the encapsulation method assigned influences your choices for IP address and
default gateway.

Introduction to VLANS

A Virtual Local Area Network (VLAN) allows a physical network fo be partitioned info multiple logical
networks. Devices on a logical network belong to one group. A device can belong fo more than one
group. With VLAN, a device cannot directly talk to or hear from devices that are not in the same groups;
the traffic must first go through a router.

In Multi-Tenant Unit (MTU) applications, VLAN is vital in providing isolafion and security among the
subscribers. When properly configured, VLAN prevents one subscriber from accessing the network
resources of another on the same LAN, thus a user will not see the printers and hard disks of another user
in the same building.

VLAN also increases network performance by limiting broadcasts to a smaller and more manageable
logical broadcast domain. In fraditional switched environments, all broadcast packets go to each and
every individual port. With VLAN, all broadcasts are confined to a specific broadcast domain.

Introduction to IEEE 802.1Q Tagged VLAN

A tagged VLAN uses an explicit tag (VLAN ID) in the MAC header to identify the VLAN membership of a
frame across bridges — they are not confined to the switch on which they were created. The VLANs can
be created statically by hand or dynamically through GVRP. The VLAN ID associates a frame with a
specific VLAN and provides the information that switches need to process the frame across the network.
A tagged frame is 4 bytes longer than an untagged frame and contains 2 bytes of TPID (Tag Protocol
Identifier), residing within the type/length field of the Ethernet frame) and 2 bytes of TCI (Tag Confrol
Information), starts after the source address field of the Ethernet frame).

The CFI (Canonical Format Indicator) is a single-bit flag, always set to zero for Ethernet switches. If a
frame received at an Ethernet port has a CFl set to 1, then that frame should not be forwarded as it is to
an untagged port. The remaining twelve bits define the VLAN ID, giving a possible maximum number of
4,096 VLANs. Note that user priority and VLAN ID are independent of each other. A frame with VID
(VLAN Identifier) of null (0) is called a priority frame, meaning that only the priority level is significant and
the default VID of the ingress port is given as the VID of the frame. Of the 4096 possible VIDs, a VID of O is
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used to identify priority frames and value 4095 (FFF) is reserved, so the maximum possible VLAN
configurations are 4,094.

TPID User Priority CFl VLAN ID
2 Bytes | 3 Bifs 1 Bit 12 Bits
Multicast

IP packets are transmitted in either one of two ways — Unicast (1 sender — 1 recipient) or Broadcast (1
sender — everybody on the network). Multicast delivers IP packets to a group of hosts on the network —
not everybody and noft just 1.

Internet Group Multicast Protocol (IGMP) is a network-layer protocol used to establish membership in a
Multicast group - it is not used to carry user data. IGMP version 2 (RFC 2236) is an improvement over
version 1 (RFC 1112) but IGMP version 1 is still in wide use. If you would like to read more detailed
information about interoperability between IGMP version 2 and version 1, please see sections 4 and 5 of
RFC 2236. The class D IP address is used fo identify host groups and can be in the range 224.0.0.0 to
239.255.255.255. The address 224.0.0.0 is not assigned to any group and is used by IP multicast
computers. The address 224.0.0.1 is used for query messages and is assigned to the permanent group of
all IP hosts (including gateways). All hosts must join the 224.0.0.1 group in order to participate in IGMP.
The address 224.0.0.2 is assigned to the multicast routers group.

At start up, the Zyxel Device queries all directly connected networks to gather group membership. After
that, the Zyxel Device periodically updates this information.

DNS Server Address Assignment
Use Domain Name System (DNS) to map a domain name fo its corresponding IP address and vice versa,
forinstance, the IP address of www.zyxel.com is 204.217.0.2. The DNS server is extremely important

because without it, you must know the IP address of a computer before you can access it.

The Zyxel Device can get the DNS server addresses in the following ways.

The ISP tells you the DNS server addresses, usually in the form of an information sheet, when you sign up.
If your ISP gives you DNS server addresses, manually enter them in the DNS server fields.

If your ISP dynamically assigns the DNS server IP addresses (along with the Zyxel Device's WAN [P
address), set the DNS server fields to get the DNS server address from the ISP.

IPv6 Addressing

The 128-bit IPvé6 address is written as eight 16-bit hexadecimal blocks separated by colons (:). This is an
example IPvé address 2001: 0db8: 1a2b: 0015: 0000: 0000: 1a2f: 0000.

IPvé6 addresses can be abbreviated in two ways:

* Leading zeros in a block can be omitted. So 2001: 0db8: 1a2b: 0015: 0000: 0000: 1a2f: 0000 can be
written as 2001: db8: 1a2b: 15: 0: 0: 1a2f: 0.
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¢ Any number of consecutive blocks of zeros can be replaced by a double colon. A double colon can
only appear once in an IPvé address. So 2001: 0db8: 0000: 0000: 1a2f : 0000: 0000: 0015 can be
written as 2001: 0db8: : 1a2f : 0000: 0000: 0015, 2001: 0db8: 0000: 0000: 1a2f : : 0015,
2001: db8: : 1a2f: 0: 0: 15 or2001: db8: 0: 0: 1a2f: : 15.

IPv6 Prefix and Prefix Length

Similar to an IPv4 subnet mask, IPvé uses an address prefix to represent the network address. An IPvé
prefix length specifies how many most significant bits (start from the left) in the address compose the
network address. The prefix length is written as “/x" where x is a number. For example,

2001: db8: 1a2b: 15: : 1a2f: 0/ 32

means that the first 32 bits (2001: db8) is the subnet prefix.
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CHAPTER 8
Wireless

8.1 Wireless Overview

This chapter describes the Zyxel Device's Network Setting > Wireless screens. Use these screens to set up
your Zyxel Device's WiFi network and security settings.

8.1.1 What You Can Do in this Chapter

This section describes the Zyxel Device's Wireless screens. Use these screens to set up your Zyxel Device's
WiFi connection.

* Use the General screen to enable the Wireless LAN, enter the SSID and select the WiFi security mode
(Section 8.2 on page 234)

* Use the Guest/More AP screen to set up multiple WiFi networks on your Zyxel Device (Section 8.3 on
page 241).

* Use the MAC Authentication screen to allow or deny WiFi clients based on their MAC addresses from
connecting to the Zyxel Device (Section 8.4 on page 245).

* Use the WPS screen to enable or disable WPS, view or generate a security PIN (Personal Idenftification
Number) (Section 8.5 on page 247).

* Use the WMM screen to enable WiFi MultiMedia (WMM) to ensure quality of service in WiFi networks for
multimedia applications (Section 8.6 on page 249).

¢ Use the Others screen to configure WiFi advanced features, such as the RTS/CTS Threshold (Section 8.7
on page 250).

* Use the Channel Status screen fo scan the number of accessing points and view the results (Section
8.8 on page 253).

¢ Use the MESH screen to enable or disable Mesh on your Zyxel Device (Section 8.9 on page 254).
8.1.2 What You Need to Know

Wireless Basics

“"Wireless" is essentially radio communication. In the same way that walkie-talkie radios send and
receive information over the airwaves, wireless networking devices exchange information with one
another. A wireless networking device is just like a radio that lets your computer exchange information
with radios aftached to other computers. Like walkie-talkies, most wireless networking devices operate
atf radio frequency bands that are open to the public and do not require a license to use. However,
wireless networking is different from that of most traditional radio communications in that there are a
number of wireless networking standards available with different methods of data encryption.
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WiFi 6 / IEEE 802.11ax

WiFi 6 is backwards compatible with IEEE 802.11a/b/g/n/ac and is most suitable in areas with a high
concentration of users. WiFi 6 devices support Target Wakeup Time (TWT) allowing them to automatically
power down when they are inactive.

The following table displays the comparison of the different WiFi standards.

Table 63 WiFi Standards Comparison

WIFI MAXIMUM LINK BAND SIMULTANEOUS
STANDARD RATE * CONNECTIONS
802.11b 11 Mbps 2.4 GHz 1
802.11a/g 54 Mbps 24GHzand 5GHz |1
802.11n 600 Mbps 24GHzand 5GHz |1
802.11ac 6.93 Gbps 5 GHz 4
2.4 Gbps 2.4 GHz
802.11ax 128
9.61 Gbps 5 GHz and 6 GHz

Note: * The maximum link rate is for reference under ideal conditions only.

WiFi 6E (IEEEB02.11ax — Extended Standard)
WiFi 6E is an extended standard of WiFi é (IEEE 802.11ax). WiFi 6E inherits all the WiFi é features and brings
with an additional 6 GHz band. The 6 GHz band allows you to avoid possible congested traffic in the

lower 2.4 GHz and 5 GHz bands. WiFi clients must support WiFi 6E to connect to the device using the 6
GHz band.

Note: Check your client device's product specification to see if your client device supports
the 6 GHz band (WiFi 6E). If not, you should sfill use the 2.4/5 GHz bands for connection.

Figure 131 Without Multi-Link Operation
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Figure 132 Multi-Link Operation Example
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Finding Out More

See Section 8.10 on page 255 for advanced technical information on WiFi networks.

8.2 Wireless General Settings

Use this screen to enable the WiFi, enter the SSID and select the WiFi security mode. We recommend
that you select More Secure to enable WPA3-SAE data encryption.

Note: If you are configuring the Zyxel Device from a computer connected by WiFi and you
change the Zyxel Device's SSID, channel or security settings, you will lose your WiFi
connection when you press Apply. You must change the WiFi seftings of your computer
to match the new settings on the Zyxel Device.

Note: If upstream or downstream bandwidth is empty, the Zyxel Device sets the value
automatically.

Note: Setting a maximum upstream or downstream bandwidth will significantly decrease
wireless performance.

Note: Keep the same settings for 2.4G, 5G, 6G wireless networks is enabled and cannot be
disabled when you enable Mesh in the Network > Wireless > MESH screen. To see if your
model supports 6 GHz, please see Section 1.1 on page 20 for more information.

Click Network Setting > Wireless to open the General screen.
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Figure 133 Network Setting > Wireless > General (for 2.4G and 5G models)

Wireless

General

Use this screen to enable the Wireless LAN, enter the S5ID and select the wireless security mode. We recommend that you select More Secure
to enable WPA3-SAE/WPA2-PSK data encryption.

Wireless
Wireless same setfings for 2.4GHz and 5GHz wireles 1l
Wireless Network Setup
Band 2.4GHz -
Wireless r_:.
Channel Auta b4 Current: 3 / 20 MHz
Bandwidth 20/40MHz -

Control Sideband

Wireless Network Setlings
Wireless Network Name Example
Max Clients 64
Bl Hide 5SID 1§

Multicast Forwarding

Max. Upstream Bandwidth Kbps
Max. Downstream Bandwicdth Kops
Note

(1) If you are configuring the Zyxel Device from a computer connecied by WiFl and you change the Zyxel Device's S8ID, channel or security
settings, you will lose your WiFi connection when you press Apply. You must change the WiFi settings of your computer to match the new settings
on the Zyxel Device.

(2} If upstream/downsiream bandwidih is empty, the Iyxel Device sets the value automatically. Setting @ maximum upstream/downstream

bandwidth will significantly decrease wireless performance.

B3SID F8:0D:A%:0C:2

Security Level

More Secure

No Securify
X (Recommended)

Security Mode WPAI-SAE/WPA2-PSK v

Protected

Management Frames
Generate password aufornatically

The password m r. 1 number

be at least & characters long, including 1 uppercase latter, 1 lowercas

and 1 special character.

(©)

Password

Strength

strong

N

Cancel Apply
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The following table describes the general WiFi labels in this screen.

Table 64 Network Setting > Wireless > General

LABEL DESCRIPTION
Wireless
Wireless Select Keep the same settings for 2.4G, 5G and 6G wireless networks and the 2.4 GHz, 5 GHz and

6 GHz WiFi networks will use the same SSID and wireless security settings.

Note: To see if your model supports 6 GHz, please see Section 1.1 on page 20 for more
information.

Wireless/WiFi Network Setup

Band

This shows the WiFi band which this radio profile is using. 2.4GHz is the frequency used by IEEE
802.11b/g/n/ax WiFi clients, 5GHz is used by IEEE 802.11a/n/ac/ax WiFi clients while 6GHz is used
by IEEE 802.11a/n/ac/ax WiFi clients.

Note: To see if your model supports 6 GHz, please see Section 1.1 on page 20 for more
information.

Wireless/WiFi

Click this switch to enable or disable WiFi in this field. When the switch turns blue, the function is
enabled. Otherwise, it is not.

Channel

Select a channel from the drop-down list box. The options vary depending on the frequency
band and the counftry you are in.

Use Auto to have the Zyxel Device automatically determine a channel to use.

Bandwidth

A standard 20 MHz channel offers transfer speeds of up to 150 Mbps whereas a 40 MHz channel
uses two standard channels and offers speeds of up to 300 Mbps.

40 MHz (channel bonding or dual channel) bonds two adjacent radio channels to increase
throughput. The WiFi clients must also support 40 MHz. It is often better to use the 20 MHz setting in
a location where the environment hinders the WiFi signal.

An 80 MHz channel groups adjacent 40 MHz channels into pairs to increase bandwidth even
higher.

Select 20MHz if you want to lessen radio interference with other wireless devices in your
neighborhood or the WiFi clients do not support channel bonding.

Noft all Zyxel Devices support all channels. The Zyxel Device will choose the best bandwidth
available automatically depending on the radio you chose and network conditions.

Control
Sideband

This is available for some regions when you select a specific channel and set the Bandwidth field
to 40MHz or 20/40MHz. Set whether the control channel (set in the Channel field) should be in
the Lower or Upper range of channel bands.

Wireless/WiFi Network Settings

Wireless/WiFi
Network Name

The SSID (Service Set IDentity) identifies the service set with which a wireless device is associated.
Wireless devices associatfing fo the access point (AP) must have the same SSID.

Enter a descriptive name for this WiFi network. You can use up to 32 printable characters,
including spaces.

Max Clients

Specify the maximum number of clients that can connect to this network at the same time.

Hide SSID

Select this checkbox to hide the SSID in the outgoing beacon frame so a station cannot obtain
the SSID through scanning using a site survey fool.

This checkbox is grayed out if the WPS function is enabled in the Network Setting > Wireless > WPS
screen.

Blocking BSSID

Select this checkbox so that the WiFi client’s access to all devices on the LAN will be blocked.

LAN Access
Multicast Select this checkbox fo allow the Zyxel Device to convert wireless Multicast fraffic into wireless
Forwarding unicast fraffic.

AX/DX/EX/PX Series User's Guide

238




Chapter 8 Wireless

Table 64 Network Setting > Wireless > General (confinued)

LABEL DESCRIPTION

Max. Upstream | Max. Upstream Bandwidth allows you to specify the maximum rate for upstream wireless traffic
Bandwidth to the WAN from this wireless LAN in kilobits per second (Kbps).

Max. Max. Upstream Bandwidth allows you to specify the maximum rate for downstream wireless
Downstream traffic to this wireless LAN from the WAN in kilobits per second (Kbps).

Bandwidth

BSSID This shows the MAC address of the wireless interface on the Zyxel Device when WiFi is enabled.

Security Level

Security Mode Select More Secure (Recommended) to add security on this WiFi network. The WiFi clients which
want to associate to this network must have same WiFi security settings as the Zyxel Device.
When you select to use a security, additional options appears in this screen.

Or you can select No Security to allow any client to associate this network without any data
encryption or authentication.

See the following sections for more details about this field.

Cancel Click Cancel to restore your previously saved settings.

Apply Click Apply to save your changes.

8.2.1 No Security

Select No Security to allow wireless stations to communicate with the access points without any data
encryption or authentication.

Note: If you do not enable any WiFi security on your Zyxel Device, your network is accessible to
any wireless networking device that is within range.

Figure 134 Wireless > General: No Security
Security Level

No Security

-

The following table describes the labels in this screen.

Table 65 Wireless > General: No Security

LABEL DESCRIPTION

Security Level Choose No Security to allow all WiFi connections without data encryption or authentication.

8.2.2 More Secure (Recommended)

The WPA-PSK (WiFi Protected Access-Pre-Shared Key) security mode provides both improved data
encryption and user authentication over WEP. Using a pre-shared key, both the Zyxel Device and the
connecting client share a common password in order to validate the connection. This type of
encryption, while robust, is not as strong as WPA, WPA2 or even WPA2-PSK. The WPA2-PSK security mode
is a more robust version of the WPA encryption standard. It offers better security, although the use of PSK
makes it less robust than it could be.
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The WPAS-SAE (Simultaneous Authentication of Equals handshake) security mode protects against
dictionary attacks (password guessing attempts). It improves security by requiring a new encrypfion key
every fime a WPA3 connection is made. A handshake is the communication between the Zyxel Device
and a connecting client af the beginning of a WiFi session.

Click Network Setting > Wireless to display the General screen. Select More Secure as the security level.
Then select WPA3-SAE from the Security Mode list if your WiFi client supports it. If you are not sure, select
WPA3-SAE/WPA2-PSK or WPA2-PSK.

Figure 135 Wireless > General: More Secure: WPA3-SAE/WPA2-PSK

Security Level

More Secure
(Recommended)

Generate password automatically

The password must be at least 8 characters long, including 1 uppercase letter, 1 lowercase letter, |
number and 1 special character.

Password ©

Stre

ngth medium

<

Apply

The following table describes the labels in this screen.

Table 66 Wireless > General: More Secure: WPA3-SAE/WPA2-PSK

LABEL

DESCRIPTION

Security Level

Select More Secure to enable data encryption.

Security Mode

Select a security mode from the drop-down list box.

Protected
Management
Frames

This option is only available when using WPA2-PSK as the Security Mode and AES Encryption in
Network Setting > Wireless > General. Management frame protection (MFP) helps present WiFi
DoS (Denial of Service) afttacks.

Select Disable if you do not want to use MFP.

Select Capable to encrypt management frames of WiFi clients that support MFP. Clients that do
not support MFP will still be allowed to join the WiFi network, but remain unprotected.

Select Required to allow only clients that support MFP to join the WiFi network.

When Mesh is enabled, the setftings of Protected Management Frames of 5G will follow 2.4G.
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Table 66 Wireless > General: More Secure: WPA3-SAE/WPA2-PSK (contfinued)

automatically

LABEL DESCRIPTION
Generate Select this option to have the Zyxel Device automatically generate a password. The password
password field will not be configurable when you select this option.

Password

Select Generate password automatically or enter a Password.

The password has two uses.

1. Manual. Manually enter the same password on the Zyxel Device and the client. The
password must be at least 8 characters long, including one uppercase letter, one lowercase
letter, one number, and one special character.

2. WPS. When using WPS, the Zyxel Device sends this password to the client.
Note: More than 63 hexadecimal characters are not accepted for WPS.

Click the Eye icon to show or hide the password for your wireless network. When the Eye icon is
slashed @ you will see the password in plain text. Otherwise, it is hidden.

Strength

This displays the current password strength — weak, medium, strong.

Click this ™ to's

how more fields in this section. Click this ¥ to hide them.

Encryption

AES is the default data encryption type, which uses a 128-bit key.
Select the encryption type (AES or TKIP+AES) for data encryption.
Select AES if your WiFi clients can all use AES.

Select TKIP+AES to allow the WiFi clients to use either TKIP or AES.

Note: Not all models support TKIP+AES encrypftion.

Timer

This is the rate at which the RADIUS server sends a new group key out to all clients.

8.3 Guest/More AP Screen

Use this screen to configure a guest WiFi network that allows access to the Internet through the Zyxel
Device. You can use one access point to provide several BSSs simultaneously. You can then assign
varying security types to different SSIDs. WiFi clients can use different SSIDs to associate with the same

access point.

Click Network Setting > Wireless > Guest/More AP.

The following table introduces the supported WiFi networks.

Table 67 Supported WiFi Networks

WIFI NETWORKS

WHERE TO CONFIGURE

Main/1

Network Setting > Wireless > General screen

Guest/3

Network Setting > Wireless > Guest/More AP screen

The following sc

reen displays.
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Figure 136 Network Setting > Wireless > Guest/More AP

Band

# Status
1 Q
2 Q
3 Q

This screen allows you to configure a guest wireless network that allows access to the Internet only through the Zyxel
Device. You can also configure additional wireless networks, each with different security settings, in this screen.

2.4GHz v
SSID Security Guest WLAN Modify
Zyxel B2BB_guest] WPA3-Personal-Transition External Guest @
2BB_guest2 WP A3-Personal-Transition External Guest A
Zyxel B2BB_guesi3 WPA3-Personal-Transition External Guest %

The following table describes the labels in this screen.

Table 68 Network Setting > Wireless > Guest/More AP

LABEL DESCRIPTION

Band Select a 2.4GHz or 5GHz frequency band to display the SSID profile of the selected band.

# This is the index number of the entry.

Status This field indicates whether this SSID is active. A yellow bulb signifies that this SSID is active, while a
gray bulb signifies that this SSID is not active.

SSID An SSID profile is the set of parameters relating to one of the Zyxel Device's BSSs. The SSID (Service
Set IDentifier) identifies the Service Set with which a wireless device is associated.
This field displays the name of the wireless profile on the network. When a WiFi client scans for an
AP to associate with, this is the name that is broadcast and seen in the WiFi client utility.
Nofte: The SSID profiles displayed differ by the frequency band you select in the Band

field.

Security This field indicates the security mode of the SSID profile.

Guest WLAN This displays if the guest WLAN function has been enabled for this WLAN.
A Home Guest can access the Internet, LAN wired devices connected to the Zyxel Device, and
other Home Guest WiFi clients.
An External Guest can just access the Internet through the Zyxel Device.
N/A displays if guest WLAN is disabled.

Modify Click the Edit icon of an SSID profile fo configure the SSID profile.

8.3.1 The Edit Guest/More AP Screen

Use this screen to create Guest and additional WiFi networks with different security settings.

Note: If upstream/downstream bandwidth is empty, the Zyxel Device sets the value
automatically. Setting a maximum upstream/downstream bandwidth will significantly
decrease WiFi performance.

Click the Edit icon next to an SSID in the Guest/More AP screen. The following screen displays.
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Figure 137 Network Setting > Wireless > Guest/More AP > Edit

More AP Edit

Use this screen to create Gusst and additional wirsless netwarks with different security settings.

Wireless Network Setup
Wireless P
Wireless Network Settings
Wireless Network Name Zyxel_A501_guest]
Hide SSID

Guesi WLAN

Access Scenario External Guest - an
Max. Upsiream Bandwidth Kbps
Max. Downstream
Kb
Bandwidth P
Note

If upsiream/downsirearn bandwidih is empty, the Zyxel Device sets the value automatically. Setting @ maximum
upstream/downsiream bandwidth will significantly decrease wireless performance.

BSSID AAED:EE10:A5:01
SSID Subnet

Security Level

No § " More Secure
o Security
¥ (Recommended)

-

Security Mode WPA3-SAE/WPA2-PSK v
Protected Management

Frames

Generate password automatically

The password must be af least 8 characterslong, including 1 uppercase letter, 1 lowercase letter, 1 number and 1
special character, or 64 hexadecimal digits ("0-9", "A-F")

Password R ©

Strength — weak

e

Encryption AES -

Timer 3600 sec
Cancel @] ¢
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The following table describes the fields in this screen.

Table 69 Network Setting > Wireless > Guest/More AP > Edit

LABEL

DESCRIPTION

WiFi/Wireless Network Setup

WiFi/Wireless

Click this switch to enable or disable the WiFi in this field. When the switch turns blue — @, the
function is enabled; otherwise, it is not.

WiFi/Wireless Network Settings

WiFi/Wireless
Network Name

The SSID (Service Set IDentity) identifies the service set with which a wireless device is associated.
Wireless devices associating to the access point (AP) must have the same SSID.

Enter a descriptive name for the WiFi. You can use up to 32 printable characters, including
spaces.

Hide SSID Select this checkbox to hide the SSID in the outgoing beacon frame so a station cannot obtain
the SSID through scanning using a site survey tool.
Guest WLAN Select this to create Guest WLANs for home and external clients. Select the WLAN type in the

Access Scenario field.

Access Scenario

Select Home Guest or External Guest to provide different levels of access to the Zyxel Device
and the other WiFi clients.

A Home Guest can access the Internet, LAN wired devices connected to the Zyxel Device, and
other Home Guest WiFi clients.

An External Guest can just access the Infernet through the Zyxel Device.

Max. Upstream

Specify the maximum rate for upstream wireless fraffic to the WAN from this WLAN in kilobits per

Bandwidth second (Kbps).
Max. Specify the maximum rate for downstream wireless traffic to this WLAN from the WAN in kilobits
Downstream per second (Kbps).
Bandwidth
BSSID This shows the MAC address of the WiFi interface on the Zyxel Device when WiFi is enabled.
SSID Subnet Click on this switch to Enable this function if you want the wireless network interface fo assign
DHCP IP addresses to the associated WiFi clients.
This option cannot be used if Keep 2.4G and 5G wireless network name the same is enabled in
Network > Wireless > General.
DHCP Start Specify the first of the contiguous addresses in the DHCP IP address pool.
Address
The Zyxel Device assigns IP addresses from this DHCP pool to WiFi clients connecting to the SSID.
DHCP End Specify the last of the contfiguous addresses in the DHCP IP address pool.
Address
SSID Subnet | Specify the subnet mask of the Zyxel Device for the SSID subnet.
Mask
LAN IP Specify the IP address of the Zyxel Device for the SSID subnet.
Address

Security Level

Security Mode

Select More Secure (Recommended) to add security on this WiFi network. The WiFi clients which
want to associate to this network must have the same WiFi security settings as the Zyxel Device.
After you select to use a security, additional options appears in this screen.

Or you can select No Security to allow any client fo associate this network without any data
encryption or authentication.

See Section 8.2.1 on page 239 for more details about this field.
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Table 69 Network Setting > Wireless > Guest/More AP > Edit (confinued)

LABEL DESCRIPTION

Protected This option is only available when using WPA2-PSK as the Security Mode and AES Encryption in
Management Network Setting > Wireless > General. Management frame protection (MFP) helps present WiFi
Frames DoS (Denial of Service) attacks.

Select Disable if you do not want to use MFP.

Select Capable to encrypt management frames of WiFi clients that support MFP. Clients that do
not support MFP will still be allowed to join the WiFi network, but remain unprotected.

Select Required to allow only clients that support MFP to join the WiFi network.

When Mesh is enabled, the settings of Protected Management Frames of 5G will follow 2.4G.

Generate Select this option to have the Zyxel Device automatically generate a password. The password
password field will not be configurable when you select this option.
automatically

Password WPA2-PSK uses a simple common password, instead of user-specific credentials.

1. If you did not select Generate password automatically, you can manually enter a pre-shared
key at least 8 characters long, including one uppercase letter, one lowercase letter, one
number, and one special character.

Click the Eye icon to show or hide the password of your WiFi network. When the Eye icon is
slashed @ you will see the password in plain text. Otherwise, it is hidden.

Strength This displays the current password strength — weak, medium, strong.

Click this ¥ to show more fields in this section. Click again fo hide them.

Encryption Select the encryption type (AES or TKIP+AES) for data encryption.
Select AES if your WiFi clients can all use AES.
Select TKIP+AES to allow the WiFi clients to use either TKIP or AES.

Not all models support the TKIP+AES option.

Timer The Timer is the rate at which the RADIUS server sends a new group key out to all clients.
Cancel Click Cancel to exit this screen without saving.
oK Click OK to save your changes.

8.4 MAC Authentication

Use this screen to give exclusive access to specific connected devices (Allow) or exclude specific
devices from accessing the Zyxel Device (Deny), based on the MAC address of each connected
device. Every Ethernet device has a unique factory-assigned MAC (Media Access Control) address,
which consists of six pairs of hexadecimal characters, for example: 00:A0:C5:00:00:02. You need to know
the MAC addresses of the connected device you want to allow/deny to configure this screen.

Note: You can have up to 25 MAC authentication rules.

Note: This screen is not available when Mesh is enabled in the Network Setting > Wireless >
MESH screen.

Use this screen to view your Zyxel Device's MAC filter settings and add new MAC filter rules. Click
Network Setting > Wireless > MAC Authentication. The screen appears as shown.
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Figure 138 Network Setting> Wireless > MAC Authentication

General

Band

MAC address List

Use this screen to give exclusive access to specific devices ( Allow] or exclude specific devices from accessing the Zyxel Device | Deny) based on
the MAC address of each device. Every Ethemet device has a unigue MAC [Media Access Conirol) address. It is assigned at the factory and
consists of six pairs of hexadecimal characters, for example, 00:AD:C5:00:00:02. You need to know the MAC addresses of the device(s) you want to
allow/deny to configure this screen.

2.4GHz h.4
Iyxel_E1EB v
@ Disable Der A
+
MAC Address Modify
Cance Apply

The following table describes the labels in this screen.

Table 70 Network Setting > Wireless > MAC Authentication

LABEL DESCRIPTION

General

Band Select a 2.4GHz or 5GHz frequency band to display associated WiFi devices in the selected
band, identified by MAC address.

SSID Select the SSID for which you want to configure MAC filter settings.

MAC Restrict
Mode

Define the filter action for the list of MAC addresses in the MAC Address table.
Select Disable to furn off MAC filtering.

Select Deny to block access to the Zyxel Device. MAC addresses not listed will be allowed to
access the Zyxel Device.

Select Allow to permit access to the Zyxel Device. MAC addresses not listed will be denied
access to the Zyxel Device.

MAC address List
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Table 70 Network Setting > Wireless > MAC Authentication (continued)

LABEL DESCRIPTION
Add new MAC | This field is available when you select Deny or Allow in the MAC Restrict Mode field.
address
Click this if you want to add a new MAC address entry to the MAC filter list below.
Select an existing WiFi client from the list fo add as a new entry. Select Custom if you want fo
manually enter the Host Name and MAC Address.
Enter the MAC addresses of the WiFi devices that are allowed or denied access to the Zyxel
Device in these address fields. Enter the MAC addresses in a valid MAC address format, that is,
six hexadecimal character pairs, for example, 12:34:56:78:9a:bc.
< Add MAC address to list
To add a device, please enter device's MAC address
1AC Address Custom v
QK
# This is the index number of the entry.
MAC Address This is the MAC addresses of the WiFi devices that are allowed or denied access to the Zyxel
Device.
Modify Click the Editicon and type the MAC address of the peer device in a valid MAC address format
(six hexadecimal character pairs, for example 12:34:56:78:9a:bc).
Click the Delete icon to delete the entry.
Cancel Click Cancel fo exit this screen without saving.
Apply Click Apply to save your changes.

8.5 WPS

Use this screen to configure WiFi Protected Setup (WPS) on your Zyxel Device.

WiFi Protected Setup (WPS) allows you to quickly set up a WiFi network with strong security, without
having to configure security settings manually. Select one of the WPS methods and follow the
instructions to establish a WPS connection.Your WiFi devices must support WPS to use this feature. We
recommend using Push Button Configuration (PBC) if your WiFi device supports it.

Note: The Zyxel Device applies the security settings of the main SSID (SSID1) profile to the WPS
wireless connection (see Section 8.2.2 on page 239). Some models support more than
one SSID profile, check the supported number on the Network Setting > Wireless >

General screen.

Note: The WPS switch is unavailable if the WiFi is disabled.
If WPS is enabled, UPnP will automatically be turned on.

Click Network Setting > Wireless > WPS. The following screen displays. Click this switch and it will turn blue.
Click Apply to activate the WPS function. Then you can configure the WPS settings in this screen.
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Figure 139 Network Setting > Wireless > WPS

WiFi Protected Setup (WPS] allows you to quickly set up a wireless network with strong security, without having to
configure security settings manually. Select one of the WPS methods and follow the instructions to establish a WPS
connection. Your device must support WPS to use this feature. We recommend using Push Button Configuration | PBC) if
your device supports it.

General
Band 2.4GHz v

Add a new device with WPS Method

ﬁ,‘ Method 1
7 pec @

Step1.Click WPS button WPS

Step2.Press the WPS button on your
new wirsless client device

within 120 seconds

Note
(1) If WPS is Enabled, UPnP will automatically be turned on.
[2) The Zyxel Device applies the security settings of the main 33ID ( SSID1) profile to the WPS wireless connection.

[3) The WPS switch is grayed out when wireless LAN is disabled.

Cancel Apply

The following table describes the labels in this screen.

Table 71 Network Setting > Wireless > WPS

LABEL DESCRIPTION

General

Band Select a 2.4GHz and 5GHz frequency band to enable WPS for all WiFi networks in the selected
band.

If you use the WPS button on the Zyxel Device ports panel, WPS is automatically enabled on
both 2.4 GHz and 5 GHz bands. See Section 2.3 on page 61 for more information about the WPS
button.

WPS Slide this to the right to enable and have the Zyxel Device activate WPS. Otherwise, it is
disabled.

Add a new device with WPS Method

Method 1 PBC Use this section o set up a WPS WiFi network using Push Button Configuration (PBC). Click this
switch to make it turn blue. Click Apply to activate WPS method 1 on the Zyxel Device.

WPS Click this buttfon to add another WPS-enabled WiFi device (within WiFi range of the Zyxel
Device) to your WiFi network. This button may either be a physical button on the outside of a
WiFi device, or a menu button similar fo the WPS button on this screen.

Note: You must press the other WiFi device's WPS button within 2 minutes of pressing

this button.
Cancel Click Cancel to restore your previously saved settings.
Apply Click Apply to save your changes.
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8.6 WMM

Use this screen to enable WiFi MultiMedia (WMM) and WMM Automatic Power Save Delivery (APSD) in
WiFi networks for multimedia applications. WMM enhances data transmission quality, while APSD
improves power management of WiFi clients. This allows time-sensitive applications, such as voice and

videos, to run more smoothly.

Click Network Setting > Wireless > WMM to display the following screen.

Figure 140 Network Setting > Wireless > WMM

Use this screen fo enable Wi-Fi MultitMedia (WMM) and WMM Automatic Power Save (APSD) in wireless networks for multimedia applications. WMM
enhances data transmission quality, while APSD improves power management of wireless clients. This allows delay-sensitive applications, such as voice

and video, to run more smoothly.

2.4GHz

Note
(1) WMM cannot be disabled if 802.11 mode includes 802.11n or 802.11ac.

Apply

Note: WMM cannot be disabled if 802.11 mode includes 802.11n or 802.11ac.

Note: APSD only affects SSID1. For SSID2-SSID4, APSD is always enabled.

Note: This screen is not available when Mesh is enabled in the Network Setting > Wireless >
MESH screen.

The following table describes the labels in this screen.

Table 72 Network Setting > Wireless > WMM

LABEL DESCRIPTION

Select a 2.4GHz and 5GHz frequency band to enable or disable the WMM of SSID of the
selected band.

Band

Select On to have the Zyxel Device automatically give the WiFi network (SSIDx) a priority level
according to the ToS value in the IP header of packets it sends. WMM QoS (WiFi MultiMedia
Quality of Service) gives high priority to video, which makes them run more smoothly.

WMM of SSID

SSID1 is the General WiFi SSID; SSID2-SSID4 are the Guest WiFi SSIDs.

If the 802.11 Mode in Network Setting > Wireless > Others is set to include 802.11n or 802.11ac,
WMM cannot be disabled.
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Table 72 Network Setting > Wireless > WMM (continued)

LABEL DESCRIPTION

WMM Select this option to extend the battery life of your mobile devices (especially useful for small

Automatic devices that are running multimedia applications). The Zyxel Device goes to sleep mode to save

Power Save power when it is not fransmitting data. The AP buffers the packets sent to the Zyxel Device until

Delivery (APSD) | the Zyxel Device "wakes up." The Zyxel Device wakes up periodically to check for incoming
data.

Note: This works only if the WiFi device to which the Zyxel Device is connected also
supports this feature.

Cancel Click Cancel fo restore your previously saved settings.

Apply Click Apply to save your changes.

8.7 Others

Use this screen to configure advanced WiFi settings, such as additional security settings, power saving,
and data fransmission settings. Click Network Setting > Wireless > Others. The screen appears as shown.

Note: This screen is not available when Mesh is enabled in the Network Setting > Wireless >
MESH screen.

See Section 8.10.2 on page 257 for detailed definitions of the terms listed here.

Figure 141 Network Sefting > Wireless > Others

Use this screen to configure advanced wireless settings, such as additional security settings, power saving, and data fransmission settings.
Band 2.4GHz »
RTS/CTS Threshold 2347

Fragmentation Threshold 2344

802.11 Mode 802.11b/g/n/ax Mixed v
802.11 Profection Auto v
Preamble

Apply
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The following table describes the labels in this screen.

Table 73 Network Setting > Wireless > Others

LABEL DESCRIPTION
Band Select a 2.4GHz or 5GHz frequency band to display the following wireless settings for the
selected band.
RTS/CTS Data with its frame size larger than this value will perform the RTS (Request To Send)/CTS (Clear
Threshold To Send) handshake.
Enter a value between 0 and 2347.
Fragmentation This is the maximum data fragment size that can be sent. Enter a value between 256 and 2346.
Threshold

Output Power

Set the output power of the Zyxel Device. If there is a high density of APs in an area, decrease
the output power to reduce interference with other APs. Select one of the following: 20%, 40%,
60%, 80% or 100%.

Beacon Interval

When a wirelessly networked device sends a beacon, it includes with it a beacon interval. This
specifies the time period before the device sends the beacon again.

The interval tells receiving devices on the network how long they can wait in low power mode
before waking up tfo handle the beacon. This value can be set from 50 ms to 1000 ms. A high
value helps save current consumption of the access point.

DTIM Interval

Delivery Traffic Indication Message (DTIM) is the time period after which broadcast and
Multicast packets are transmitted fo mobile clients in the Power Saving mode. A high DTIM
value can cause clients to lose connectivity with the network. This value can be set from 1 to
255.
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Table 73 Network Setting > Wireless > Others (continued)

LABEL

DESCRIPTION

802.11 Mode

For 2.4 GHz frequency WiFi devices:

Select 802.11b Only to allow only IEEE 802.11b compliant WiFi devices to associate with the
Zyxel Device.

Select 802.11g Only to allow only IEEE 802.11g compliant WiFi devices to associate with the
Zyxel Device.

Select 802.11n Only to allow only IEEE 802.11n compliant WiFi devices to associate with the
Zyxel Device.

Select 802.11b/g Mixed fo allow either IEEE 802.11b or IEEE 802.11g compliant WiFi devices
to associate with the Zyxel Device. The fransmission rate of your Zyxel Device might be
reduced.

Select 802.11b/g/n Mixed to allow IEEE 802.11b, IEEE 802.11g or IEEE 802.11n compliant WiFi
devices to associate with the Zyxel Device. The transmission rate of your Zyxel Device might
be reduced.

Select 802.11b/g/n/ax Mixed to allow IEEE 802.11b, IEEE 802.11g, |EEE 802.11n or IEEE

802.11ax compliant WiFi devices to associate with the Zyxel Device. The fransmission rate of
your Zyxel Device might be reduced.

For 5 GHz / 6GHz frequency WiFi devices:

Select 802.11a Only to allow only IEEE 802.11a compliant WiFi devices to associate with the
Zyxel Device.

Select 802.11n Only to allow only IEEE 802.11n compliant WiFi devices to associate with the
Zyxel Device.

Select 802.11ac Only to allow only IEEE 802.11ac compliant WiFi devices to associate with
the Zyxel Device.

Select 802.11a/n Mixed to allow either IEEE 802.11a or IEEE 802.11n compliant WiFi devices
to associate with the Zyxel Device. The transmission rate of your Zyxel Device might be
reduced.

Select 802.11n/ac Mixed to allow either |[EEE 802.11n or IEEE 802.11ac compliant WiFi
devices to associate with the Zyxel Device. The tfransmission rate of your Zyxel Device might
be reduced.

Select 802.11a/n/ac Mixed to allow IEEE 802.11a, IEEE 802.11n or IEEE 802.11ac compliant
WiFi devices to associate with the Zyxel Device. The fransmission rate of your Zyxel Device
might be reduced.

Select 802.11a/n/ac/ax Mixed to allow IEEE 802.11a, IEEE 802.11n, IEEE 802.11ac or IEEE
802.11ax compliant WiFi devices to associate with the Zyxel Device. The fransmission rate of
your Zyxel Device might be reduced.

Note: To see if your model supports 6GHz, please see Section 1.1 on page 20 for more

information.

802.11 Protection

Enabling this feature can help prevent collisions in mixed-mode networks (networks with both
IEEE 802.11b and IEEE 802.11g traffic).

Select Auto fo have the wireless devices fransmit data after a RTS/CTS handshake. This helps
improve IEEE 802.11g performance.

Select Off to disable 802.11 protection. The fransmission rate of your Zyxel Device might be
reduced in a mixed-mode network.

This field displays Off and is not configurable when you set 802.11 Mode to 802.11b Only.

Preamble Select a preamble type from the drop-down list box. Choices are Long or Short. See Section
8.10.7 on page 260 for more information.
This field is configurable only when you set 802.11 Mode o 802.11b.

Cancel Click Cancel fo restore your previously saved settings.

Apply Click Apply to save your changes.
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8.8 Channel Status

Use this screen to scan for WiFi channel noise and view the results. Click Scan to start, and then view the
results in the Channel Scan Result section. The value on each channel number indicates the number of
Access Points (AP) using that channel. The Auto-channel-selection algorithm does not always directly
follow the AP count; other factors about the channels are also considered. Click Network Setting >
Wireless > Channel Status. The screen appears as shown.

Note: If the current channel is a DFS channel, the warning ‘Channel scan process is denied
because current channelis a DFS channel (Channel: 52 — 140). If you want to run
channel scan, please select a non-DFS channel and try again.’ appears.

Note: The AP count may not be a real-fime value.

Figure 142 Network Sefting > Wireless > Channel Status

Use this screen to scan for wireless LAN channel noise and view the results. Click $can to start, and then view the results in the Channel Scan Resulf
section. The value on each channel number indicates the number of Access Poinis (AP) using that channel. The Auto-channel-selection algorithm does
not always directly follow the AP count; other factors about the channels are also considered.

Channel Monitor
Wireless Network Setup

Band 2.4GHz v
Scan wireless LAN Channels Scan

Note

(1) It takes about 15 seconds to scan the wireless channels

Channel Scan Result

@B AP count Current WLAN Channel

5 4

0 - -

1 2 3 4 5 6 7 8 9 10 1 12 13

Time for last scan: Jusi Now

Notfe

(1) The value on each channel number indicates the number of Access Points (AP) in that channel.
(2] The Auto-channel-selection algorithm does not always match the AP count, other factors on the channels are also considered.
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The following table describes the labels in this screen.

Table 74 Network Setting > Wireless > Channel Status

LABEL DESCRIPTION

Channel Monitor

Wireless Network Setup

Band Select a 2.4 GHz, 5 GHz or 6 GHz frequency band on which you want to conduct a channel
scan.
Scan wireless Click the Scan button to scan WiFi channels.

LAN Channels

Channel Scan This displays the results of the channel scan.

Result
The blue bar displays the number of access points (AP count) in the WiFi channel.

The orange bar displays the WiFi channel that the Zyxel Device is now using.

8.9 MESH

The Zyxel Device supports Mesh to manage your WiFi network. Mesh is the Zyxel implantation of WiFi-
Alliance Easy Mesh. It supports AP steering, band steering, auto-configuration and other advances for
your WiFi network.

The Zyxel Device can function as a conftroller to automatically configure WiFi seftings on extenders in the
network as well as optimize bandwidth usage.

The Zyxel Device optimizes bandwidth usage by directing WiFi clients to an extender (AP steering) or a
2.4GHz/ 5GHz band (band steering) that is less busy.

See Section 1.3 on page 29 for the complete tutorials with the MPro Mesh app or Zyxel One app.

* Sefting up your Mesh network with the Zyxel Device and an Mesh extender,
* setfting up your general/guest WiFi,

* basic configurations.

8.9.1 MPro Mesh

Use this screen to enable or disable the Mesh on the Zyxel Device.

Click Network Setting > Wireless > MESH. The following screen displays.

Note: When Mesh is enabled, the SSID and WiFi password of the main 2.4 GHz WiFi network will
be copied to the main 5 GHz WiFi network.
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Figure 143 Network Setting > Wireless > MESH

Use this screen to enable or disable MPro Mesh for wireless devices, MPro Mesh allows you to create a Mesh network using
wireless devices designed by different vendors.

MPro Mesh :.
Apply
The following table describes the labels in this screen.
Table 75 Network Setting > Wireless > MESH
LABEL DESCRIPTION
MPro Mesh Click the button (to the right) to enable the Mesh feature on the Zyxel Device and
set up your Mesh network.

8.10 Technical Reference

This section discusses WiFi in depth.

8.10.1 WiFi Network Overview

WiFi networks consist of WiFi clients, access points and bridges.

* A WiFi client is a radio connected to a user’'s computer.

* An access point is a radio with a wired connection to a network, which can connect with numerous
WiFi clients and lef them access the network.

* A bridge is a radio that relays communications between access points and WiFi clients, extending a
network’s range.

Normally, a WiFi network operates in an “infrastructure” type of network. An “infrastructure” type of
network has one or more access points and one or more WiFi clients. The WiFi clients connect to the
access points.

The following figure provides an example of a WiFi network.
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Figure 144 Example of a WiFi Network
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The WiFi network is the part in the blue circle. In this WiFi network, devices A and B use the access point
(AP) to interact with the other devices (such as the printer) or with the Internet. Your Zyxel Device is the
AP.

Every WiFi network must follow these basic guidelines.

* Every WiFi device in the same WiFi network must use the same SSID.
The SSID is the name of the WiFi network. It stands for Service Set IDentifier.
 If two WiFi networks overlap, they should use a different channel.

Like radio stations or television channels, each WiFi network uses a specific channel, or frequency, to
send and receive information.

* Every WiFi device in the same WiFi network must use security compatible with the AP.

Security stops unauthorized devices from using the WiFi network. It can also protect the information
that is sent in the WiFi network.
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8.10.2 Additional WiFi Terms

The following table describes some WiFi network terms and acronyms used in the Zyxel Device's Web
Configurator.

Table 76 Additional WiFi Terms

TERM DESCRIPTION

RTS/CTS Threshold In a WiFi network which covers a large area, WiFi devices are sometimes not aware of
each other’s presence. This may cause them to send information to the AP at the same
fime and resulf in information colliding and not getting through.

By setting this value lower than the default value, the WiFi devices must sometimes get
permission to send information to the Zyxel Device. The lower the value, the more often
the devices must get permission.

If this value is greater than the fragmentation threshold value (see below), then WiFi
devices never have to get permission to send information to the Zyxel Device.

Preamble A preamble affects the timing in your WiFi network. There are two preamble modes: long
and short. If a WiFi device uses a different preamble mode than the Zyxel Device does, it
cannot communicate with the Zyxel Device.

Authentication The process of verifying whether a WiFi device is allowed to use the WiFi network.
Fragmentation A small fragmentation threshold is recommended for busy networks, while a larger
Threshold threshold provides faster performance if the network is not very busy.

8.10.3 WiFi Security Overview

By their nature, radio communications are simple to intercept. For WiFi data networks, this means that
anyone within range of a WiFi network without security can not only read the data passing over the
airwaves, but also join the network. Once an unauthorized person has access to the network, he or she
can steal information or infroduce malware (malicious software) intended to compromise the network.
For these reasons, a variety of security systems have been developed to ensure that only authorized
people can use a WiFi data network, or understand the data carried on it.

These security standards do two things. First, they authenticate. This means that only people presenting
the right credentials (often a username and password, or a “key” phrase) can access the network.
Second, they encrypt. This means that the information sent over the airis encoded. Only people with
the code key can understand the information, and only people who have been authenticated are
given the code key.

These security standards vary in effectiveness. Some can be broken, such as the old Wired Equivalent
Protocol (WEP). Using WEP is better than using no security at all, but it will not keep a determined
attacker out. Other security standards are secure in themselves but can be broken if a user does not use
them properly. For example, the WPA-PSK security standard is very secure if you use a long key which is
difficult for an attacker’s software to guess — for example, a twenty-letter long string of apparently
random numbers and letters — but it is not very secure if you use a short key which is very easy to guess —
for example, a three-letter word from the dictionary.

Because of the damage that can be done by a malicious attacker, it is not just people who have
sensitive information on their network who should use security. Everybody who uses any WiFi network
should ensure that effective security is in place.

A good way to come up with effective security keys, passwords and so on is o use obscure information
that you personally will easily remember, and to enter it in a way that appears random and does not
include real words. For example, if your mother owns a 1970 Dodge Challenger and her favorite movie is
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Vanishing Point (which you know was made in 1971) you could use "70dodchal71vanpoi” as your
security key.

The following sections infroduce different types of WiFi security you can set up in the WiFi network.

8.10.3.1 SSID

Normally, the Zyxel Device acts like a beacon and regularly broadcasts the SSID in the area. You can
hide the SSID instead, in which case the Zyxel Device does not broadcast the SSID. In addition, you
should change the default SSID to something that is difficult to guess.

This type of security is fairly weak, however, because there are ways for unauthorized WiFi devices to get
the SSID. In addition, unauthorized WiFi devices can still see the information that is sent in the WiFi
network.

8.10.3.2 MAC Address Filter

Every device that can use a WiFi network has a unique identification number, called a MAC address.! A
MAC address is usually written using twelve hexadecimal characters?; for example, 00A0C5000002 or
00:A0:C5:00:00:02. To get the MAC address for each WiFi device in the WiFi network, see the WiFi
device’s User's Guide or other documentation.

You can use the MAC address filter to tell the Zyxel Device which devices are allowed or not allowed to
use the WiFi network. If a WiFi device is allowed to use the WiFi network, it still has to have the correct
information (SSID, channel, and security). If a WiFi device is not allowed to use the WiFi network, it does
not matter if it has the correct information.

This type of security does not protect the information that is sent in the WiFi network. Furthermore, there
are ways for unauthorized WiFi devices to get the MAC address of an authorized WiFi device. Then, they
can use that MAC address to use the WiFi network.

8.10.3.3 Encryption

WiFi networks can use encryption to protect the information that is sent in the WiFi network. Encryption is
like a secret code. If you do not know the secret code, you cannot understand the message.

The types of encryption you can choose depend on the type of authentication. (See Section 8.10.3.3 on
page 258 for information about this.)

Table 77 Types of Encryption for Each Type of Authentication

NO AUTHENTICATION RADIUS SERVER
Weakest No Security WPA
WPA-PSK
WPA2 WPA2
Strongest WPAS3-SAE WPAZ3 (server certificate validation)

1. Some wireless devices, such as scanners, can detect WiFi networks but cannot use WiFi networks. These
kinds of wireless devices might not have MAC addresses.

2. Hexadecimal charactersare 0, 1,2,3,4,5,6,7,8,9,A,B,C,D,E, and F.
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For example, if the WiFi network has a RADIUS server, you can choose WPA, WPA2, or WPAS. If users do
not log in to the WiFi network, you can choose no encryption, WPA2-PSK, or WPA3-SAE.

Note: It is recommended that WiFi networks use WPA3-SAE, WPA2-PSK, or stronger encryption.
The other types of encryption are better than none at all, but it is still possible for
unauthorized WiFi devices to figure out the original information pretty quickly.

Many types of encryption use a key to protect the information in the WiFi network. The longer the key,
the stronger the encryption. Every device in the WiFi network must have the same key.

8.10.4 Signal Problems

Because WiFi networks are radio networks, their signals are subject to limitations of distance, interference
and absorption.

Problems with distance occur when the two radios are too far apart. Problems with interference occur
when other radio waves interrupt the data signal. Interference may come from other radio
fransmissions, such as military or air traffic control communications, or from machines that are
coincidental emitters such as electric motors or microwaves. Problems with absorption occur when
physical objects (such as thick walls) are between the two radios, muffling the signal.

8.10.5 BSS

A Basic Service Set (BSS) exists when all communications between wireless stations go through one
access point (AP).

Intra-BSS tfraffic is fraffic between wireless stations in the BSS. When Intra-BSS traffic blocking is disabled,
wireless station A and B can access the wired network and communicate with each other. When Intra-
BSS traffic blocking is enabled, wireless station A and B can still access the wired network but cannot
communicate with each other.

Figure 145 Basic Service Set
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8.10.6 MBSSID

Traditionally, you need to use different APs to configure different Basic Service Sets (BSSs). As well as the
cost of buying extra APs, there is also the possibility of channel interference. The Zyxel Device's MBSSID
(Multiple Basic Service Set IDentifier) function allows you to use one access point to provide several BSSs
simultaneously. You can then assign varying QoS priorities and/or security modes to different SSIDs.

Wireless devices can use different BSSIDs to associate with the same AP.

8.10.6.1 Notes on Multiple BSSs
¢ A maximum of eight BSSs are allowed on one AP simultaneously.

* You must use different keys for different BSSs. If two wireless devices have different BSSIDs (they are in
different BSSs), but have the same keys, they may hear each other’'s communications (but not
communicate with each other).

¢ MBSSID should not replace but rather be used in conjunction with 802.1x security.

8.10.7 Preamble Type

Preamble is used to signal that data is coming to the receiver. Short and long refer to the length of the
synchronization field in a packet.

Short preamble increases performance as less fime sending preamble means more time for sending
data. All IEEE 802.11 compliant WiFi adapters support long preamble, but not all support short preamble.

Use long preamble if you are unsure what preamble mode other WiFi devices on the network support,
and to provide more reliable communications in busy WiFi networks.

Use short preamble if you are sure all WiFi devices on the network support it, and to provide more
efficient communications.

Use the dynamic setting to automatically use short preamble when all WiFi devices on the network
support it, otherwise the Zyxel Device uses long preamble.

Note: The WiFi devices MUST use the same preamble mode in order to communicate.

8.10.8 WIiFi Protected Setup (WPS)

Your Zyxel Device supports WiFi Protected Setup (WPS), which is an easy way to set up a secure WiFi
network. WPS is an industry standard specification, defined by the WiFi Alliance.

WPS allows you to quickly set up a WiFi network with strong security, without having to configure security
settings manually. Each WPS connection works between two devices. Both devices must support WPS
(check each device's documentation to make sure).

Depending on the devices you have, you can either press a button (on the device itself, orin ifs
configuration utility) or enter a PIN (a unique Personal Identification Number that allows one device to
authenticate the other) in each of the two devices. When WPS is activated on a device, it has 2 minutes
to find another device that also has WPS activated. Then, the two devices connect and set up a secure
network by themselves.

AX/DX/EX/PX Series User's Guide

260



Chapter 8 Wireless

8.10.8.1 Push Button Configuration

WPS Push Button Configuration (PBC) is initiated by pressing a button on each WPS-enabled device, and
allowing them to connect automatically. You do not need to enter any information.

Not every WPS-enabled device has a physical WPS button. Some may have a WPS PBC button in their
configuration utilities instead of or in addition to the physical button.

Take the following steps to set up WPS using the button.

1 Ensure that the two devices you want to set up are within WiFi range of one another.

2 Look for a WPS button on each device. If the device does not have one, log into its configuration ufility
and locate the button (see the device's User's Guide for how to do this — for the Zyxel Device).

3 Press the button on one of the devices (it does not matter which). For the Zyxel Device you must press
the WiFi butfton for more than 5 seconds.

4 Within 2 minutes, press the button on the other device. The registrar sends the network name (SSID) and
security key through a secure connection o the enrollee.

If you need to make sure that WPS worked, check the list of associated WiFi clients in the AP’s
configuration utility. If you see the WiFi client in the list, WPS was successful.

8.10.8.2 How WPS Works

When two WPS-enabled devices connect, each device must assume a specific role. One device acts
as the registrar (the device that supplies network and security settings) and the other device acts as the
enrollee (the device that receives network and security settings. The registrar creates a secure EAP
(Extensible Authentication Protocol) tunnel and sends the network name (SSID) and the WPA-PSK or
WPA2-PSK pre-shared key to the enrollee. Whether WPA-PSK or WPA2-PSK is used depends on the
standards supported by the devices. If the registrar is already part of a network, it sends the existing
information. If not, it generates the SSID and WPA2-PSK randomly.

The following figure shows a WPS-enabled client (installed in a notebook computer) connecting to a
WPS-enabled access point.
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Figure 146 How WPS Works
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The roles of registrar and enrollee last only as long as the WPS setup process is active (2 minutes). The
next time you use WPS, a different device can be the registrar if necessary.

The WPS connection process is like a handshake; only two devices participate in each WPS transaction.
If you want fo add more devices you should repeat the process with one of the existing networked
devices and the new device.

Note that the access point (AP) is not always the registrar, and the WiFi client is not always the enrollee.
All WPS-certified APs can be a registrar, and so can some WPS-enabled WiFi clients.

By default, a WPS device is ‘un-configured’. This means that it is not part of an existing network and can
act as either enrollee or registrar (if it supports both functions). If the registrar is un-configured, the
security settings it fransmits to the enrollee are randomly-generated. Once a WPS-enabled device has
connected to another device using WPS, it becomes ‘configured’. A configured WiFi client can sfill act
as enrollee or registrar in subsequent WPS connections, but a configured access point can no longer act
as enrollee. It will be the registrar in all subsequent WPS connections in which it is involved. If you want a
configured AP to act as an enrollee, you must reset it to its factory defaults.

8.10.8.3 Example WPS Network Setup

This section shows how security settings are distributed in a sample WPS setup.

The following figure shows a sample network. In step 1, both AP1 and Client 1 are un-configured. When
WPS is activated on both, they perform the handshake. In this example, AP1 is the registrar, and Client 1
is the enrollee. The registrar randomly generates the security information to set up the network, since it is
un-configured and has no existing information.
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Figure 147 WPS: Example Network Step 1
ENROLLEE REGISTRAR

D S LLLL ) WL ))@

SECURITY INFO
CLIENT 1

In step 2, you add another WiFi client to the network. You know that Client 1 supports registrar mode, but
it is better to use AP1 for the WPS handshake with the new client since you must connect to the access
point anyway in order fo use the network. In this case, AP1 must be the registrar, since it is configured (it
already has security information for the network). AP1 supplies the existing security information to Client
2.

Figure 148 WPS: Example Network Step 2
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In step 3, you add another access point (AP2) to your network. AP2 is out of range of AP1, so you cannot
use AP1 for the WPS handshake with the new access point. However, you know that Client 2 supports
the registrar function, so you use it to perform the WPS handshake instead.
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Figure 149 WPS: Example Network Step 3
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8.10.8.4 Limitations of WPS

WPS has some limitations of which you should be aware.

* When you use WPS, it works between two devices only. You cannot enroll multiple devices
simultaneously, you must enroll one after the other.

For instance, if you have two enrollees and one registrar you must set up the first enrollee (by pressing
the WPS button on the registrar and the first enrollee, for example), then check that it was successfully
enrolled, then set up the second device in the same way.

* WPS works only with other WPS-enabled devices. However, you can sfill add non-WPS devices to a
network you already set up using WPS.

WPS works by automatically issuing a randomly-generated WPA-PSK or WPA2-PSK pre-shared key
from the registrar device to the enrollee devices. Whether the network uses WPA-PSK or WPA2-PSK
depends on the device. You can check the configuration interface of the registrar device to discover
the key the network is using (if the device supports this feature). Then, you can enter the key into the
non-WPS device and join the network as normal (the non-WPS device must also support WPA-PSK or
WPA2-PSK).

* When you use the PBC method, there is a short period (from the moment you press the button on one
device to the moment you press the button on the other device) when any WPS-enabled device
could join the network. This is because the registrar has no way of identifying the ‘correct’ enrollee,
and cannot differentiate between your enrollee and a rogue device. This is a possible way for a
hacker to gain access to a network.

You can easily check to see if this has happened. WPS only works simultaneously between two
devices, so if another device has enrolled your device will be unable to enroll, and will not have
access to the network. If this happens, open the access point's configuration interface and look at
the list of associated clients (usually displayed by MAC address). It does not matter if the access point
is the WPS registrar, the enrollee, or was not involved in the WPS handshake; a rogue device must sfill
associate with the access point to gain access to the network. Check the MAC addresses of your WiFi
clients (usually printed on a label on the bottom of the device). If there is an unknown MAC address
you can remove it or reset the AP.
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Home Networking

9.1 Home Networking Overview

A Local Area Network (LAN) is a shared communication system to which many computers are
attached. A LAN is usually located in one immediate area such as a building or floor of a building.

The LAN screens can help you configure a LAN DHCP server and manage IP addresses.

Figure 150 Home Networking Example
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9.1.1 What You Can Do in this Chapter

Use the LAN Setup screen to set the LAN IP address, subnet mask, and DHCP settings (Section 9.2 on
page 267).

Use the Static DHCP screen to assign IP addresses on the LAN to specific individual computers based
on their MAC addresses (Section 9.3 on page 275).

Use the UPnP screen to enable UPNP (Section 9.4 on page 277).
Use the Additional Subnet screen to configure IP alias and public static IP (Section 9.5 on page 278).

Use the STB Vendor ID screen to configure the Vendor IDs of the connected Set Top Box (STB) devices,
which have the Zyxel Device automatically create static DHCP entries for the STB devices when they
request IP addresses (Section 9.6 on page 280).

Use the Wake on LAN screen to remotely turn on a device on the network. (Section 9.7 on page 281).

Use the TFTP Server Name screen to identify a TFTP server for configuration file download using DHCP
option 66. (Section 9.8 on page 281).

Use the APAS screen to allow incoming fraffic from any port to access any service on a LAN device
(Section 9.9 on page 282).

Use the Loop Guard screen to shut down a port if the Zyxel Device detects packets sent out through
the port loops back to the Zyxel Device (Section 9.10 on page 284).

9.1.2 What You Need To Know

The following terms and concepts may help as you read this chapter.
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9.1.2.1 About LAN

IP Address

Similar to the way houses on a street share a common street name, so too do computers on a LAN share
one common network number. This is known as an Internet Protocol address.

Subnet Mask

The subnet mask specifies the network number portion of an IP address. Your Zyxel Device will compute
the subnet mask automatically based on the IP address that you entered. You do not need to change
the subnet mask computed by the Zyxel Device unless you are instructed to do otherwise.

DHCP

DHCP (Dynamic Host Configuration Protocol) allows clients to obtain TCP/IP configuration at start-up
from a server. This Zyxel Device has a built-in DHCP server capability that assigns IP addresses and DNS
servers to systems that support DHCP client capability.

DNS

DNS (Domain Name System) maps a domain name to its corresponding IP address and vice versa. The
DNS server is extremely important because without it, you must know the IP address of a computer
before you can access it. The DNS server addresses you enter when you set up DHCP are passed to the
client machines along with the assigned IP address and subnet mask.

RADVD (Router Advertisement Daemon)

When an IPvé host sends a Router Solicitation (RS) request to discover the available routers, RADVD with
Router Advertisement (RA) messages in response to the request. It specifies the minimum and maximum
intfervals of RA broadcasts. RA messages containing the address prefix. IPvé hosts can be generated
with the IPvé prefix an IPvé address.

9.1.2.2 About UPnP

How do | know if | am using UPnP?

UPNP hardware is identified as an icon in the Network Connections folder (Windows 7). Each UPnP
compatible device installed on your network will appear as a separate icon. Selecting the icon of a
UPnP device will allow you to access the information and properties of that device.

NAT Traversal

UPnP NAT traversal automates the process of allowing an application to operate through NAT. UPnP
network devices can automatically configure network addressing, announce their presence in the
network to other UPnP devices and enable exchange of simple product and service descriptfions. NAT
fraversal allows the following:

* Dynamic port mapping

¢ Learning public IP addresses
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* Assigning lease times to mappings

Windows Messenger is an example of an application that supports NAT traversal and UPnP.

Cautions with UPnP

The automated nature of NAT traversal applications in establishing their own services and opening
firewall ports may present network security issues. Network information and configuration may also be
obtained and modified by users in some network environments.

When a UPnP device joins a network, it announces ifs presence with a Multicast message. For security
reasons, the Zyxel Device allows Multicast messages on the LAN only.

All UPnP-enabled devices may communicate freely with each other without additional configuration.
Disable UPnP if this is not your intention.

UPnP and Zyxel

Zyxel has achieved UPnP certification from the Universal Plug and Play Forum UPnP™ Implementers
Corp. (UIC).

See Section 9.12 on page 287 for examples on installing and using UPnP.

9.1.3 Before You Begin

Find out the MAC addresses of your network devices if you infend to add them to the DHCP Client List
screen.

9.2 LAN Setup

A LAN IP address is the IP address of a networking device in the LAN. You can use the Zyxel Device's LAN
IP address to access its Web Configurator from the LAN. The DHCP server settings define the rules on
assigning IP addresses fo LAN clients on your network.

Use this screen to set the Local Area Network IP address and subnet mask of your Zyxel Device.
Configure DHCP settings to have the Zyxel Device or a DHCP server assign IP addresses to devices. Click
Network Setting > Home Networking to open the LAN Setup screen.

Follow these steps to configure your LAN settings.

1 Select the Interface Group you want fo set up the LAN. To configure an interface group, go to Network
Setting > Interface Grouping. See Chapter 16 for more details about interface group.

2 Enter an IP address into the IP Address field. The IP address must be in dotted decimal notation. This will
become the IP address of your Zyxel Device.

3 Enter the IP subnet mask into the IP Subnet Mask field. Unless instructed otherwise it is best to leave this
alone, the configurator will automatically compute a subnet mask based upon the IP address you
entered.
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4

Click Apply to save your settings.

Figure 151 Network Setting > Home Networking > LAN Setup

Use this screen fo set the Local Area Network IP address and subnet mask of your Zyxel Device. Configure DHCP
settings fo have the Zyxel Device or a DHCP server assign IP addresses to devices.
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Figure 152 Network Setting > Home Networking > LAN Setup (Continued)
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Figure 153 Network Setting > Home Networking > LAN Setup

Use this screen fo set the Local Area Network IP address and subnet mask of your Zyxel Device. Configure DHCP
settings fo have the Zyxel Device or a DHCP server dssign IP addresses to devices.
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Figure 154 Network Setting > Home Networking > LAN Setup (Continued)
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The following table describes the fields in this screen.

Table 78 Network Setting > Home Networking > LAN Setup

LABEL DESCRIPTION

Interface Group

Group Name Select the interface group that you want to configure for the LAN settings. You must enable
DHCP.

LAN IP Setup

IP Address Enter the LAN IP address you want fo assign fo your in dotted decimal notation, for

example, (factory default).

Subnet Mask Enter the subnet mask of your network in dotted decimal notation, for example
255.255.255.0 (factory default). Your Zyxel Device automatically computes the subnet mask
based on the IP address you enter, so do not change this field unless you are instructed to
do so.

IGMP Snooping

See Section 14.1 on page 353 for more information on IGMP snooping.

Active Select Enable to allow the Zyxel Device o passively learn mulficast group.

IGMP Mode Select Standard Mode to forward multicast packets to a port that joins the multicast group
and broadcast unknown multicast packets from the WAN to all LAN ports.

Select Blocking Mode to block all unknown multicast packets from the WAN.

DHCP Server State

DHCP Select Enable to have your Zyxel Device assign IP addresses, an IP default gateway and DNS
servers fo LAN computers and other devices that are DHCP clients.

If you select Disable, you need to manually configure the IP addresses of the computers and
other devices on your LAN.

If you select DHCP Relay, the Zyxel Device acts as a surrogate DHCP server and relays DHCP
requests and responses between the remote server and the clients.

DHCP Relay Server Address

This field is only available when you select DHCP Relay in the DHCP field.

IP Address Enter the IPv4 IP address of the actual remote DHCP server in this field.

IP Addressing Values

The IP Addressing Values fields appear only when you select Enable in the DHCP field.

Beginning IP This field specifies the first of the contiguous addresses in the IP address pool.
Address

Ending IP Address This field specifies the last of the configuous addresses in the IP address pool.

Auto reserve IP for Enable this if you want to reserve the IP address for the same host.
the same host

DHCP Server Lease Time

This is the period of fime DHCP-assigned addresses is used. DHCP automatically assigns IP addresses to clienfs when
they log in. DHCP centralizes IP address management on central computers that run the DHCP server program.
DHCP leases addresses, for a period of time, which means that past addresses are “recycled” and made available
for future reassignment to other systems.

This field is only available when you select Enable in the DHCP field.

Days/Hours/Minutes | DHCP server leases an address to a new client device for a period of fime, called the DHCP
lease time. When the lease expires, the DHCP server might assign the IP address to a
different client device.

DNS Values

This field appears only when you select Enable in the DHCP field.
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Table 78 Network Setting > Home Networking > LAN Setup (contfinued)

LABEL

DESCRIPTION

DNS

The Zyxel Device supports DNS proxy by default. The Zyxel Device sends out its own LAN [P
address to the DHCP clients as the first DNS server address. DHCP clients use this first DNS
server to send domain-name queries to the Zyxel Device. The Zyxel Device sends a response
directly if it has a record of the domain-name to IP address mapping. If it does not, the Zyxel
Device queries an outside DNS server and relays the response to the DHCP client.

Select DNS Proxy to have the DHCP clients use the Zyxel Device's own LAN IP address. The
Zyxel Device works as a DNS relay.

Select Static if you have the IP address of a DNS server. Enter the DNS server's IP address in
the field to the right.

Select From ISP if your ISP dynamically assigns DNS server information (and the Zyxel Device's
WAN IP address).

LAN IPvé Mode Setup

IPvé6 Active

Use this to enable or disable IPvé on the Zyxel Device.

When IPvé is used, the following fields need to be set.

Link Local Address
Type

A link-local address uniquely identifies a device on the local network (the LAN). It is similar fo
a “private IP address” in IPv6. You can have the same link-local address on multiple
interfaces on a device. A link-local unicast address has a predefined prefix of fe80::/10. The
link-local unicast address format is as follows. Select EUI64 to allow the Zyxel Device to
generate an interface ID for the LAN interface’s link-local address using the EUI-64 format.
Otherwise, enter an interface ID for the LAN interface’s link-local address if you select
Manual.

Link-local Unicast Address Format

1111111010 |0 Interface ID
10 bits 54 bits | 64 bits
EUI64 Select this to have the Zyxel Device generate an interface ID for the LAN interface’s link-
local address using the EUI-64 format.
Manual Select this to manually enter an interface ID for the LAN interface’s link-local address.
LAN Global Select EUI64 to have the Zyxel Device generate an interface ID using the EUI-64 format for its
Identfifier Type global address. Select Manual to manually enter an interface ID for the LAN interface’s
global IPvé address.
EUI64 Select this fo have the Zyxel Device generate an interface ID using the EUI-64 format for its
global address.
Manual Select this to manually enter an interface ID for the LAN interface’s global IPvé address.
LAN IPvé Prefix Select Delegate prefix from WAN to automatically obtain an IPvé network prefix from the
Setup service provider or an uplink router. Select Static to configure a fixed IPvé address for the

Zyxel Device's LAN IPvé address.

Delegate prefix
from WAN

Select this option to automatically obtain an IPvé network prefix from the service provider or
an uplink router.

Static

Select this option to configure a fixed IPvé address for the Zyxel Device's LAN IPvé address.

MLD Snooping /
Multicast Snooping

Multicast Listener Discovery (MLD) allows an IPvé switch or router to discover the presence of
MLD hosts who wish to receive multicast packets and the IP addresses of multicast groups
the hosts want fo join on its network.

Active

Click this switch to enable or disable MLD Snooping on the Zyxel Device. When the switch
goes to the right the function is enabled. Otherwise, it is not.

This allows the Zyxel Device to check MLD packets passing through it and learn the multicast
group membership. It helps reduce multicast traffic.
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Table 78 Network Setting > Home Networking > LAN Setup (contfinued)

LABEL

DESCRIPTION

MLD Mode

Select Standard Mode to forward multicast packets to a port that joins the multicast group
and broadcast unknown multicast packets from the WAN to all LAN ports.

Select Blocking Mode to block all unknown mulficast packets from the WAN.

LAN IPvé6 Address
Assign Setup

Select how you want to obtain an IPvé address:

Stateless: The Zyxel Device uses IPvé stateless auto-configuration. RADVD (Router
Advertisement Daemon) is enabled to have the Zyxel Device send IPvé prefix information in
router advertisements periodically and in response to router solicitations. DHCPvé server is
disabled.

Stateful: The Zyxel Device uses IPvé stateful auto-configuration. The DHCPvVé server is
enabled to have the Zyxel Device act as a DHCPvé server and pass IPvé addresses to
DHCPvé clients.

LAN [Pvé DNS Assign
Setup

Select how the Zyxel Device provide DNS server and domain name information to the
clients:

From RA & DHCPv6 Server: The Zyxel Device provides DNS information through both router
advertisements and DHCPvé.

From DHCPv6 Server: The Zyxel Device provides DNS information through DHCPvé.

From Router Advertisement: The Zyxel Device provides DNS information through router
advertisements.

DHCPvé Configuratio

n

DHCPvé Active

This shows the status of the DHCPvé. DHCP Server displays if you configured the Zyxel Device
to act as a DHCPvé server which assigns IPvé addresses and/or DNS information to clients.

IPv6 Router Advertisement State

RADVD Active

This shows whether RADVD is enabled or not.

IPv6 Address Values

IPvé Start Address

This field specifies the first of the contiguous addresses in the IPvé address pool.

IPv6 End Address

This field specifies the last of the contiguous addresses in the IPvé address pool.

IPv6 Domain Name

The field specifies the domain name of the IPvé address.

IPv6 DNS Values

IPv6 DNS Server 1 -3

Specify the IP addresses up to three DNS servers for the DHCP clients to use. Use one of the
following ways to specify these IP addresses.

User Defined — Select this if you have the IPvé address of a DNS server. Enter the DNS server
IPvé addresses the Zyxel Device passes to the DHCP clients.

From ISP — Select this if your ISP dynamically assigns IPvé DNS server information.

Proxy — Select this if the DHCP clients use the IP address of this interface and the Zyxel Device
works as a DNS relay.

Otherwise, select None if you do not want to configure IPvé DNS servers.
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Table 78 Network Setting > Home Networking > LAN Setup (contfinued)

LABEL DESCRIPTION

DNS Query Scenario | Select how the Zyxel Device handles clients’ DNS information requests.

IPv4/1Pv6 DNS Server: The Zyxel Device forwards the requests to both the IPv4 and IPvé DNS
servers and sends clients the first DNS information it receives.

IPv6 DNS Server Only: The Zyxel Device forwards the requests to the IPvé DNS server and
sends clients the DNS information it receives.

IPv4 DNS Server Only: The Zyxel Device forwards the requests to the IPv4 DNS server and
sends clienfs the DNS information it receives.

IPv6 DNS Server First: The Zyxel Device forwards the requests to the IPvé DNS server first and
then the IPv4 DNS server. Then it sends clients the first DNS information it receives.

IPv4 DNS Server First: The Zyxel Device forwards the requests to the IPv4 DNS server first and
then the IPvé DNS server. Then it sends clients the first DNS information it receives.

Apply Click Apply to save your changes.

Cancel Click Cancel to restore your previously saved settings.

9.3 Static DHCP

When any of the LAN clients in your network want an assigned fixed IP address, add a stafic lease for
each LAN client. Knowing the LAN client’s MAC addresses is necessary. This table allows you to assign IP
addresses on the LAN to individual computers based on their MAC addresses.

Every Ethernet device has a unique MAC (Media Access Control) address. The MAC address is assigned
at the factory and consists of six pairs of hexadecimal characters, for example, 00:A0:C5:00:00:02.

9.3.1 Before You Begin

Find out the MAC addresses of your network devices if you intend to add them to the Static DHCP
screen.

Use this screen to change your Zyxel Device's static DHCP settings. Click Network Setting > Home
Networking > Static DHCP to open the following screen.

Figure 156 Network Setting > Home Networking > Static DHCP

When any of the LAN clients in your netwerk want an assigned fixed IP address, add a static lease for each LAM client. Knowing
the LAN client's MAC addresses is necessary. Assign IP addresses on the LAN to specific individual computers based on their
MAC addresses.

45 Static DHCP Configuration

# Status MAC Address IP Address Modify
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The following table describes the labels in this screen.

Table 79 Network Setting > Home Networking > Static DHCP

LABEL DESCRIPTION

Static DHCP Click this to configure a stafic DHCP entry.

Configuration

# This is the index number of the entry.

Status This field displays whether the client is connected to the Zyxel Device.

MAC Address The MAC (Media Access Control) or Ethernet address on a LAN (Local Area Network] is

unigue to your computer (six pairs of hexadecimal notation).

A network interface card such as an Ethernet adapter has a hardwired address that is
assigned af the factory. This address follows an industry standard that ensures no other
adapter has a similar address.

IP Address This field displays the IP address relative to the # field listed above.

Modify Click the Edit icon fo configure the connection.

Click the Delete icon to remove the connection.

If you click Static DHCP Configuration in the Static DHCP screen, the following screen displays. Using a
static DHCP means a LAN client will always have the same IP address assigned to it by the DHCP server.
Assign a fixed IP address to a client device by selecting the interface group of this client device and its IP

address type and selecting the device/computer from a list or manually entering its MAC address and
assigned IP address.

Figure 157 Network Setting > Home Networking > Static DHCP: Static DHCP Configuration

Static DHCP Configuration

;
0
i

8

select Device Info Manual Input v

QK

The following table describes the labels in this screen.

Table 80 Network Setting > Home Networking > Static DHCP: Static DHCP Configuration
LABEL DESCRIPTION

Active Select Enable to activate static DHCP in your Zyxel Device.
Group Name Select the interface group for which you want to configure the static DHCP settings.
IP Type The IP Type is normally IPv4 (non-configurable).

Select Device Info | Select between Manual Input which allows you to enter the next two fields (MAC Address
and IP Address); or select an existing LAN device to show its MAC address and IP address.
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Table 80 Network Setting > Home Networking > Static DHCP: Static DHCP Configuration (continued)

LABEL DESCRIPTION

MAC Address Enter the MAC address of a computer on your LAN if you select Manual Input in the previous
field.

IP Address Enter the IP address that you want to assign to the computer on your LAN with the MAC
address that you will also specify if you select Manual Input in the previous field.

OK Click OK to save your changes.

Cancel Click Cancel to exit this screen without saving.

9.4 UPnP

Universal Plug and Play (UPnP) is an open networking standard that uses TCP/IP for simple peer-to-peer
network connectivity between networking devices or software applications which have UPnP enabled.
A UPnP device can dynamically join a network, obtain an IP address, advertise its services, and learn
about other devices on the network. A device can also leave a network automatically when it is no
longer in use.

See Section 9.12 on page 287 for more information on UPnP.

Note: To use UPnP NAT-T, enable NAT in the Network Setting > Broadband > Edit or Add New
WAN Interface screen.

Use the following screen to configure the UPnP settings on your Zyxel Device. Click Network Setting >
Home Networking > UPnP to display the screen shown next.

Figure 158 Network Setting > Home Networking > UPnP

Universal Plug and Play (UPnP) is an open nefworking standard that uses TCP/IP for simple peer-fo-peer network connectivity between networking
devices or software applicatlions which have UPnP enabled. A UPnP device can dynamically join a network, obtain an IP address, advertise ifs services,
and leamn about other devices on the network. A device can also leave a network automatically when it is no longer in use.

UPnP State

UPnP P
UPnP NAT-T State

UPNP NAT-T a@®
Note

To use UPnP NAT-T, enable NAT in the Network Setting > Broadband > Edit/Add New WAN Interface screen.

# Description Destination IP Address External Port Internal Port Protocol

Apply
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The following table describes the labels in this screen.

Table 81 Network Settings > Home Networking > UPnP

LABEL DESCRIPTION
UPnP State
UPnP Select Enable to activate UPnP. Be aware that anyone could use a UPnP application to open

the Web Configurator's login screen without enfering the Zyxel Device's IP address (although
you must still enter the password to access the Web Configurator).

UPnP NAT-T State

UPNP NAT-T Select Enable to activate UPnP with NAT enabled. UPnP NAT traversal automates the process
of allowing an application to operate through NAT. UPnP network devices can automatically
configure network addressing, announce their presence in the network to other UPnP devices
and enable exchange of simple product and service descripfions.

# This field displays the index number of the entry.

Description This field displays the description of the UPnP NAT-T connection.

Destination IP This field displays the IP address of the other connected UPnP-enabled device.
Address

External Port This field displays the external port number that identifies the service.

Intfernal Port This field displays the internal port number that identifies the service.

Protocol This field displays the protocol of the NAT mapping rule. Choices are TCP or UDP.
Apply Click Apply fo save your changes.

Cancel Click Cancel to restore your previously saved settings.

9.5 LAN Additional Subnet

Use this screen to configure IP alias and public static IP.

IP alias allows you to parfition a physical network into different logical networks over the same Ethernet
interface. The Zyxel Device supports multiple logical LAN interfaces through its physical Ethernet
interface with the Zyxel Device itself as the gateway for the LAN network. When you use IP alias, you can
also configure firewall rules to control access to the LAN's logical network (subnet).

If your ISP provides the Public LAN service, the Zyxel Device may use a LAN IP address that can be
accessed from the WAN.

Click Network Setting > Home Networking > Additional Subnet to display the screen shown next.
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Figure 159 Network Setting > Home Networking > Additional Subnet

IP Alias Setup

Pv4 Address

Subnet Mask

Home Networking

Additional Subnet

Use this screen to configure IP alias and pukblic static IP. IP alias allows you to partition a physical netwerk into different logical
networks over the same Ethernet interface. The Zyxel Device supports multiple logical LAN interfaces via its physical Ethernet
interface with the Zyxel Device itself as the gateway for the LAN network. When you use IP alias, you can also configure
firewall rules to confrol access to the LAN's logical network (subnet).

If your ISP provides the Public LAN service, the Iyxel Device may use a LAN IP address that can be accessed from the WAN.

Default v

Public LAN
Active .:)
Pv4 Addres
Subnet Mask 255 255 255 0
Offer Public IP by DHCP
Enable ARP Prc
Apply

The following table describes the labels in this screen.

Table 82 Network Setting > Home Networking > Additional Subnet

LABEL

DESCRIPTION

IP Alias Setup

Group Name

Select the interface group name for which you want to configure the IP alias setftings.

Active

Click this switch to enable alogical LAN for the Zyxel Device. When this is enabled, the following
fields will be configurable.

IPv4 Address

Enter the IP address of your Zyxel Device in dotted decimal notation.

Subnet Mask

Your Zyxel Device will automatically calculate the subnet mask based on the IPv4 address that

you assign. Unless you are implementing subnetting, use this value computed by the Zyxel
Device.

Public LAN

Active Click this switch to enable or disable the Public LAN feature.
Your ISP must support Public LAN and static IP.

IPv4 Address Enter the public IP address provided by your ISP.
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Table 82 Network Setting > Home Networking > Additional Subnet (continued)

LABEL DESCRIPTION

Subnet Mask Enter the public IPv4 subnet mask provided by your ISP.

Offer Public IP Click this switch to enable the Zyxel Device to provide public IP addresses by DHCP server.
by DHCP Otherwise, click to disable.

Enable ARP Click this switch to enable the Address Resolution Protocol (ARP) proxy. Otherwise, click to
Proxy disable.

Cancel Click Cancel to restore your previously saved settings.

Apply Click Apply fo save your changes.

9.6 STB Vendor ID

Use this screen to configure the Vendor IDs of connected Set Top Boxes (STBs) so the Zyxel Device can
automatically create static DHCP entries for them when they request IP addresses.

Click Network Setting > Home Networking > STB Vendor ID to open this screen.

Figure 160 Network Sefting > Home Networking > STB Vendor ID

Home Networking

STB Vendor ID

Use this screen to configure the Vendor IDs of connected Set Top Boxes [5TBs) so the Zyxel Device can automatically create
static DHCP entries for them when they request IP addresses.

ease enter Vendor ID for STB
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Apply

The following table describes the labels in this screen.

Table 83 Network Setting > Home Networking > STB Vendor ID

LABEL DESCRIPTION

VendorID 1-5 These are STB’s Vendor Class Identifiers (DHCP option 60). A Vendor Class Identifier is usually
used to inform the DHCP server a DHCP client’'s vendor and functionality.

Cancel Click Cancel to restore your previously saved settings.

Apply Click Apply fo save your changes.
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9.7 Wake on LAN

Wake on LAN (Wol) allows you to remotely turn on a device on the network, such as a computer,
storage device or media server. To use this feature, the remote hardware (for example the network
adapter on a computer) must support Wake on LAN using the ‘Magic Packet’ method.

You need to know the MAC address of the LAN device. It may be on a label on the LAN device.

Click Network Setting > Home Networking > Wake on LAN to open this screen.

Figure 161 Network Sefting > Home Networking > Wake on LAN

Wake on LAN (Wol) allows you to remotely tum on a device on the network, such as a computer, storage device or media
server. To use this feature the remote hardware (for example the network adapter on a computer) must support Wake On LAN
using the ‘Magic Packet’ method.

You need fo know the MAC address of the LAN device. It may be on a lakel on the device orin ifs documentation.

i@
m
lay
I
o]
g
1]

Home Networking

Wake on LAN

Manual Input v

- - - - - Wake Up

The following table describes the labels in this screen.

Table 84 Network Setting > Home Networking > Wake on LAN

LABEL DESCRIPTION

Wake by Select Manual and enter the IP address or MAC address of the LAN device to turn it on remotely.

Address The drop-down list also lists the IP addresses that can be found in the Zyxel Device's ARP table. If
you select an IP address, the MAC address of the LAN device with the selected IP address then
displays in the MAC Address field.

IP Address Enter the IPv4 IP address of the LAN device to turn it on.
This field is not available if you select an IP address in the Wake by Address field.

MAC Address Enter the MAC address of the LAN device to furn it on. A MAC address consists of six
hexadecimal character pairs.

Wake Up Click this to send a WolL magic packet to wake up the specified LAN device.

9.8 TFTP Server Name

Use the TFTP Server Name screen to identify a TFTP server for configuration file download using DHCP
option 66. RFC 2132 defines the option 66 open standard. DHCP option 66 supports the IP address or the
host name of a single TFTP server.

Click Network Setting > Home Networking > TFTP Server Name to open this screen.
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Figure 162 Network Setting > Home Networking > TFTP Server Name

Home Networking

TFTP Server Name

Use the TFTP Server Name screen to identify a TFTP server for configuration file download using DHCP option 66. RFC 2132
defines the option 66 open standard. DHCP option 66 supports the IP address or the hostname of a single TFTP server.

Apply

The following table describes the labels in this screen.

Table 85 Network Setting > Home Networking > TFTP Server Name

LABEL DESCRIPTION

TFTP Server Enter the IP address or the host name of a single TFTP server.
Name

Cancel Click Cancel to restore your previously saved settings.
Apply Click Apply to save your changes.

9.9 Any Port Any Service (APAS)

Any Port Any Service (APAS) allows a LAN device to use any available port to access any available
service from a remote WAN device. Typically, a LAN device, such as a Set Top Box (STB), would have to
use a specific port to access video streams from a video server. With APAS, the video streams only need
to be received through the specified Bridge WAN interface for the LAN device specified in the APAS
rule. You can connect the LAN device to any LAN port. Other LAN devices can access the Internet using

the default gateway.

Unlike Port Forwarding, which forwards traffic based on port numbers, you do not need to know the port
number for the video fraffic from the IPTV server. You just select the LAN device host name or enter its

MAC address and select a Bridge WAN interface.

Use the wildcard "™ for a range of MAC addresses for multiple LAN devices. For example, enter

00:13:49:*:*:* for all LAN devices from a vendor with the MAC OUI 00:13:49. (range). Any device with that
MAC OUl aa:bb:cc connected to any LAN port on the Zyxel Device can access services or can be
accessed for services through the specified Bridge WAN interface. For example, the LAN device could
be an STB receiving video streams from a video server, or it could be a server, allowing access to it

through the specified Bridge WAN interface.
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Note: You must configure a Bridge WAN interface in advance.

NAS

As APAS allows incoming fraffic from any port to access any service on a configured LAN device, it may
be difficult to distinguish between appropriate and malicious traffic going to the LAN device. Make sure
to properly configure firewall rules to protect the LAN device, and monitor network traffic for suspicious

activity.

Click Network Setting > Home Networking > APAS to open this screen.

Network Setting > Home Networking > APAS

Enable

This table allows you to configure Any Port Any Service

Any Port Any Service is filtering device with specific OUl (or masked MAC prefix) to specific bridge WAN interface.

# Enable

Home Networking
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45 Add new Mac Rule

Name Mac Rule WAN interface

Cancel QK

The following table describes the labels in this screen.

Table 86 Network Setting > Home Networking > APAS

LABEL

DESCRIPTION

Enable

Click Enable to activate APAS.

Add new MAC Rule

Click this button to add a new MAC rule. You can create up to eight MAC rules.

#

This is the index number.

Name

This is the name of the rule.

MAC Rule

This is the LAN host MAC address that is applied fo the rule.

WAN Interface

This is the bridge WAN interface for incoming traffic.

Cancel

Click Cancel to restore your previously saved changes.

OK

Click OK to save your changes.
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9.9.1 Add APAS

Use this screen to create a new MAC rule. Click Network Setting > Home Networking > APAS > Add New
MAC Rule to open the following screen.

Figure 163 Network Setting > Home Networking > APAS > Add New MAC Rule

< Any Port Any Service Configuration

Enable .:

t Device Info Manual Input v

OK

The following table describes the labels in this screen.

Table 87 Network Setfting > Home Networking > APAS > Add New MAC Rule

LABEL DESCRIPTION
Enable Click this to enable APAS on the Zyxel Device.
Name Enter a name of up to 64 characters for the APAS rule to this host(s). Allowed

characters for Name include the following within quotes: " [#%()*+,-./
0123456789:=2@ABCDEFGHIJKLMNOPQRSTUVWXYZ[\\]_abcdefghijkimnopqgrstuvwx

yz{}~"

Select Device Info Select a connected LAN host or select Manual Input to enter the MAC address of a
client that is not yet connected and does not display in Connection Status >
Connectivity.

MAC Rule If you selected Manual Input for Select Device Info, then enter the LAN host MAC
address here. You can use the wildcard *' for a MAC address range. For example,
enter 00:13:49:*:*:* for all LAN devices from a vendor with the MAC OUI 00:13:49.

Bridge WAN Name | Select a Bridge WAN interface for incoming traffic to apply the rule. You must have
created at least one Bridge WAN interface in Network Setting > Broadband screen.

Cancel Click Cancel to exit this screen without saving.

OK Click OK to save your changes.

9.10 Loop Guard Protection

Use the Loop Guard screen to configure the loop guard to protect against network loops. Loop guard
shuts down a port if the Zyxel Device detects packets sent out through the port looping back to the
Zyxel Device.

Click Network Setting > Home Networking > Loop Guard to open this screen.
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Figure 164 Network Setting > Home Networking > Loop Guard

Home Networking

Loop Guard

Loop guard allows you to configure the device fo shut down a port if it detects that packets sent cut on that port locop back to the
device

Loop Guard Setup

Active @

Recovery Time (sec) 30

Apply

The following table describes the labels in this screen.

Table 88 Network Setting > Home Networking > Loop Guard

LABEL DESCRIPTION

Active Click this switch to the right to enable the loop guard to protect against network loops.
Recover Time When you enable loop guard, specify how many seconds (15 to 300) the Zyxel Device waits
(sec) before re-enabling a port shut down by loop guard.

Cancel Click Cancel to restore your previously saved settings.

Apply Click Apply to save your changes.

9.11 Technical Reference

This section provides some technical background information about the fopics covered in this chapter.

LANs, WANs and the Zyxel Device

The actual physical connection determines whether the Zyxel Device ports are LAN or WAN ports. There
are two separate IP networks, one inside the LAN network and the other outside the WAN network as
shown next.

Figure 165 LAN and WAN IP Addresses
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9.11.1 DHCP Setup

DHCP (Dynamic Host Configuration Protocol, RFC 2131 and RFC 2132) allows individual clients to obtain
TCP/IP configuration at start-up from a server. You can configure the Zyxel Device as a DHCP server or
disable it. When configured as a server, the Zyxel Device provides the TCP/IP configuration for the
clients. If you turn DHCP service off, you must have another DHCP server on your LAN, or else the
computer must be manually configured.

IP Pool Setup

The Zyxel Device is pre-configured with a pool of IP addresses for the DHCP clients (DHCP Pool). See the
product specifications in the appendices. Do not assign static IP addresses from the DHCP pool to your
LAN computers.

9.11.2 DNS Server Addresses

DNS (Domain Name System) maps a domain name to its corresponding IP address and vice versa. The
DNS server is extremely important because without it, you must know the IP address of a computer
before you can access it. The DNS server addresses you enter when you set up DHCP are passed to the
client machines along with the assigned IP address and subnet mask.

There are two ways that an ISP disseminates the DNS server addresses.

* The ISP tells you the DNS server addresses, usually in the form of an information sheet, when you sign
up. If your ISP gives you DNS server addresses, enter them in the DNS Server fields in the DHCP Setup
screen.

* Some ISPs choose to disseminate the DNS server addresses using the DNS server extensions of IPCP (IP
Confrol Protocol) after the connection is up. If your ISP did not give you explicit DNS servers, chances
are the DNS servers are conveyed through IPCP negofiation. The Zyxel Device supports the IPCP DNS
server extensions through the DNS proxy feature.

Please note that DNS proxy works only when the ISP uses the IPCP DNS server extensions. It does not
mean you can leave the DNS servers out of the DHCP setup under all circumstances. If your ISP gives
you explicit DNS servers, make sure that you enter their IP addresses in the DHCP Setup screen.

9.11.3 LAN TCP/IP

The Zyxel Device has built-in DHCP server capability that assigns IP addresses and DNS servers to systems
that support DHCP client capability.

IP Address and Subnet Mask

Similar to the way houses on a street share a common street name, so too do computers on a LAN share
one common network number.

Where you obtain your network number depends on your particular situation. If the ISP or your network
administrator assigns you a block of registered IP addresses, follow their instructions in selecting the IP
addresses and the subnet mask.

If the ISP did not explicitly give you an IP network number, then most likely you have a single user
account and the ISP will assign you a dynamic IP address when the connection is established. If this is
the case, it is recommended that you select a network number from 192.168.0.0 to 192.168.255.0 and
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you must enable the Network Address Translation (NAT) feature of the Zyxel Device. The Internet
Assigned Number Authority (IANA) reserved this block of addresses specifically for private use; please do
not use any other number unless you are fold otherwise. Let's say you select 192.168.1.0 as the network
number; which covers 254 individual addresses, from 192.168.1.1 to 192.168.1.254 (zero and 255 are
reserved). In other words, the first three numbers specify the network number while the last number
identifies an individual computer on that network.

Once you have decided on the network number, pick an IP address that is easy fo remember, for
instance, 192.168.1.1, for your Zyxel Device, but make sure that no other device on your network is using
that IP address.

The subnet mask specifies the network number portion of an IP address. Your Zyxel Device will compute
the subnet mask automatically based on the IP address that you entered. You do not need to change
the subnet mask computed by the Zyxel Device unless you are instructed to do otherwise.

Private IP Addresses

Every machine on the Internet must have a unique address. If your networks are isolated from the
Internet, for example, only between your two branch offices, you can assign any IP addresses to the
hosts without problems. However, the Internet Assigned Numbers Authority (IANA) has reserved the
following three blocks of IP addresses specifically for private networks:

* 10.0.0.0 —10.255.255.255
* 172.16.0.0 — 172.31.255.255
* 192.168.0.0 — 192.168.255.255

You can obtain your IP address from the IANA, from an ISP or it can be assigned from a private network.
If you belong to a small organization and your Internet access is through an ISP, the ISP can provide you
with the Internet addresses for your local networks. On the other hand, if you are part of a much larger
organization, you should consult your network administrator for the appropriate IP addresses.

Note: Regardless of your particular situation, do not create an arbitrary IP address; always
follow the guidelines above. For more information on address assignment, please refer
to RFC 1597, "Address Allocation for Private Internets” and RFC 1466, "Guidelines for
Management of IP Address Space”.

9.12 Turn on UPNnP in Windows 10 Example

This section shows you how to use the UPnP feature in Windows 10. UPnP server is installed in Windows 10.
Activate UPnP on the Zyxel Device by clicking Network Setting > Home Networking > UPnP.

Make sure the computer is connected to the LAN port of the Zyxel Device. Turn on your computer and
the Zyxel Device.

1 Click the start icon, Settings and then Network & Internet.
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3

Settings

@ Personalization

Background, lock screen, colors

WR, broadcasting

p Search

Language, permissions, history

Windows Settings

Devices
Bluetoath, printers, mouse

Apps
Uninstall, defaults, optional
features

Ease of Access
Narrator, magnifier, high
st

contra:

Phone

Link your Android, iPhone

Accounts

Your accounts, e

work, other people

Privacy

Location, camera

Network & Internet

Wi-Fi, airplane mode, VPN

Time & Language

Speech, region, date

Update & Security

ws Update, recovery,

kup

Click Network and Sharing Center.

< Settings
m Home
| |: nd a setting

&

Network & Internet

Status

Ethernet

Dial-up

VPN

Data usage

Proxy

Status

Network status

g_

You're connected to the Internet

L

Ethernet 2
Private network

If you have a limited data plan, you can make this network a

metered connection or change other properties.

Change connection properties

Show available networks

Change your network settings

@ Change adapter options

View network adapters and change connection settings.

% Sharing options

For the networks you connect to, decide what you want to share.

A Network troubleshooter

Diagnose and fix network problems.

View your network properties

Windows Firewall

| Network and Sharing Center |

Network reset

Have a question?
Get help

Make Windows better

Give us feedback

Click Change advanced sharing settings.
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%+ Metwork and Sharing Center
4 %5 5 Control Panel » All Control Panel ltems > Network and Sharing Center

View your basic network information and set up connections
Control Panel Home

View your active networks
Change adapter settings

Change advanced sharing Network 2 Access type: Internet
settings Private network Connections: ) Ethemnet 2

Change your networking settings

elh- Set up a new connection or network

Set up a broadband, dial-up, or VPN connection; or set up a router or access point.

Troubleshoot problems

Diagnose and repair network problems, or get troubleshooting information.

See also

Infrared

Internet Options

Windows Defender Firewall

- [}

v @ Search Control Panel yel

4 Under Domain, select Turn on network discovery and click Save Changes. Network discovery allows your
computer to find other computers and devices on the network and other computers on the network to

find your computer. This makes it easier to share files and printers.

*§ Advanced sharing settings

« ~ 4 *& 5 Control Panel > All Control Panel ltems > Network and Sharing Center » Advanced sharing settings

Change sharing options for different network profiles

Windows creates a separate network profile for each network you use. You can choose specific options for
each profile.

Private (current profile)
Guest or Public
Domain

Metwork discovery

‘When network discovery is on, this computer can see other network computers and devices and is
wvisible to other network computers,

(®) Turn on network discovel

(O Turn off network discovery

File and printer sharing

‘When file and printer sharing is on, files and printers that you have shared from this computer can
be accessed by people on the network.

(@ Turn on file and printer sharing
(O Turn off file and printer sharing

All Networks

Save changes Cancel

- [}

v O Search Control Panel »

9.12.1 Auto-discover Your UPnP-enabled Network Device

Before you follow these steps, make sure you already have UPnP activated on the Zyxel Device and in

your computer.
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Make sure your computer is connected to the LAN port of the Zyxel Device.

1 Open File Explorer and click Network.

2 Right-click the Zyxel Device icon and select Properties.
Figure 166 Network Connections

1] = | Metwork
Metwork View

A3 B @R o

[E§ View device webpage
Properties Open Con Add devices X - Metwork and
and printers 2 Search Active Directory  sharing Center
Location Metwork

« « 4 oF > Network

File sharing is turned off. Some network computers and devices might not be visible, Click to change...

s Quick access ~ Network Infrastructure (1)
‘@& OneDrive e,
B This PC View device webpage

# 3D Objects Disable Internet connectivity

B Desktop Delete

|=| Documents

‘ D load Create shortcut

ownloads

J’! Music | Propertiesl

&=/ Pictures

m Videos

‘i Local Disk (C:)

3 Inthe Internet Connection Properties window, click Settings to see port mappings.

Figure 167 Internet Connection Properties

< " Properties X

General  Network Device

Connect to the Internet using:

e Internet Connection

This connection allows you to connect to the Internet through a shared connection
on another computer,

0K Cancel Apply

4 You may edit or delete the port mappings or click Add to manually add port mappings.
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Figure 168 Internet Connection Properties: Advanced Settings

Advanced Settings *
Services
Select the services running on your networlk that Intemet users can
access.
Services:
o
oK Cancel

Figure 169 Internet Connection Properties: Advanced Settings: Add

Service Settings ? *

Description of service:

! |
MName or [P address for example 152.168.0.12) of the
computer hosting this service on your networl:

Extemal Port number for this service:

| | ®tce  Ouop
Intemal Port number for this service:
Cancel

Note: When the UPnP-enabled device is disconnected from your computer, all port
mappings will be deleted automatically.

Click OK. Check the network icon on the system fray to see your Internet connection status.

Figure 170 System Tray lcon

To see more details about your current Internet connection status, right click the network icon in the
system fray and click Open Network & Internet settings. Click Network and Sharing Center and click the
Connections.
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Figure 171 Internet Connection Status

B
A S5 Control Panel » All Control Panel ftens > Netwark and Sharing Center
View your basic network information and set up connections
Control Panel Home
View your active networks
Change adapter settings
Change advanced sharing Network 2 Access type: Internet
seftings Private network Connections: [
Change your networking settings
éﬁ:- Set up a new connection or network
= st up a broadband, dial-up, or VPN connection; or set up a router or access point,
Troubleshoot problems
Diagnose and repair network problems, or get troubleshooting information.
See also
Infrared
Internet Options
Windows Defender Firewall

v D Search Control Panel

',“,' Ethernet 2 Status

General
Connection
IPv4 Connectivity: Internet
IPv6 Connectivity: Mo network access
Media State: Enabled
Duration: 04:07:35
Speed: 1,0 Gbps
Activity
Sent Received
Bytes: 2,173,640 20,849,403
®properties ) Disable Diagnose
Close

9.13 Web Configurator Access with UPnP in Windows 10

Follow the steps below to access the Web Configurator.

1 Open File Explorer.

2 Click Network.
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Figure 172 Network Connections

M = | Network
Metwork View

- -
v a2 . ]
Properties Open C Add devices _" o B Metwork and
D and printers 2 Search Active ary  sharing Center
Location Metwork

« « 4 oF > Network
File sharing is turned off. Some network computers and devices might not be visible, Click to change...
N
# Quick access MNetwork Infrastructure (1)

fa@ OneDrive

& This PC
) 3D Objects
[ Desktop
|i5-'| Documents
‘ Downloads
J‘! Music
&=/ Pictures
m Videos
‘i Local Disk (C:)

=¥ Metwork

An icon with the description for each UPnP-enabled device displays under Network Infrastructure.

Right-click the icon for your Zyxel Device and select View device webpage. The Web Configurator login
screen displays.

Figure 173 Network Connections: Network Infrastructure
| |£] = | Network
Metwork View

\ﬂ_ G ‘ % View printers [@[‘G

[E§ View device webpage
Properties Open C ( te  Add devices o . Metwork and
D ) and printers 2 Search Active Directory  sharing Center

Location Metwork

« « 4 oF > Network

File sharing is turned off. Some network computers and devices might not be visible, Click to change...

# Ouick access ~ Network Infrastructure (1)
¢@ OneDrive o —
& This PC View device webpage
) 3D Objects Disable Internet connectivity
! Desktop Delete

|| Documents

* b load Create shortcut

ownloads

J’ Music Properties

&=/ Pictures

m Videos

‘i Local Disk (C:)

=¥ Metwork

Right-click the icon for your Zyxel Device and select Properties. Click the Network Device tab. A window
displays information about the Zyxel Device.
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Figure 174 Network Connections: Network Infrastructure: Properties: Example

- " Properties *

General MNetwork Device

iy
Device Details

Manufacturer:

Model:

Model number:

Device webpage:

Troubleshooting Information

Serial number: B Lyl s

MAC address: ST

Unigue identifier: SRV B Tk | e g e Rl T
IP address: 192.168.1.1

Cancel Apply
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10.1 Routing Overview

The Zyxel Device usually uses the default gateway to route outbound traffic fromm computers on the LAN
to the Internet. To have the Zyxel Device send data to devices not reachable through the default
gateway, use static routes.

For example, the next figure shows a computer (A) connected to the Zyxel Device's LAN interface. The
Zyxel Device routes most traffic from A to the Internet through the Zyxel Device's default gateway (R1).
You create one static route to connect to services offered by your ISP behind router R2. You create

another static route to communicate with a separate network behind a router R3 connected to the
LAN.

Figure 175 Example of Stafic Routing Topology
A

10.2 Configure Static Route

Use this screen to view and configure static route rules on the Zyxel Device. A static route is used to save
fime and bandwidth usage when LAN devices within an Infranet are transferring files or packets,
especially when there are more than two Internet connections in your home or office network. Click
Network Setting > Routing to open the Static Route screen.
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Figure 176 Network Setting > Routing > Static Route

Use this screen to view and configure the static route rules on the Zyxel Device. A static route is used to save time and
bandwidth usage when LAN devices within an Intranet are fransferring files or packets, especially when there are more than
two Internet connections available in your home or office network.

4 Add Mew Stafic Route

# Status Name Destination IP Subnet Maszk/Prefix Length Gateway Interface Meodify

The following table describes the labels in this screen.

Table 89 Network Setfting > Routing > Static Route

LABEL DESCRIPTION

Add New Static | Click this to set up a new static route on the Zyxel Device.

Route

# This is the number of an individual static route.

Status This field indicates whether the rule is active (yellow bulb) or not (gray bulb).

Name This is the name of the static route.

Destination IP This parameter specifies the IP network address of the final destination. Routing is always based
on network number.

Subnet Mask/ This parameter specifies the IP network subnet mask of the final destination.

Prefix Length

Gateway This is the IP address of the gateway. The gateway is a router or switch on the same network
segment as the device's LAN or WAN port. The gateway helps forward packets to their
destinations.

Interface This is the WAN interface through which the traffic is routed.

Modify Click the Edit icon fo go to the screen where you can set up a static route on the Zyxel Device.

Click the Delete icon fo remove a static route from the Zyxel Device.

10.2.1 Add or Edit Static Route

Use this screen to add or edit a static route. Click Add New Static Route in the Static Route screen, the
following screen appears. Configure the required information for a static route.

Note: The Gateway IP Address must be within the range of the selected interface in Use
Interface.
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Figure 177 Network Setting > Routing > Static Route > Add New Static Route

Add New Static Route

S

Default

Note

The Gateway IP Address must be within the range of the selected interface in Use Interface.

OK

The following table describes the labels in this screen.

Table 90 Network Setting > Routing > Static Route > Add New Static Route

LABEL

DESCRIPTION

Active

Click this switch to activate static route. Otherwise, click to disable.

Route Name

Enter a name for your static route. You can use up to 15 printable characters except ["]. [ 7], [
"LI<LI>LIALISLILIL[&] or[;]. Spaces are allowed.

IP Type

Select between IPv4 or IPv6. Compared fo IPv4, IPv6 (Internet Protocol version é), is designed to
enhance IP address size and features. The increase in IPv6 address size to 128 bits (from the 32-
bit IPv4 address) allows up fo 3.4 x 1038 IP addresses. The Zyxel Device can use IPv4/IPv6 dual
stack to connect to IPv4 and IPv6 networks, and supports IPv6 rapid deployment (6RD).

Destination IP
Address

This parameter specifies the IP network address of the final destination. Routing is always based
on network number. If you need to specify a route to a single host, use a subnet mask of
255.255.255.255 in the subnet mask field to force the network number to be identical to the host
ID.

Subnet Mask

If you are using IPv4 and need to specify a route to a single host, use a subnet mask of
255.255.255.255 in the subnet mask field to force the network number to be identical to the host
ID. Enter the IP subnet mask here.

Note: This field appears only when you select IPv4 in the IP Type field.

Prefix Length

If you are using IPvé, enter the address prefix length to specify how many most significant bits in
an IPvé address compose the network address.

Note: This field appears only when you select IPv6 in the IP Type field.

Use Gateway IP
Address

The gateway is a router or switch on the same network segment as the device's LAN or WAN
port. The gateway helps forward packets to their destinations.

Click this switch to enable or disable the gateway IP address. When the switch goes to the right,
the function is enabled. Otherwise, it is not.
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Table 90 Network Setting > Routing > Stafic Route > Add New Static Route (continued)

LABEL DESCRIPTION

Gateway IP Enter the IP address of the gateway.

Address

User Interface Select the WAN interface you want to use for this static route.
OK Click this to save your changes.

Cancel Click this to exit this screen without saving.

10.2.1.1 An Example of Adding a Static Route

In order to extend your Intranet and confrol fraffic flowing directions, you may connect a router to the
Zyxel Device's LAN. The router may be used to separate two department networks. This tutorial shows

how to configure a static routing rule for two network routings.

In the following figure, router R is connected to the Zyxel Device's LAN. R connects to two networks, N1
(192.168.1.x/24) and N2 (192.168.10.x/24). If you want to send fraffic from computer A (in N1 network) to
computer B (in N2 network), the traffic is sent to the Zyxel Device's WAN default gateway by default. In

this case, B will never receive the fraffic.

You need to specify a static routing rule on the Zyxel Device to specify R as the router in charge of
forwarding traffic fo N2. In this case, the Zyxel Device routes fraffic from A to R and then R routes the

traffic to B.

v
it

N2

S o - -
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This tutorial uses the following example IP settings:

Table 91 IP Settings in this Tutorial

DEVICE / COMPUTER IP ADDRESS
The Zyxel Device's WAN 172.16.1.1
The Zyxel Device's LAN 192.168.1.1

IP Type IPv4

Use Inferface Default

A 192.168.1.34
R's N1 192.168.1.253
R's N2 192.168.10.2
B 192.168.10.33

To configure a static route to route traffic from N1 to N2:

Log info the Zyxel Device's Web Configurator.
Click Network Setting > Routing.

Click Add new Static Route in the Static Route screen.

The purpose of a Static Route is to save time and bandwidth usage when LAN devices within an Infranet are transferring files or packets, especially
when there are more than two Intemet connections available in your home or office network.

(+ Add New Stafic Route)

# Status Name Destination IP Subnet Mask/Prefix Length Gateway Interface Modify

Configure the Static Route Setup screen using the following settings:

* Click the Active button fo enable this static route. When the switch goes to the right, the function is
enabled. Enter the Route Name as R.
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* SetIP Type to IPv4.
e Enter the Destination IP Address 192.168.10.1 and IP Subnet Mask 255.255.255.0 for the destination, N2.

* Click the Use Gateway IP Address button to enable this function. When the switch goes fo the right,
the function is enabled. Enter 192.168.1.253 (R's N1 address) in the Gateway IP Address field.

¢ Select Default as the Use Interface.

* Click OK.

Now B should be able to receive traffic from A. You may need to additionally configure B’s firewall
settings to allow specific traffic to pass through.

< Add New Static Route

Configure the required information for a siatic route,

petv ®
Route ne R
P Type IPv4 -
Destinat Address 192 . 168 ) 10 ) 1
et Mask 255 255 255 0

e Gateway IP Addre! :.
Gate P Addre 192 168 1 253
Use Interface Default -

[E Note

The input range of the Gateway IP Address must be in the same range of the Use Inferface.

[oK]

10.3 DNS Route

Use this screen to view and configure DNS routes on the Zyxel Device. A DNS route entry defines a policy
for the Zyxel Device to forward a particular DNS query to a specific WAN interface. Click Network Setting
> Routing > DNS Route to open the DNS Route screen.
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Figure 178 Network Setting > Routing > DNS Route

Use this screen to view ond configure DNS routes on the Zyxel Device. A DNS route entry defines a policy for the Iyxesl
Device to forward a particular DNS query to a specific WAN interface.

4= Add Mew DNS Route

# Status Domain Name WAN Interface Subnet Mask Modify

MNote

Maximum of 20 entries can be added.

The following table describes the labels in this screen.

Table 92 Network Setfting > Routing > DNS Route

LABEL DESCRIPTION

Add New DNS Click this to create a new enfry.

Route

# This is the number of an individual DNS route.

Status This field indicates whether the rule is active (yellow bulb) or not (gray bulb).

Domain Name

This is the domain name to which the DNS route applies.

WAN Interface

This is the WAN interface through which the matched DNS request is routed.

Subnet Mask

This parameter specifies the IP network subnet mask.

Modify Click the Edit icon to configure a DNS route on the Zyxel Device.

Click the Delete icon to remove a DNS route from the Zyxel Device.

10.3.1 Add or Edit DNS Route

You can manually add the Zyxel Device’s DNS route entry. Click Add New DNS Route in the DNS Route

screen, use this screen to configure the required information for a DNS route.

Figure 179 Network Setting > Routing > DNS Route > Add New DNS Route

Add New DNS Route
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The following table describes the labels in this screen.

Table 93 Network Setting > Routing > DNS Route > Add New DNS Route
LABEL DESCRIPTION

Active Enable DNS route in your Zyxel Device.

Domain Name Enter the domain name you want to resolve. You can use up to 64 alphanumeric (0-9, a-z, A-Z)
characters with hyphens [ - ] and periods [ . ].

You can use the wildcard character, an **” (asterisk) as the left most part of a domain name,
such as *.example.com. The Zyxel Device forwards DNS queries for any domain name ending in
example.com fo the WAN interface specified in this route.

Subnet Mask Enter the subnet mask of the network for which to use the DNS route in dofted decimal
notation, for example 255.255.255.255.

WAN Interface Select a WAN inferface through which the matched DNS query is sent. You must have the WAN
interfaces already configured in the Broadband screen.

OK Click this to save your changes.

Cancel Click this to exit this screen without saving.

10.4 Policy Route

By default, the Zyxel Device routes packets based on the shortest path to the destination address. Policy
routes allow you to override the default behavior and route packets based on other criteria, such as the
source address. For example, you can use policy-based routing to direct traffic from specific users
through specific connections or distribute traffic across multiple paths for load sharing. Policy-based
routing is applied to outgoing packets before the defaulf routing rules are applied.

The Policy Route screen let you view and configure routing policies on the Zyxel Device. Click Network
Setting > Routing > Policy Route to open the following screen.

Figure 180 Network Setting > Routing > Policy Route

By default, the Zyxel Device routes packets based on the shortest path to the destination address. Policy routes allow you to override the default
behavior and route packets based on other criteria, such as the source address.

For example, you can use policy-based routing to direct traffic from specific users through specific connections or distribute fraffic across multiple paths
forload sharing. Policy-based routing is applied to outgeing packets before the default routing rules are applied.

4 Add New Policy Route

# Status  Name Source IP Source Subnet Mask Protocol Source Port Source MAC Source Interface WAN Interface Modify

The following table describes the labels in this screen.

Table 94 Network Setting > Routing > Policy Route

LABEL DESCRIPTION

Add New Policy | Click this to create a new policy forwarding rule.

Route

# This is the index number of the entry.

Status This field displays whether the DNS route is active or not. A yellow bulb signifies that this DNS route
is active. A gray bulb signifies that this DNS route is not active.
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Table 94 Network Sefting > Routing > Policy Route (continued)

LABEL DESCRIPTION
Name This is the name of the rule.
Source IP This is the source IP address.

Source Subnet
Mask

This is the source subnet mask address.

Protocol

This is the fransport layer protocol.

Source Port

This is the source port number.

Source MAC This is the source MAC address.

Source This is the interface from which the matched traffic is sent.
Interface

WAN Interface This is the WAN interface through which the traffic is routed.
Modify Click the Edit icon to edit this policy.

Click the Delete icon to remove a policy from the Zyxel Device. A window displays asking you to
confirm that you want to delete the policy.

10.4.1 Add or Edit Policy Route

Click Add New Policy Route in the Policy Route screen or click the Edit icon next to a policy. Use this
screen fo configure the required information for a policy route.

Figure 181 Network Sefting > Routing > Policy Route: Add or Edit

Add New Policy Route

None v

OK
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The following table describes the labels in this screen.

Table 95 Network Setfting > Routing > Policy Route: Add or Edit

LABEL DESCRIPTION

Active Click this switch to activate this policy route. Otherwise, click to disable.

Route Name Enter a descriptive name of this policy route. You can use up to 15 printable characters except [
"LILIU'LI<LI>LIALISLIIL[&] or[;]. Spaces are allowed.

Source IP Enter the source IP address.

Address

Source Subnet Enter the source subnet mask address.

Mask

Protocol Select the transport layer protocol (TCP, UDP, or None).

Source Port Enter the source port number.

Source MAC Enter the source MAC address.

Sourcelnterface | Enter the name of the interface from which the matched traffic is sent.
(example: br0 or
LANT - LAN4)

WAN Interface Select a WAN interface through which the traffic is sent. You must have the WAN inferfaces
already configured in the Broadband screens.

Cancel Click Cancel fo exit this screen without saving.

OK Click OK to save your changes.

10.5 RIP Overview

Routing Information Protocol (RIP, RFC 1058 and RFC 1389) allows the Zyxel Device to exchange routing
information with other routers. To activate RIP for the WAN interface, select the supported RIP version
and operation.

10.5.1 RIP

Click Network Setting > Routing > RIP o open the RIP screen. Select the desired RIP version and
operation by clicking the checkbox. To stop RIP on the WAN interface, clear the checkbox. Click the
Apply button to start or stop RIP and save the configuration.

Figure 182 Network Setting > Routing > RIP

Routing

RIP

Routing Information Protocol (RIF, RFC 1058 and RFC 1389) allows a device to exchange routing information with other routers.

# Interface Version Operation Enable Disable Default Gateway
ADSL RIPw2 v Active A
2 VDSL RIPv2 v Active v
3 ETHWAN RIPw2 v Active A
Apply
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The following table describes the labels in this screen.

Table 96 Network Setting > Routing > RIP

LABEL DESCRIPTION

# This is the index of the interface in which the RIP setfting is used.

Interface This is the name of the interface in which the RIP setting is used.

Version The RIP version controls the format and the broadcasting method of the RIP packets that the
Zyxel Device sends (it recognizes both formats when receiving). RIPv1 is universally supported
but RIPv2 carries more information. RIPv1 is probably adequate for most networks, unless you
have an unusual network fopology. When set to Both, the Zyxel Device will broadcast its routing
table periodically and incorporate the RIP information that it receives

Operation Select Passive fo have the Zyxel Device update the routing table based on the RIP packets
received from neighbors but not advertise its route information to other routers in this interface.
Select Active fo have the Zyxel Device advertise its route information and also listen for routing
updates from neighboring routers.

Enable Select the checkbox to activate the settings.

Disable Default | Select the checkbox to set the Zyxel Device to not send the route information to the default

Gateway gateway.

Cancel Click Cancel fo exit this screen without saving.

Apply Click Apply to save your changes back to the Zyxel Device.
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Quality of Service (Qo0S)

11.1 QoS Overview

Quality of Service (QoS) refers to both a network’s ability to deliver data with minimum delay, and the
networking methods used to control the use of bandwidth. Without QoS, all fraffic data is equally likely
to be dropped when the network is congested. This can cause a reduction in network performance and
make the network inadequate for time-critical applications such as video-on-demand.

Configure QoS on the Zyxel Device to group and prioritize application fraffic and fine-tune network
performance. Setting up QoS involves these steps:

1 Configure classifiers to sort fraffic into different flows.
2 Assign priority and define actions to be performed for a classified fraffic flow.

The Zyxel Device assigns each packet a priority and then queues the packet accordingly. Packets
assigned a high priority are processed more quickly than those with low priority if there is congestion,
allowing fime-sensitive applications to flow more smoothly. Time-sensitive applications include both

those that require a low level of latency (delay) and a low level of jitter (variations in delay) such as
Voice over IP (VolIP) or Internet gaming, and those for which jitter alone is a problem such as Internet
radio or streaming video. There are eight priority levels, with 1 having the highest priority.

This chapter contains information about configuring QoS and editing classifiers.

11.1.1 What You Can Do in this Chapter

* The General screen lets you enable or disable QoS and set the upstream bandwidth (Section 11.3 on
page 308).

* The Queue Setup screen lefs you configure QoS queue assignment (Section 11.4 on page 310).
* The Classification Setup screen lets you add, edit or delete QoS classifiers (Section 11.5 on page 312).

* The Shaper Setup screen limits outgoing traffic fransmission rate on the selected interface (Section
11.6 on page 318).

* The Policer Setup screen lets you control incoming fraffic transmission rate and bursts (Section 11.7 on
page 319).

¢ The Monitor screen lets you use any available port to access any available service from a remote
WAN device (Section 11.8 on page 323).

11.2 What You Need to Know

The following tferms and concepts may help as you read through this chapter.

AX/DX/EX/PX Series User's Guide

306



Chapter 11 Quality of Service (QoS)

QoS versus CoS

QoS is used to prioritize source-to-destination traffic flows. All packets in the same flow are given the
same priority. CoS (class of service) is a way of managing fraffic in a network by grouping similar types of
fraffic fogether and tfreating each type as a class. You can use CoS to give different priorities to different
packet types.

CoS technologies include IEEE 802.1p layer 2 tagging and DiffServ (Differentiated Services or DS). IEEE
802.1p tagging makes use of 3 bits in the packet header, while DiffServ is a new protocol and defines a
new DS field, which replaces the eight-bit ToS (Type of Service) field in the IP header.

Tagging and Marking

In a QoS class, you can configure whether to add or change the DSCP (DiffServ Code Point) value, IEEE
802.1p priority level and VLAN ID number in a matched packet. When the packet passes through a
compatible network, the networking device, such as a backbone switch, can provide specific
freatment or service based on the tag or marker.

Traffic Shaping
Bursty traffic may cause network congestion. Traffic shaping regulates packets to be transmitted with a
pre-configured data transmission rate using buffers (or queues). Your Zyxel Device uses the Token Bucket

algorithm to allow a certain amount of large bursts while keeping a limit at the average rate.

Traffic Rate Traffic Rate

Traffic

L s

Time Time

(Before Traffic Shaping) (After Traffic Shaping)

Traffic Policing
Traffic policing is the limiting of the input or output fransmission rate of a class of traffic on the basis of

user-defined criteria. Traffic policing methods measure traffic flows against user-defined criteria and
identify it as either conforming, exceeding or violating the criteria.

Traffic Rate Traffic Rate

Time Time

(Before Traffic Policing) (After Traffic Policing)
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The Zyxel Device supports three incoming traffic metering algorithms: Token Bucket Filter (TBF), Single
Rate Two Color Maker (srTCM), and Two Rate Two Color Marker (frTCM). You can specify actions which
are performed on the colored packets. See Section 11.9 on page 324 for more information on each
metering algorithm.

Strictly Priority

Strictly Priority (SP) services queues based on priority only. As traffic comes into the Switch, traffic on the
highest priority queue, Q7 is fransmitted first. When that queue empties, fraffic on the next highest priority
queue, Q6 is transmitted until Q6 empties, and then traffic is fransmitted on Q5 and so on. If higher
priority queues never empty, then fraffic on lower priority queues never gets sent. SP does not
automatically adapt to changing network requirements.

Weighted Round Robin Schedule (WRR)

Round Robin Scheduling services queues on a rotating basis and is activated only when a port has more
fraffic than it can handle. A queue is given an amount of bandwidth irrespective of the incoming tfraffic
on that port. This queue then moves o the back of the list. The next queue is given an equal amount of
bandwidth, and then moves to the end of the list; and so on, depending on the number of queues
being used. This works in a looping fashion until a queue is empty.

Weighted Round Robin Scheduling (WRR) uses the same algorithm as round robin scheduling, but
services queues based on their priority and queue weight (the number you configure in the queue
Weight field) rather than a fixed amount of bandwidth. WRR is activated only when a port has more
traffic than it can handle. Queues with larger weights get more service than queues with smaller

weights. This queuing mechanism is highly efficient in that it divides any available bandwidth across the
different traffic queues and returns to queues that have not yet emptied.

11.3 Quality of Service General Settings

Use this screen to enable or disable QoS and set the upstream bandwidth or assign traffic priority. See
Section 11.1 on page 306 for more information.

When one of the following situations happens, the current WAN linkup rate will be used instead:

1 WAN Managed Upstream Bandwidth is sef fo O

2 WAN Managed Upstream Bandwidth is empty

3 WAN Managed Upstream Bandwidth is higher than the current WAN interface linkup rate
Note: Manually defined QoS is ignored when Upstream Traffic Priority is selected.

Note: Upstream Traffic Priority automatically assigns a traffic priority level based on the
selected criteria.

Note: To have your QoS settings configured in other QoS screens take effect, select None in
the Upstream Traffic Priority Assigned by field.

Click Network Setting > QoS > General o open the screen as shown next.
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Figure 183 Network Setting > QoS > General

QoS

General
Use this screen to enable or disable Qo$ and set the upstream bandwidth or assign traffic priority.

When one of the following situations happens, the current WAN linkup rate will be used instead:
1. WAN Managed Upstream Bandwidth is set fo 0

2. WAN Managed Upstream Bandwidth is empty

3. WAN Managed Upstream Bandwidth is higher than the current WAN interface linkup rate

WANanagedllsshesm
: ‘ nagec tre o kbps|
Bandwidth
Upstream Traffic Pricrity Assigned by Mone v
Note

(1) Manually defined QoS iz ignored when Upstream Traffic Priority is selected.
(2) Upstream Traffic Priority automatically assigns a traffic priority level based on the selected criteria.

(3) To have your QoS settings configured in other QoS screens take effect, select None in the Upsiream Traffic Priority Assigned by field.

Apply
The following table describes the labels in this screen.
Table 97 Network Setting > QoS > General
LABEL DESCRIPTION
QoS Click this switch to enable QoS to improve your network performance.
WAN Managed | Enter the amount of upstream bandwidth for the WAN interfaces that you want to allocate using
Upstream QoS.
Bandwidth

upstream fransmission speed of 100 Mbps.

the Zyxel Device to not use some of the interfaces’ available bandwidth.

WAN interfaces’ actual upstream transmission speed.

The recommendation is to sef this speed to match the interfaces’ actual fransmission speed. For
example, set the WAN interfaces’ speed to 100000 kbps if your Internet connection has an

You can also set this number lower than the interfaces’ actual transmission speed. This will cause

If you leave this field blank, the Zyxel Device automatically sets this number to be 95% of the

Upstream Traffic | Select how the Zyxel Device assigns priorities to various upstream traffic flows.
Priority Assigned

rules is mapped intfo the default queue with the lowest priority.

IP header.

by * None: Disables auto priority mapping and has the Zyxel Device put packets into the queues
according to your classification rules. Traffic which does not match any of the classification

* Ethernet Priority: Automatically assign priority based on the IEEE 802.1p priority level.
* |P Precedence: Automatically assign priority based on the first three bits of the TOS field in the

* Packet Length: Automatically assign priority based on the packet size. Smaller packets get
higher priority since control, signaling, VolP, Internet gaming, or other real-time packets are
usually small while larger packets are usually best effort data packets like file tfransfers.

Cancel Click Cancel fo restore your previously saved settings.

Apply Click Apply to save your changes.
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11.4 Queue Setup

Click Network Setting > QoS > Queue Setup to open the screen as shown next.

Use this screen to configure QoS queue assignment to decide the priority on WAN or LAN interfaces.
Traffic with higher priority gets through faster than those with lower priority. Low-priority traffic is dropped
first when the network is congested.

Note: Configure the priority level for a QoS queue from 1 to 8. The smaller the number in the
Priority column, the higher the priority.

Note: The corresponding classifiers will be removed automatically if a queue is deleted.
Note: Rate limit 0 means there is no rate limit on a queue.

Figure 184 Network Sefting > QoS > Queue Setup

QoS

Queue Setup

Use this screen to configure Qos queue assignment to decide the priority on WAN/LAN interfaces. Traffic with higher priority gets through faster than those
with lower priority. Low-priority traffic is dropped first when the network is congested.

Py . sP v

0
o

# Status Name Interface Discipline Priority Weight Buffer Management Rate Limit
1 ] Highest WAN SP 1 & DT M/A
2 ? High WAN SP 2 3 DT N/A
3 [*) Medium WAN SP 3 3 DT N/A
4 ] Low WAN 5P 4 1 DT N/A

Apply

Note

Priority level 1 is the highest priority for QoS.

The following table describes the labels in this screen.

Table 98 Network Setting > QoS > Queue Setup

LABEL DESCRIPTION
Add New Click this to create a new queue entry.
Queue

Queue Setting Select between SP (Strict Priority), SP+WRR, or WRR (Weighted Round Robin). SP scheduling
singles out the highest priority queue and ensures all queued fraffic in this queue is fransmitted
before servicing the lower priority queues. WRR scheduling services queues on a rotating basis
based on their queue weight (the number you configure in the queue Weight field. Queues with
larger weights get more service than queues with smaller weights. If you choose SP+WRR, the first
and second queue will be SP, and the third and fourth queue will be WRR.

# This is the index number of the entry.

Status This field displays whether the queue is active or not. A yellow bulb signifies that this queue is
active. A gray bulb signifies that this queue is not active.

Name This shows the descriptive name of this queue.

Interface This shows the name of the Zyxel Device's interface through which traffic in this queue passes.
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Table 98 Network Setting > QoS > Queue Setup (continued)

LABEL DESCRIPTION

Discipline This shows the discipline of the queue. The discipline is changed according to the option chosen
in Queue Setting. If you choose SP, the discipline will be SP. If you choose SP+WRR, the discipline
of the first and second queue will be SP, and the third and fourth queue will be WRR. If you
choose WRR, the discipline will be WRR. Strict Priority scheduling services the remaining queues
using WRR.
WRR scheduling services queues on a rotating basis based on their queue weight (the number
you configure in the queue Weight field). Queues with larger weights get more service than
queues with smaller weights.
Note: Queue weights can only be changed when Weighted Round Robin is selected.

Priority This shows the priority of this queue. The lower the number, the higher the priority level.

Weight This shows the weight of this queue.

Buffer This shows the queue management algorithm used for this queue.

Management . . .
Queue management algorithms determine how the Zyxel Device should handle packets when
it receives foo many (network congestion).

Rate Limit This shows the maximum transmission rate allowed for traffic on this queue.

Modify Click the Edit icon to edit the queue.

Click the Delete icon to delete an existing queue. Note that subsequent rules move up by one
when you take this action.

11.4.1 Add a QoS Queue

Click Add New Queue or the Edit icon in the Queue Setup screen to configure a queue.

Figure 185 Network Setfting > QoS > Queue Setup > Add New Queue/Edit

Active
Name
Interface
Priority

Weight

Rate Limit

Buffer Management

Add New Queue

WAN v
1({highest) v
1 v
Drop Tail(DT) v
(kbps)
OK
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The following table describes the labels in this screen.

Table 99 Network Setting > QoS > Queue Setup > Add New Queue/Edit

LABEL DESCRIPTION

Active Click this switch to enable the queue.

Name Enter a descriptive name for this queue. You can use up to 32 printable characters except ["]. [
LIU'LI<LI>LIALISLII) [&] or];]. Spaces are allowed.

Interface Select the interface to which this queue is applied.
This field is read-only if you are editing the queue.

Priority Select the priority level (from 1 to 8) of this queue.
The smaller the number, the higher the priority level. Traffic assigned to higher priority queues
gets through faster while traffic in lower priority queues is dropped if the network is congested.

Weight Select the weight (from 1 fo 8) of this queue.
If two queues have the same priority level, the Zyxel Device divides the bandwidth across the
queues according to their weights. Queues with larger weights get more bandwidth than
queues with smaller weights.

Buffer This field displays Drop Tail (DT). Drop Tail (DT) is a simple queue management algorithm that

Management allows the Zyxel Device buffer to accept as many packets as it can until it is full. Once the buffer
is full, new packets that arrive are dropped untfil there is space in the buffer again (packets are
transmitted out of it).

Rate Limit Specify the maximum transmission rate (in Kbps) allowed for traffic on this queue. If you enter 0
here, this means there's no rate limit on this queue.

Cancel Click Cancel fo exit this screen without saving.

oK Click OK to save your changes.

11.5 QoS Classification Setup

Use this screen to add, edit or delete QoS classifiers. A classifier groups traffic into data flows according
to specific criteria such as the source address, destination address, source port number, destination port
number or incoming inferface. For example, you can configure a classifier to select traffic from the
same protocol port (such as Telnet) to form a flow.

You can give different priorities to traffic that the Zyxel Device forwards through the WAN interface. Give
high priority to voice and video to make them run more smoothly. Similarly, give low priority o many
large file downloads so that they do not reduce the quality of other applications.

Click Network Setting > QoS > Classification Setup to open the following screen.
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Figure 186 Network Setting > QoS > Classification Setup

QoS

Classification Setup

Use this screen to add, edit or delete QoS classifiers. A classifier groups traffic into data flows according to specific criteria such
as the source address, destination address, source port number, destination port number or incoming interface. For example,
you can configure a classifier fo select fraffic from the same protocol port [such as Telnet) to form a flow.

You can give different priorities to traffic that the Zyxel Device forwards through the WAN interface. Give high prierity to voice

and video to make them run more smoothly. Similarly, give low priority to many large file downloads so that they do not reduce
the quality of other applications.

4= Add Mew Classification

Order  Status Clasz Name Claszification Criteria DSCP Mark 802.1P Mark VLAN ID Tag To Queve Modify

The following table describes the labels in this screen.

Table 100 Network Sefting > QoS > Classification Setup

LABEL DESCRIPTION

Add New Click this to create a new classifier.

Classification

Order This is the index number of the entry. The classifiers are applied in order of their numbering.

Status This field displays whether the classifier is active or not. A yellow bulb signifies that this
classifier is active. A gray bulb signifies that this classifier is not active.

Class Name This is the name of the classifier.

Classification This shows criteria specified in this classifier, for example the interface from which fraffic of

Criteria this class should come and the source MAC address of traffic that matches this classifier.

DSCP Mark This is the DSCP number added to traffic of this classifier.

802.1P Mark This is the IEEE 802.1p priority level assigned to traffic of this classifier.

VLAN ID Tag This is the VLAN ID number assigned to traffic of this classifier.

To Queue This is the name of the queue in which traffic of this classifier is put.

Modify Click the Edit icon to edit the classifier.

Click the Delete icon to delete an existing classifier. Note that subsequent rules move up by
one when you ftake this action.

11.5.1 Add or Edit QoS Class

Click Add New Classification in the Classification Setup screen or the Edit icon next to a classifier to open
the following screen.
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Figure 187 Network Setting > QoS > Classification Setup > Add New Classification/Edit: Step]
Add New Classification

Please follow the guidance through step 1~5 tfo configure a QoS rule

Step1: Class Configuration

Active '(_.

Class Name

Classification Order Last v

Figure 188 Network Setting > QoS > Classification Setup > Add New Classification/Edit: Step2
Step2: Criteria Configuration

Use the configurations below to specify the characteristics of a data flow needed to be managed by this QoS rule

Basic
From Interface LAN v
Ether Type MNA L4
Source
Address Subnet Mask Exclude
Port Range s - s Exclude
MAC - - - - - MAC Mask Exclude

Desfination

Address Subnet Mask Exclude
Port Range S - S Exclude
MAC - - - - - MAC Mask Exclude
Others
Service Exclude
IP protocol & Exclude
DHCP Exclude
IP Packet Length # = # Exclude
DSCP ¥ (0~63) Exclude
802.1F Exclude
VLAN ID ¥ (1~4094) Exclude
TCP ACK —enes
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Figure 189 Network Setting > QoS > Classification Setup > Add New Classification/Edit: Step3
Step3: Packet Modification

The content of the packet can be modified by applying the following settings

DSCP Mark Unchange v - [0~63)
VLAN ID Tag Unchange v ¥ (1~4094)
802.1P Mark

Figure 190 Network Setting > QoS > Classification Setup > Add New Classification/Edit: Step4
Step4: Class Routing

This module can route a packet to a certain interface according to the class setfting

Forward To Interface Unchange v

Figure 191 Network Setting > QoS > Classification Setup > Add New Classification/Edit: Step5
Step5: Outgoing Quevue Selection

QOutgoing queue decides the priority of the traffic and how traffic should be shaped in the WAN interface.

To Queue Index default queue v

oK

The following table describes the labels in this screen.

Table 101 Network Sefting > QoS > Classification Setup > Add New Classification/Edit

LABEL DESCRIPTION

Step1: Class Configuration

Active Click this switch to enable the classifier.

Class Name Enter a descriptive name for this class. You can use up to 32 printable characters except ["], [
LU'LI<LIZLIALISLIIL [&]. or[;]. Spaces are allowed.

Classification Select an existing number for where you want to put this classifier to move the classifier to the

Order number you selected after clicking Apply.

Select Last to put this rule in the back of the classifier list.

Step2: Criteria Configuration

Basic

From Interface If you want to classify the traffic by an ingress interface, select an interface from the From

Interface drop-down list box.

Ether Type Select a predefined applicatfion to configure a class for the matched traffic. Traffic will be

identify the protocol encapsulated in the frame.

Select NA to specify traffic that does not belong to any Ether type.

DSCP value or the protocol type.

the protocol type.

If you select 802.1Q, you can configure an 802.1p priority level.

classified with the Ether Type of Ethernet frames. Ether Type is a field in an Ethernet frame used to

If you select IP, you also need to configure source or destination, IP address, DHCP options,

If you select IPv6, you also need to configure source or destination, IPvé address, DSCP value or

Source
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Table 101 Network Setting > QoS > Classification Setup > Add New Classification/Edit (continued)

LABEL

DESCRIPTION

Address

Select the checkbox and enter the source IP address in dotted decimal notation. A blank
source IP address means any source P address.

Subnet Mask

This field is available only when you select IP in the Ether Type field.

Enter the source subnet mask.

Prefix Length

This field is available only when you select IPV6 in the Ether Type field.

Enter the source prefix length.

Port Range If you select TCP or UDP in the IP Protocol field, select the checkbox and enter the port numbers
of the source.

MAC Select the checkbox and enter the source MAC address of the packet.

MAC Mask Enter the mask for the specified MAC address to determine which bits a packet's MAC address
should match.
Enter “f" for each bit of the specified source MAC address that the traffic’s MAC address should
match. Enter “0" for the bits of the matched fraffic’s MAC address, which can be of any
hexadecimal characters. For example, if you set the MAC address to 00:13:49:00:00:00 and the
mask to ff:ff:ff:00:00:00, a packet with a MAC address of 00:13:49:12:34:56 matches this criteria.

Exclude Select this option to exclude the packets that match the specified criteria from this classifier.

Destination
Address Select the checkbox and enter the source IP address in dotted decimal notation. A blank

source IP address means any source IP address.

Subnet Mask

This field is available only when you select IP in the Ether Type field.

Enter the source subnet mask.

Prefix Length

This field is available only when you select IPV6 in the Ether Type field.
Enter the source prefix length.

See the IPvé Appendix for more IPvé information.

Port Range If you select TCP or UDP in the IP Protocol field, select the checkbox and enter the port numbers
of the source.

MAC Select the checkbox and enter the source MAC address of the packet.

MAC Mask Enter the mask for the specified MAC address to determine which bits a packet’'s MAC address
should match.
Enter “f” for each bit of the specified source MAC address that the traffic’s MAC address should
match. Enter “0" for the bits of the matched traffic’s MAC address, which can be of any
hexadecimal characters. For example, if you set the MAC address to 00:13:49:00:00:00 and the
mask to ff:ff:ff:00:00:00, a packet with a MAC address of 00:13:49:12:34:56 matches this criteria.

Exclude Select this option to exclude the packets that match the specified criteria from this classifier.

Others

Service This field is available only when you select IP or IPv6 in the Ether Type field.
This field simplifies classifier configuration by allowing you fo select a predefined application.
When you select a predefined application, you do not configure the rest of the filter fields.

IP Protocol This field is available only when you select IP or IPv6 in the Ether Type field.

Select this option and select the protocol (service type) from TCP, UDP, ICMP or IGMP. If you
select User defined, enfer the protocol (service type) number.
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Table 101 Network Setting > QoS > Classification Setup > Add New Classification/Edit (continued)

LABEL DESCRIPTION

DHCP This field is available only when you select IP in the Ether Type field.
Select this option and select a DHCP option.
If you select Vendor Class ID (DHCP Option 60), enter the Vendor Class Identifier (Option 60) of
the matched traffic, such as the type of the hardware or firmware.
If you select Client ID (DHCP Option 61), enter the Identity Association IDentifier (IAD Option 61)
of the matched traffic, such as the MAC address of the device.
If you select User Class ID (DHCP Option 77), entfer a string that identifies the user’'s category or
application type in the matched DHCP packets.
If you select Vendor Specific Info (DHCP Option 125), enter the vendor specific information of
the matched traffic, such as the product class, model name, and serial number of the device.

IP Packet This field is available only when you select IP in the Ether Type field.

renain Select this option and enter the minimum and maximum packet length (from 46 to 1500) in the
fields provided.

DSCP This field is available only when you select IP or IPv6 in the Ether Type field.
Select this option and specify a DSCP (DiffServ Code Point) number between 0 and 63 in the
field provided.

802.1P This field is available only when you select 802.1Q in the Ether Type field.
Select this option and select a priority level (between 0 and 7) from the drop-down list box.
"0"is the lowest priority level and "7" is the highest.

VLAN ID This field is available only when you select 802.1Q in the Ether Type field.
Select this option and specify a VLAN ID number.

TCP ACK This field is available only when you select IP in the Ether Type field.
If you select this option, the matched TCP packets must contain the ACK (Acknowledge) flag.

Exclude Select this option to exclude the packets that match the specified criteria from this classifier.

Step3: Packet Modification

DSCP Mark

This field is available only when you select IP in the Ether Type field.

If you select Remark, enter a DSCP value with which the Zyxel Device replaces the DSCP field in
the packets.

If you select Unchange, the Zyxel Device keep the DSCP field in the packets.

VLAN ID Tag

If you select Remark, enter a VLAN ID number with which the Zyxel Device replaces the VLAN ID
of the frames.

If you select Remove, the Zyxel Device deletes the VLAN ID of the frames before forwarding
them out.

If you select Add, the Zyxel Device treat all matched traffic untagged and add a second VLAN
ID.

If you select Unchange, the Zyxel Device keep the VLAN ID in the packets.

802.1P Mark

Select a priority level with which the Zyxel Device replaces the |EEE 802.1p priority field in the
packets.

If you select Unchange, the Zyxel Device keep the 802.1p priority field in the packets.

Step4: Class Routi

ng

Forward to
Interface

Select a WAN interface through which fraffic of this class will be forwarded out. If you select
Unchange, the Zyxel Device forward fraffic of this class according to the default routing table.

Stepb: Outgoing Queue Selection
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Table 101 Network Setting > QoS > Classification Setup > Add New Classification/Edit (continued)

LABEL DESCRIPTION

To Queue Index | Select a queue that applies to this class.

You should have configured a queue in the Queue Setup screen already.

Cancel Click Cancel to exit this screen without saving any changes.

oK Click OK to save your changes.

11.6 QoS Shaper Setup

This screen lets you use the token bucket algorithm to allow a certain amount of large bursts of traffic
while keeping most outgoing traffic at the average rate. Click Network Setting > QoS > Shaper Setup.
The screen appears as shown.

Figure 192 Network Setting > QoS > Shaper Setup

QoS

Shaper Setup

This screen lets you use the token bucket algorithm to allow a certain amount of large bursts of fraffic while keeping most
outgoing traffic at the average rate.

4 Add New Shaper

# Status Interface Rate Limit Meodify

The following table describes the labels in this screen.

Table 102 Network Sefting > QoS > Shaper Setup

LABEL DESCRIPTION

Add New Click this to create a new enfry.

Shaper

# This is the index number of the enfry.

Status This field displays whether the shaper is active or not. A yellow bulb signifies that this policer is
active. A gray bulb signifies that this shaper is not active.

Interface This shows the name of the Zyxel Device's interface through which tfraffic in this shaper applies.

Rate Limit This shows the average rate limit of traffic bursts for this shaper.

Modify Click the Edit icon to edit the shaper.

Click the Delete icon to delete an existing shaper. Note that subsequent rules move up by one
when you take this action.
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11.6.1 Add or Edit a QoS Shaper

Click Add New Shaper in the Shaper Setup screen or the Edit icon next to a shaper to show the following

screen.

Figure 193 Network Setting > QoS > Shaper Setup > Add New Shaper/Edit

Add New Shaper

Acftive .

Interface WWAN v

Rate Limit (kbps)

QK

The following table describes the labels in this screen.

Table 103 Network Setting > QoS > Shaper Setup > Add New Shaper/Edit

LABEL DESCRIPTION

Active Click this switch to enable the shaper.

Interface Select a Zyxel Device's interface through which traffic in this shaper applies.
Rate Limit Enter the average rate limit of fraffic bursts for this shaper.

Cancel Click Cancel to exit this screen without saving any changes.

OK Click OK to save your changes.

11.7 QoS Policer Setup

Use this screen to view QoS policers that allow you tfo limit the transmission rate of incoming traffic and
apply actions, such as drop, pass, or modify, to the DSCP value of matched traffic. Click Network Setting

> QoS > Policer Setup. The screen appears as shown.

Figure 194 Network Setting > QoS > Policer Setup

QoS

Policer Setup

drop. pass, or modify, to the DSCP value of matched traffic.

# Status Name Regulated Claszes Meter Type Rule Action

Use this screen to view QoS policers that allow you to limit the transmission rate of incoming traffic and apply actions, such as

4 Add New Policer
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The following table describes the labels in this screen.

Table 104 Network Setting > QoS > Policer Setup

LABEL DESCRIPTION

Add New Click this to create a new entry.

Policer

# This is the index number of the entry.

Status This field displays whether the policer is active or not. A yellow bulb signifies that this policer is
active. A gray bulb signifies that this policer is not active.

Name This field displays the descriptive name of this policer.

Regulated This field displays the name of a QoS classifier

Classes

Meter Type This field displays the type of QoS metering algorithm used in this policer.

Rule These are the rates and burst sizes against which the policer checks the fraffic of the member
QoS classes.

Action This shows how the policer has the Zyxel Device freat different types of traffic belonging to the
policer's member QoS classes.

Modify Click the Edit icon to edit the policer.

Click the Delete icon to delete an existing policer. Note that subsequent rules move up by one
when you ftake this action.

11.7.1 Add or Edit a QoS Policer

Click Add New Policer in the Policer Setup screen or the Edit icon next fo a policer fo show the following
screen.
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Figure 195 Network Setting > QoS > Policer Setup > Add New Policer/Edit

QoS Policer Configuration

MName
Meter Type Two Rate Three Coler -
mmitted Rate kbp
Size bytes
eak Rate bps)

Peak B ize bytes

Conforming Action DSCPMark v

Partial Conforming Action DSCPMark v

Non-Conforming Action DSCPMark v

Regulated Classes Member Setfing

Available Class Selected Class

o] ¢

The following table describes the labels in this screen.

Table 105 Network Setting > QoS > Policer Setup > Add New Policer/Edit

LABEL DESCRIPTION

Active Click this switch to enable the policer.

Name Enter a descriptive name for this policer. You can use up to 16 printable characters except [ "], [
LULI<LI>LIALISL LI [&] or[;]. Spaces are allowed.
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Table 105 Network Sefting > QoS > Policer Setup > Add New Policer/Edit (confinued)

LABEL

DESCRIPTION

Meter Type

This shows the traffic metering algorithm used in this policer.

The Simple Token Bucket algorithm uses tokens in a bucket to control when traffic can be
fransmitted. Each token represents one byte. The algorithm allows bursts of up fo b bytes which is
also the bucket size.

The Single Rate Three Color Marker (srTCM) is based on the token bucket filter and identifies
packets by comparing them to the Committed Information Rate (CIR), the Committed Burst Size
(CBS) and the Excess Burst Size (EBS).

The Two Rate Three Color Marker (rTCM) is based on the token bucket filter and identifies
packets by comparing them to the Committed Information Rate (CIR) and the Peak Information
Rate (PIR).

Committed
Rate

Specify the committed rate. When the incoming traffic rate of the member QoS classes is less
than the committed rate, the device applies the conforming action to the fraffic.

Committed
Burst Size

Specify the committed burst size for packet bursts. This must be equal to or less than the peak
burst size (two rate three color) or excess burst size (single rate three color) if it is also configured.

This is the maximum size of the (first) foken bucket in a traffic metering algorithm.

Excess Burst Size

Specify the additional amount of bytes that are admitted af the committed rate besides the
committed burst size.

This is the maximum size of the second token bucket in the sITCM.

This field is only available when you select Single Rate Three Color in the Meter Type field.

Peak Rate

Specify the maximum rate at which packets are admitted to the network.

The peak rate should be greater than or equal to the committed rate. This is to specify how
many bytes of tokens are added to the second bucket every second in the frTCM.

This field is only available when you select Two Rate Three Color in the Meter Type field.

Peak Burst Size

Specify the maximum amount of bytes that are admitted at the committed rate.
This is the maximum size of the second token bucket in the trTCM.

This field is only available when you select Two Rate Three Color in the Meter Type field.

Conforming Specify what the Zyxel Device does for packets within the committed rate and burst size (green-
Action marked packets).

e Pass: Send the packets without modification.

¢ DSCP Mark: Change the DSCP mark value of the packets. Enter the DSCP mark value to use.
Partial Specify the action that the Zyxel Device takes on yellow-marked packets.
Conforming
Action Select Pass fo forward the packefts.

Select Drop to discard the packets.

Select DSCP Mark to assign a specified DSCP number (between 0 and 63) to the packets and

forward them. The packets are dropped if there is congestion on the network.

This field is only available whe